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Executive Summary 

Objective  

To evaluate the post-implementation of the damage claim reporting system to include the protection, 
integrity, and reporting of damage claim data. 

Control mechanisms are not designed or operating to optimize program efficiency and effectiveness. 
Programmatic improvements can be achieved by addressing control deficiencies identified. 
Improvements to address deficiencies include redesign, execution, and performance measurement.  

 
Summary Results 
Management concurs with the below findings and prepared management action plans to address 
deficiencies. 
 

Finding 1: Confidentiality of Personally Identifiable Information (PII)  
Control 
Design X Operating 

Effectiveness X Division Financial Management Division (FIN) – 
Revenue Management Section District No 

Confidentiality agreements are not required to gain and maintain access to the damage claim reporting 
system which contains PII. 
 
(Impact): Disclosure of PII data may occur for users having to access to the damage claim reporting system 
without having a signed confidentiality agreement. No known disclosures have been identified to date. 

 
Finding 2: System Access     
Control 
Design X Operating 

Effectiveness X Division FIN – Revenue Management Section District No 

FIN does not perform a routine access review for users of the damage claim reporting system. Instances of 
unnecessary access were identified. 
User Activity 
 587 of 1,032 (57%) users have not accessed the reporting system in over 3 months. 
 

Damage Claims Coordinator Access 
 11 of 63 (17%) users did not have a business need for the damage claim coordinator access assigned. 
 
(Impact): Without periodic monitoring, FIN cannot validate the necessity for access roles/privileges or when 
revoking of access is needed. Unnecessary access can lead to unauthorize exposure to PII in the system. No 
inappropriate activity was identified by the unnecessary accounts. 

 
Finding 3: Untimely Referral for Accounts Receivable Collection   
Control 
Design X Operating 

Effectiveness X Division FIN – Revenue Management Section District No 

Referral of damage claim receivables to the Office of Attorney General (OAG) for further collection was not 
always performed timely.  
 866 of 2,683 (32%) damage claims totaling $5.6M were sent to the OAG for further collection after the 

required due date (i.e., on or before the 90th day after the receivable became delinquent to TxDOT).    
 
(Impact): A delay in referring the damage claim account receivables to the OAG results in delay in further 
recoverability of TxDOT funds allocated to repair of damages caused by the non-TxDOT party. 

 
 
 
 

Overall Engagement Assessment 
 

  X  
Priority 1 Priority 2 Priority 3 Priority 4 
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Finding 4: Inaccurate Classification of the Object Struck Category  
Control 
Design X Operating 

Effectiveness X Division FIN – Revenue Management Section District Yes 

Records within the damage claim reporting system do not always accurately reflect the object that was struck 
and required repair, or the type of non-damage related expense incurred (i.e., service provided by TxDOT).    
 54 of 59 (92%) damage claims that were classified as “other” did not use an established category (i.e., 

guardrail, median barrier, sign, etc.). 
 5 of 59 (8%) damage claims did not have a specific category to classify as services provided by TxDOT.  

 
(Impact): Inaccurate classification of object(s) struck could impact the reliability of reporting in the damage 
claim reporting system and from collecting claims owed to TxDOT.  

 
Audit testing completed not resulting in management action plans. 

Scope Area 1: CARS User Access 
 1,031 of 1,032 (99%) damage claim reporting system users were up-to-date on the ‘Securing the 

Human’ training as of June 2022. 
Scope Area 2: CARS Data Accuracy and Completeness 
 The number of damage claim reporting system records from three judgmentally selected dates in June 

2022 were compared to the number of records in the crash records reporting system (source data) on 
those same dates.  No differences were identified in the number of records between systems. 

 224 of 225 (99%) damage claim reporting system data fields were compared to the same fields in the 
crash records reporting system (source data).  No inaccuracies were identified.  

Scope Area 3: Pursuit of Damage Claims  
 4,912 of 4,912 (100%) receivable accounts ($9.4M) reviewed met FIN’s established threshold criteria 

for balance write-off (minimum of inactivity for 1 year)  when payment is not received. 
 
Control Environment  
FIN is the system owner of the damage claim reporting system and has the primary responsibility for 
the damage claims collection process. District maintenance offices are responsible for repair of the 
damage to state property using district funding and processing damage claims assigned. Upon 
collection, damage claim funds are transferred back to the respective district’s maintenance budget. 
 

An interface between TxDOT’s data lake and the damage claim reporting system has been 
established to allow for secure and automated entry of data into the damage claim reporting system. 
The primary source of data is the crash records reporting system, and the data includes certain 
police crash report details and PII for the responsible party. Districts have the ability to manually 
create records in the damage claim reporting system to start claims prior to police crash reports 
being made available through an upload process, and to also collect for services provided to third-
parties (i.e., traffic control, hazmat, gravel spill, etc.). 
 

Access to the damage claim reporting system is managed by the Information Technology Division 
User Access Management team using TxDOT Now tickets. In additional to supervisor approval, crash 
record reporting system access is also required and is granted by the Traffic Safety Division. A 
prerequisite for crash record reporting system access is the completion of a confidentiality 
agreement due the sensitive nature of the information contained in the system. Damage claims are 
routed for approval via the damage claim reporting system workflow to the respective Maintenance 
Supervisor, Damage Claims Coordinator (DCC), and FIN for review and approval. 
 

Background 
Damage claims are items that the districts seek reimbursement from a non-TxDOT party responsible 
for damage to state property (e.g., guardrail damaged in a car accident, bridge strike, etc.).  
Of the 7,345 damage claims in the damage claim reporting system (as of June 27, 2022), 6,592 
(90%) were for one of the top ten object struck categories (see Chart 1). Cost estimates for these 
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damage claims by object struck type could not be determined based on varying process status by 
districts.  
  
Chart 1  

Category Object Struck Type # Claims % 
1 Median Barrier 2,020 31% 
2 Guardrail 1,044 16% 
3 Concrete Traffic Barrier 812 12% 
4 Highway Sign 716 11% 
5 Blanks 453 7% 
6 Retaining Wall 408 6% 
7 Other 353 5% 
8 Luminaire Pole 312 5% 
9 Curb 262 4% 

10 Attenuation Device 212 3% 
Total 6,592 100% 

Source: Data from damage claim reporting system as of 6/27/2022. 
 
A police crash report, which may often contain PII, is used to prepare the claim for collection. PII is 
information that can be used to distinguish or trace an individual’s identity, either alone or when 
combined with other personal or identifying information.  
 

The damage claim reporting system was developed as a response to provide more visibility and 
accountability for damage claims including timely processing of claims. The damage claim reporting 
system was implemented to identify, document, and track damage to department property 
throughout the collection process. A staggered implementation was initiated in the 25 districts 
beginning in February 2022 and ending in June 2022. 
 

Damage claim revenue submitted for recovery between Fiscal Year (FY) 2019 and 2022 totaled 
$145M and total revenue recovered for the same damage claims during that period was over 
$94M. (see Chart 2) 
 

Chart 2 
Fiscal Year Number of Claims1 Amount Submitted1 Amount Recovered2 % Recovered 

2019 8,063 $ 41,761,516 $ 21,619,761 52% 

2020 7,052 $ 37,596,066 $ 25,739,050 69% 

2021 8,222 $ 36,647,734 $ 23,682,951 65% 

2022 7,758 $ 36,511,126 $ 29,059,550 80% 

TOTAL 31,095 $ 152,516,442 $ 100,101,312 66% 
Source: Accounts receivable data from the enterprise resource planning system. 
 
Notes: 1. Number of Claims and Amount Submitted based on the FY date damage claims were submitted to FIN. 

            2. Amount Recovered is for damage claim payments received in that FY and may be from a prior period. 
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Detailed Audit Report 

Scope and Methodology 

The audit was conducted during the period from June 1, 2022 to July 29, 2022. Testing focused on  
1,032 active damage claims reporting system users and 7,345 damage claims created between 
February and June 2022 for all 25 districts.  
 

Scope Area 1: CARS User Access 
Evaluated user access management processes used to safeguard personally identifiable information (PII) 
data using methodology that included: 
 Reviewed federal, state, and internal TxDOT criteria and trainings.  
 Conducted interviews with Financial Management Division (FIN), Information Technology Division (ITD), 

and Traffic Safety Division personnel responsible for user access. 
 Assessed the reliability of data by reviewing report parameters and comparing user listings in the 

damage claim reporting system to the crash records reporting system. 
 Evaluated the appropriateness of damage claim reporting system access for all 1,032 users (as of June 

29, 2022) to include verification access was granted to the crash records reporting system as required, 
no terminated employees were still active in the system, evaluation of user log in activity, TxDOT email 
address associated with user account, and a single account per user. 

 Reviewed all 63 active users with the damage claim coordinator role to verify access was restricted to 
employees with a business need for the access in the damage claim reporting system.   

 Reviewed past due training report to verify the 1,032 active users with access to PII in the damage 
claim reporting system were not past due for cyber security training (i.e., Securing the Human).  

Scope Area 2: CARS Data Accuracy and Completeness 
Evaluated the completeness and accuracy of damage claim reporting system data fed by TxDOT’s data lake 
using methodology that included: 
 Conducted interviews with FIN and ITD personnel responsible for monitoring data feeds for the damage 

claim reporting system. 
 Verification of damage claim reporting system data completeness and accuracy was performed through 

a comparison of crash records reporting system data for 1) a judgmental sample of three dates in June 
2022 (completeness) and 2) a judgmental sample of 25 damage claims (one from each of the 25 
districts) and nine damage claim reporting system data fields.  

Scope Area 3: Pursuit of Damage Claims 
Evaluated key metrics to measure performance and evaluate data trends related to the pursuit/non-pursuit 
of damage claims and processing time by type of object struck. 
 Conducted interviews with key FIN and districts personnel responsible for processing damage claims. 
 Evaluated the timeliness of 2,683 Fiscal Year (FY) 21 - 22 damage claim receivable referrals to the 

Office of Attorney General (OAG) for further collection.  Also determined if 4,912 damage claim 
receivable write-offs met the established FIN threshold criteria.  

 Analyzed 7,345 damage claim records in the damage claim reporting system to assess consistency 
among districts in regard to pursuing vs. not pursuing damage claims.  

 Reviewed the Damage Claims listing to determine if there are certain ‘Object Struck’ categories (i.e., 
other, miscellaneous etc.) not clearly explained. 
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Detailed Audit Findings and Management Action Plans (MAPs) 

Finding No. 1: Confidentiality of Personally Identifiable Information (PII)  
 
Condition 
Confidentiality agreements are not required to gain and maintain access to the damage claim 
reporting system.  
 
Effect/Potential Impact  
There is an increased potential for accidental disclosure of PII data for users having to access to the 
system. As of August 3, 2022, the damage claim reporting system had a total of 11.2K records. 
 
Criteria 
Texas Transportation Code Chapter 550, Section 550.065 states that information reported to the 
department related to police crash reports is privileged and for the confidential use of TxDOT.  
 

Cause  
The Financial Management Division was not aware a confidentiality agreement was needed for the 
damage claim reporting system.  
 
Evidence 
Confidentiality Agreement  
A review was performed to verify if a confidentiality agreement was completed for the 574 users (as 
of June 29, 2022) for the damage claim reporting system that contains PII. 
 574 of 574 (100%) damage claim reporting system users did not have a confidentiality 

agreement.  
 
 

Management Action Plans (MAPs): 

 
MAP 1.1 Completion Date: December 15, 2022 Division: Yes District: No 

The Financial Management Division (FIN) will work with the General Council Division (GCD) and Information 
Technology Division (ITD) to create and implement a confidentiality agreement form for damage claim 
reporting system users. The form will outline the consequences to users for disclosing PII data and be 
required to be attached to new system access request information technology tickets. Existing active users 
will also be required to complete the confidentiality agreement and return to FIN to retain based on the 
established retention period. 
MAP Owner: Casey Rowe, Accounting Manager, FIN Revenue Management Section   

 
MAP 1.2 Completion Date: August 15,  2024 Division: Yes District: No 

The Financial Management Division (FIN) will work with the General Council Division (GCD), Information 
Technology Division (ITD) and the damage claim reporting system application developer to create and 
implement a system generated electronic confidentiality agreement for all damage claims reporting system 
users. 
MAP Owner: Casey Rowe, Accounting Manager, FIN Revenue Management Section   

 
MAP 1.3 Completion Date: August 15,  2024 Division: Yes District: No 

FIN will work with ITD, Traffic Safety Division (TRF), and the damage claim reporting system application 
developer to create and implement an interface to automatically attach the crash record report to the 
damage claim reporting system and dispose of the attachment if claims are not pursued. 
MAP Owner: Casey Rowe, Accounting Manager, FIN Revenue Management Section   
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Finding No. 2: System Access 
 
Condition 
The Financial Management Division (FIN) does not perform a routine access review for users of the 
damage claim reporting system. Instances of unnecessary access were identified. 
 
Effect/Potential Impact  
Without periodic reviews, FIN (i.e., the information system owner) cannot routinely validate necessary 
access roles or revoke access when user access is no longer needed. In addition, improper and 
unnecessary access can lead to unauthorize exposure to personally identifiable information (PII) in 
the system. No inappropriate activity was identified by the unnecessary accounts. 
 
Criteria 
The Texas Government Code, Chapter 2054 states that state agencies must take measures to 
protect information systems against unauthorized access, disclosure, modification, or destruction. 
 

The Texas Administrative Code, Chapter 202 states that information owners are responsible for 
approving access to information resources and periodically reviewing access lists based on 
documented risk management decisions. 
 

The Informational Technology (IT) Security and Privacy Policy Manual memorandum issued March 
14, 2022 by the TxDOT Executive Director establishes that information owners must approve access 
to information resources and review access lists based on documented risk management decisions. 
In addition, information custodians must implement controls required to protect information. 
 
Cause  
A routine process to monitor damage claim reporting system user access has not been fully 
established, documented, and implemented by FIN.  
 
Evidence     
User Activity 
A review to determine the last time users accessed the damage claim reporting system was 
performed for 1,032 users (1,016 internal, 16 external). (see Chart 1) 
 587 of 1,032 (57%) users have not accessed the reporting system in over 3 months. 

 

Chart 1 

Last Time User Accessed System Number of Users % 

No log in history  575 56% 

> 1 year 10   1% 

> 90 days 2 > 1% 

> 60 days 33    3% 

> 30 days 46    4% 

Within 30 days 366 35% 

Total 1,032 100% 
*Log in activity from the damage claim reporting system as of 6/29/2022 

 
Damage Claim Coordinator Access 
A review to verify the damage claim coordinator access role in the damage claim reporting system 
was restricted to users required to have the access to execute their assigned duties was performed 
for all 63 damage claim reporting system users. 
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 11 of 63 (17%) users did not have a business need for damage claim coordinator access. 
- 7 users were not involved in the damage claims process at all. 
- 4 users were involved in the damage claims process, however, not as the damage claim 

coordinator for their district. 
 
 

Management Action Plans (MAPs): 

 
MAP 2.1 Completion Date: March 15, 2023 Division: Yes District: No 

The Financial Management Division (FIN) will:  
 implement a semi-annual manual user access review to disable terminated and transferred employee, 

log-in inactivity, and non-TxDOT employees and email accounts. 
 create and document the monitoring process for damage claim reporting system user access.  
 coordinate with the damage claim reporting system application developer, the Information Technology 

Division (ITD) User Access Management (UAM) team, and applicable districts as necessary to confirm 
and/or remove user access. 

MAP Owner: Casey Rowe, Accounting Manager, FIN Revenue Management Section   
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Finding No. 3: Untimely Referral for Accounts Receivable Collection  
 

Condition 
Referral of damage claim receivables to the Office of Attorney General (OAG) for further collection 
was not always performed timely.  
 
Effect/Potential Impact  
A total of 866 damage claims from fiscal year (FY) 2021 and 2022 valued at $5.6M were not 
referred to the OAG timely. 
 
Criteria 
Texas Administrative Code §59.2 states that no later than the 90th day after the date an obligation 
becomes delinquent, the agency shall report the uncollected and delinquent obligation to the OAG 
for further collection efforts. 
 
Cause  
The Financial Management Division (FIN)has not established the requirement to document the 
reason for late referral to the OAG within the enterprise resource planning system.  
 
Evidence 
Timeliness of Referral to OAG  
An evaluation to assess the timing of referral of damage claim accounts receivable to the OAG for 
further collection was performed for 2,683 FY 2021–2022 referred damage claims (as of July 
2022).  
 866 of 2,683 (32%) damage claims totaling $5.6M were sent to the OAG for further collection 

after the required due date (i.e., on or before the 90th day after the receivable became 
delinquent to TxDOT). (see Chart 1) 

Chart 1 
Timing of A/R Referral to OAG FY 21 FY 22* Total (#) Total ($) 

≤ 90 days (not late) 764 1,053 1,817 $ 12,404,730 

1 - 10 days late 237 287 524 $ 3,504,778 

11 - 30 days late 124 72 196 $ 1,454,039 

31 - 60 days late 16 14 30 $ 213,386 

61 - 90 days late 4 11 15 $ 64,475 

> 90 days late 18 83 101 $ 401,941 

Total 1,163 1,520 2,683 $ 18,043,349 
* accounts receivable data as of 7/15/2022 obtained from FIN and the enterprise resource planning system. 

  
 

Management Action Plans (MAPs): 

MAP 3.1 Completion Date: December 15, 2022 Division: Yes District: No 
The Financial Management Division (FIN) will update the accounts receivable procedures to reflect the 
required documentation of delay reason for receivables referred to the office of attorney general in the 
enterprise resource planning system. 
MAP Owner: Casey Rowe, Accounting Manager, FIN Revenue Management Section   
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Finding No. 4: Inaccurate Classification of the Object Struck Category 
 
Condition 
Records within the damage claim reporting system do not always accurately reflect the object struck 
that required repair or the service provided by TxDOT to a third-party (i.e., traffic control, gravel spill).    
 
Effect/Potential Impact  
Inaccurate classification of object struck could impact the reliability of reporting from the damage 
claim reporting system.  
 
Criteria 
The Governmental Accounting Standards Board (GASB) Concept Statement No. 1 outlines that 
financial reporting should assist in fulfilling the government’s duty to enable users to assess 
accountability by providing information to assist in evaluating the service efforts, costs, and 
accomplishments of the governmental entity.  
 

The National Institute of Standards and Technology  standard 800-53 outlines that the organization 
confirms to the greatest extent practical upon collection or creation of personally identifiable 
information (PII), the accuracy, relevance, timeliness, and completeness of the information, and 
issues guidelines to ensure and maximize the integrity of disseminated information.  
 
Cause   
The prepopulated object struck category is not updated as damage claims are processed. In 
addition, there is not an established category in the damage claim reporting system for non-damage 
related expenses (i.e., services provided by TxDOT).  
 
Evidence 
A review to validate the proper classification of the damage claim reporting system object struck field 
was performed for all 59 damage claims designated as “Other” and that included the damage 
description to verify against (as of July 15, 2022). (See Chart 1) 
 54 of 59 (92%) damage claims that were classified as “other” did not use an established 

category (i.e., guardrail, median barrier, sign, etc.). 
 5 of 59 (8%) damage claims did not have a specific category to classify claim as services 

provided by TxDOT (i.e., gravel spill, traffic control, hazmat, etc.). 
 
Chart 1 

 
 

        
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Object Struck Classification # Claims 
Hit Concrete Traffic Barrier 1 
Hit Fallen Trees Or Debris On Road 2 
Hit Fence 5 
Hit Guard Post 2 
Hit Guardrail 4 
Hit Highway Sign 3 
Hit Luminaire Pole 2 
Hit Mailbox 3 
Hit Median Barrier 10 
Hit Other Fixed Object 9 
Hit Overhead Signal Light, Wires, Signs 9 
Hit Traffic Signal Pole Or Post 2 
Hit Work Zone Barricade, Cones, Signs Or Material 2 
Other (services provided by TxDOT)  5 

Total 59 
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Management Action Plans (MAPs): 

 
MAP 4.1 Completion Date: December 15, 2022 Division: Yes District: No 

The Financial Management Division (FIN) will work with the districts to identify non-damage related expense 
categories.  
MAP Owner: Casey Rowe, Manager Accounts Receivable, FIN Revenue Management Section   

 
MAP 4.2 Completion Date: March 15, 2023 Division: Yes District: No 

Once non-damage related expense categories are determined (as outlined in MAP 4.1), the Financial 
Management Division (FIN) will work with the Information Technology Division (ITD) and the damage claim 
reporting system application developer to add the newly developed non-damage related expense categories 
into the damage claim reporting system. 
 
FIN will also create a guide for non-damage related expense categories and work with the Information 
Technology Division (ITD) to post the guide to the damage claim reporting system SharePoint site and to send 
communication out to the damage claim reporting system users to notify them any provide any assistance 
needed. 
MAP Owner: Casey Rowe, Accounting Manager, FIN Revenue Management Section   

 
MAP 4.3 Completion Date: May 15, 2023 Division: No District: Yes 

Upon publication of the non-damage related reason categories by the Financial Management Division, the 
district damage claim coordinator will make sure all damage claim reporting system users are aware of and 
understand the non-damage related reason categories. 
 
The object struck category will be updated as applicable to accurately document the object that was struck 
and requiring repair. The districts will update their damage claim standard operating procedure (SOP) to 
document district oversight procedures for object struck category accuracy and non-damage related reason 
categories. 
MAP Owners: District Engineers 
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Observation and Recommendation 

Audit Observation (a): Justification for Not Initiating Damage Claims  
 
Justification was not provided to support the decision to not pursue a damage claim based on the 
reason code selected. In addition, reason codes for not initiating a damage claim have not been 
clearly defined.  
 
Effect/Potential Impact  
If the wrong decision is made to not initiate a damage claim, TxDOT may be using state resources to 
repair damage that could be paid by a responsible party.  
 
Audit Recommendation: 
Non-pursuit reason codes should be defined by the Financial Management Division to provide clarity 
for reason code selected to not initiate a damage claim. In addition, district standard operating 
procedures should be updated to document district oversight procedures for non-pursuit reason 
code selection and documentation to support such decision. Establishing metrics could also help 
provide transparency for frequency of reason codes selected. 
 
 

Audit Observation (b): Account Receivable Tracking 
 
The accounts receivable collector (i.e., TxDOT, Office of the Attorney General (OAG)) for damage claim 
payments is not tracked at a transactional level with the enterprise resource planning system (ERP). 
As a result, reporting cannot be generated to demonstrate total damage claim recoverability success 
between TxDOT and the OAG to further determine collectability best practices. 
 
Effect/Potential Impact: 
Without reliable reporting for damage claim collection, TxDOT is not able to evaluate damage claim 
collection success rate and recoverability timing by collector. 
 
Audit Recommendation: 
The Financial Management Division should implement a process to track the collector and date 
fields within ERP at the transactional level.  
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Summary Results Based on Enterprise Risk Management Framework 

The Internal Audit Division uses the Committee of Sponsoring Organizations of the Treadway 
Commission (COSO) Internal Control – Integrated Framework version 2013. 

A defined set of control objectives was utilized to focus on reporting, operational, and compliance 
goals for the identified scope areas. Our audit opinion is an assessment of the health of the overall 
control environment based on (1) the effectiveness of the enterprise risk management activities 
throughout the audit period and (2) the degree to which the defined control objectives were being 
met. Our audit opinion is not a guarantee against reporting misstatement and reliability, operational 
sub-optimization, or non-compliance, particularly in areas not included in the scope of this audit. 
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Closing Comments 

This report is prepared for the Texas Transportation Commission and for the Administration and 
Management of TxDOT. The report presents the results of the Accounts Receivable – Damage Claims 
audit which was conducted as part of the Fiscal Year (FY) 2022 Audit Plan.  
 
We conducted this performance audit in accordance with Generally Accepted Government Auditing 
Standards and in conformance with the International Standards for the Professional Practice of 
Internal Auditing. Those standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our 
audit objectives. Recommendations to mitigate risks identified were provided to management during 
the engagement to assist in the formulation of the management action plans included in this report.  
 
The results of this audit were discussed with the Financial Management Division Director and District 
Engineers on October 4, 2022. The Internal Audit Division appreciates the cooperation and 
assistance received from the personnel contacted during this audit. 
 


