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Contract Risk Assessment and Management TxDOT Internal Audit Division - MAP Follow-Up

Objective

To assess the status of corrective actions for high-risk Management Action Plans (MAPs)
previously communicated in the Contract Risk Assessment and Management audit report
issued November 2018.

Summary Results
Testing consisted of an evaluation of nine MAPs to determine if corrective actions were
implemented as agreed.

MAP Status Comments

1 Open Corrective actions that require completion to address
P identified risks from the original audit report.
8 Closed Corrective actions have been completed.

Scope and Methodology

The engagement was conducted during the period from July 9, 2019 to August 2, 2019.

The engagement focused on verification that 1) the Contract Risk Analysis Form (CRAF) has
been completed as required, 2) training materials and related policies have been
implemented related to CRAF requirements and guidance, and 3) risk analysis/assessments
related to the CRAF have been updated.

The methodology used to complete the objectives of this engagement included:

e Reviewed emails from Contract Services Division (CSD), Procurement Division (PRO),
Professional Engineering Procurement Services Division (PEPS), to staff, districts,
divisions, and project managers regarding the utilization of the CRAF.

e Reviewed a list of all purchase orders (POs) executed during December 16, 2018
through June 30, 2019 over $25K.

0 Judgmentally sampled nine POs to determine if the CRAF was on file.

e Reviewed the statewide contract log from PRO’s SharePoint site to identify purchase
order change notices (POCNs) executed during December 16, 2018 through June 30,
2019 over $25K.

0 Judgmentally sampled eight POCNs to determine if the CRAF was on file.

e Reviewed a list of PEPS contracts executed during December 16, 2018 through June 30,
2019 over $25K for specific events, supplemental work authorizations, and changes in
contract managers.

o Judgmentally sampled five PEPS contracts for specific events, supplemental work
authorizations, and changes in contract managers to determine if a CRAF was on
file.

e Reviewed the meeting minutes of the CSD Senior Leadership, PEPS strategy board, and
the Right of Way Contracting Advisory Board to verify that specific risk questions to
facilitate risk analysis and management process were asked.

e Reviewed the training materials and training logs from CSD, PEPS, and PRO to verify that
staff from all divisions were made aware of the changes in the utilization of the CRAF.

e Reviewed the PEPS Division’s website and the Right of Way Contracting Playbook and
Resource Library to verify that updates were made regarding the utilization of the CRAF.
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Background

This report is prepared for the Texas Transportation Commission and for the Administration
and Management of TxDOT. The report presents the results of the Contract Risk Assessment
and Management Follow-Up engagement which was conducted as part of the Fiscal Year
(FY) 2019 Audit Plan.

CSD established risk analysis policy and procedures for certain contracts and POs, as a
result of legislation enacted September 1, 2015. The policy requires the procuring district or
division (D/D) to complete a CRAF for all contracts and POs with an expected maximum
amount payable exceeding $25,000. Excluded from risk analysis requirements are advance
funding agreements, grant agreements, and low bid construction and maintenance
contracts.

Per the CSD Negotiated Contracts Policy Manual, the managing D/D must update the CRAF
throughout the life of a contract whenever certain factors change. Factors requiring an
updated risk analysis include, but are not limited to, preparing or assigning a work
authorization (WA) or a supplemental agreement (SA). PRO’s Purchasing Manual also
requires a purchaser to complete a CRAF when performing a POCN to any existing PO
$25,000 and greater.

We conducted this follow-up engagement in accordance with Generally Accepted
Government Auditing Standards and in conformance with the International Standards for the
Professional Practice of Internal Auditing. Those standards require that we plan and perform
the engagement to obtain sufficient, appropriate evidence to provide a reasonable basis for
our conclusions based on our engagement objective. Recommendations to mitigate risks
identified were previously provided to management during the original engagement to assist
in the formulation of the management action plans referenced in this report. The Internal
Audit Division uses the Committee of Sponsoring Organizations of the Treadway Commission
(COSO0) Internal Control - Integrated Framework version 2013.
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Contract Risk Assessment and Management TxDOT Internal Audit Division - MAP Follow-Up

Detailed MAP Follow-Up Status

MAP Status: Open
Corrective actions that require completion to address identified risks from the original audit

report.

Original Audit Finding No. 2: Contract Risk Analysis Form (CRAF) - Specific Events

MAP Owner: Kenneth Stewart, Director, Contract Services Division (CSD)

MAP 2.1: CSD will propose to Senior Leadership that language be included in the
Negotiated Contracts Manual or a stand-alone agency directive instructing the procuring
divisions to develop their own policies for gathering and making available to end users the
risk assessments that have been developed for individual contracts.

CSD will update its training materials for CTR104 and CTR615 to direct students to any
operational guidance developed by the procuring divisions.*

*[tems were considered complete

Original Completion Date: December 15, 2018
Revised Completion Date: September 15, 2019
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Contract Risk Assessment and Management TxDOT Internal Audit Division - MAP Follow-Up

MAP Status: Closed
Corrective actions have been completed.

Original Audit Finding No. 1: Contract Risk Analysis Form (CRAF) - Initial Completion

MAP Owner: Kenneth Stewart, Director, Contract Services Division (CSD)

MAP 1.1: CSD does not review all contract documents or even all contracts. For each
document or contract that CSD reviewed, verification that a Contract Risk Analysis Form
(CRAF) has been completed is performed. However, absent an electronic contract
management system that provides visibility into district and division contracting activities,
CSD is unable to “remotely” enforce that a district or division updates the CRAF unless that
district or division is sending a contract document in for CSD’s review.

CSD will submit emails to appropriate districts and divisions reminding them that the duty
to update risk assessments is ongoing and to conduct risk assessments on all contracts.

Original Completion Date: November 15, 2018
Actual Completion Date: March 7, 2019

MAP Owner: Kenneth Wood, Director, Procurement Division (PRO)

MAP 1.2: PRO will remind staff a Contract Risk Analysis Form (CRAF) is required on
purchase orders (POs) over $25K. Leads and managers will be reminded to verify
purchasers are requesting a CRAF and including a copy in the PO file. PRO director will send
a reminder email to all PRO staff, leads, and managers.

PRO will not go back and complete CRAFs for POs completed prior to the completion date
noted below. PRO will complete a CRAF at time of renewal or any material change for all
applicable POs.

Original Completion Date: December 15, 2018
Actual Completion Date: November 20, 2018

MAP Owner: Dan Neal, Center of Excellence Section Director, Professional Engineering

Procurement Services Division (PEPS)

MAP 1.3: PEPS will remind staff a Contract Risk Analysis Form (CRAF) is required on all
contracts over $25K. PEPS service center managers will be reminded to verify staff are
requesting a CRAF and including a copy in the contract file. This will be discussed during a
monthly PEPS strategy board meeting.

For all active contracts that do not have a CRAF, PEPS service center managers will verify
that a CRAF is requested for each of the following activities: a new work authorization,
supplemental work authorization, supplemental agreement, or change in project manager.

Original Completion Date: December 15, 2018
Actual Completion Date: December 11, 2018
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MAP 1.4: Professional Engineering Procurement Services Division (PEPS) will review the
existing Contract Risk Analysis Form (CRAF) and develop PEPS specific risk questions to
facilitate risk analysis and management process. These risk questions will be discussed
during a monthly PEPS strategy board meeting. PEPS will email the new CRAF form to PEPS
staff and Division and District project managers. The new CRAF form will be posted on the
PEPS website.

PEPS will update its training materials for CTR615 to direct staff to the changes in the form
and the PEPS specific risk questions.

Original Completion Date: December 15, 2018
Actual Completion Date: December 11, 2018

Original Audit Finding No. 2: Contract Risk Analysis Form (CRAF) - Specific Events

MAP Owner: Kenneth Wood, Director, Procurement Division (PRO)

MAP 2.2: PRO will remind staff a Contract Risk Analysis Form (CRAF) is required on
Purchase Order Change Notices (POCNs) for Purchase Orders (POs) over $25K. Leads and
managers will be reminded to verify purchasers are requesting a CRAF and including a copy
in the PO file. PRO director will send a reminder email to all PRO staff, leads and managers.

PRO will not go back and complete CRAFs for POCNs completed prior to the completion
date noted below. PRO will complete a CRAF on all POCNs at time of renewal or any
material change for all applicable POs.

Original Completion Date: December 15, 2018
Actual Completion Date: November 20, 2018

MAP Owner: Dan Neal, Center of Excellence Section Director, Professional Engineering

Procurement Services Division (PEPS)

MAP 2.3: PEPS will remind staff a Contract Risk Analysis Form (CRAF) is required on all
contracts over $25K and that a CRAF is to be completed and maintained for each contract,
work authorization, supplemental agreement, and supplemental work authorization. PEPS
service center managers will be reminded to verify staff are requesting a CRAF and
including a copy in the contract file. This will be discussed during a monthly PEPS strategy
board meeting.

For all active contracts that do not have a CRAF, PEPS service center managers will verify
that a CRAF is requested for each of the following activities: a new work authorization,
supplemental work authorization, supplemental agreement, or change in project manager.

Original Completion Date: December 15, 2018
Actual Completion Date: December 13, 2018
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MAP Owner: Rose Wheeler, Contracts and Finance Director, Right of Way Division (ROW)

MAP 2.4: To facilitate better risk management, ROW will work with Contract Services
Division (CSD) to assess addition of right of way specific risks questions in the Contract
Risk Analysis Form (CRAF). The Right of Way Change Advisory Board will review right of way
specific questions during a monthly meeting. The Right of Way Contracting Playbook and
Resource Library will be updated as needed.

Original Completion Date: December 15, 2018
Actual Completion Date: November 20, 2018

Original Audit Finding No. 3: Contract Risk Analysis Form (CRAF) - Management Review

MAP Owner: Kenneth Wood, Director, Procurement Division (PRO)

MAP 3.1: PRO will provide training to all PRO purchasers once new Contract Risk Analysis
Form (CRAF) form and procedures are received from Contract Services Division (CSD).
Training will include information on how to properly identify risk, the process for proper
review of the CRAF and what is required to be maintained in the purchase order file in
OnBase.

Original Completion Date: April 15, 2019
Actual Completion Date: May 15, 2019

Closing Comments

The results of this MAP Follow-Up engagement were discussed with/provided to Contract
Services Division (CSD), Procurement Division (PRO), Professional Engineering Procurement
Services Division (PEPS), and Right of Way Division (ROW) on August 20, 2019. The Internal
Audit Division appreciates the cooperation and assistance received from the CSD, PRO,
PEPS, and ROW personnel during this engagement.
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