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Executive Summary 

Objective  
To evaluate the utilization of the facilities management system within the districts and Support 
Services Division.  

Control mechanisms are not designed or operating to optimize program efficiency and effectiveness. 
Programmatic improvements can be achieved by addressing control deficiencies identified. 
Improvements to address deficiencies include redesign, execution, and performance measurement.  

 

Summary Results 
Management concurs with the below findings and prepared management action plans to address 
deficiencies. 

Finding 1: Performance Metric and Work Order Documentation   
Control 
Design 

X Operating 
Effectiveness 

X Division Support Services Division  District Yes 

The facilities management system is not being used to its full potential to support the agency based on its 
usage, reporting, and information retention capabilities. The system’s preventative maintenance 
performance metric is also unclear in its calculation and enforcement across the state. Procedures were not 
documented regarding support needed for completion of work orders that are being monitored.  
Performance Metrics 
 44 of 100 (44%) preventative maintenance work orders were not closed within the 35 days metric of 

being opened in the facilities management system.  
Supporting Documentation 
 4 of 10 (40%) districts sampled have not consistently attached work order supporting documentation 

within the facilities management system. 
 20 of 200 (10%) work orders’ (preventative maintenance and reactive repair) supporting documentation 

requested was not provided for entries made into the facilities management system.  
− For the remaining 180 work orders where supporting documentation was provided, 22 of them 

had support that did not match the information entered into the facilities management system 
(i.e., work estimates, invoice amounts, material receipts, and/or proof of inspections). 

Work Order Generation 
 9 of 100 (9%) preventative maintenance work orders were not auto generated, as they did not have a 

preventative maintenance asset schedule associated with the asset to verify the timing of the work 
orders.  
 

(Impact): In fiscal year (FY) 2021, approximately $49K of $101K sampled preventative maintenance work 
orders were not closed timely in the system; approximately $26K in both preventative and reactive work 
orders were not supported with adequate documentation; and $3M in preventative maintenance and 
reactive repair work orders in four districts have not consistently attached supporting documentation in the 
facilities management system.  

 

Finding 2: Facilities Management System User Access  
Control 
Design X 

Operating 
Effectiveness X Division Support Services Division  District No 

Support Services Division (SSD) did not create a policy to monitor user access for the facilities management 
system in order to certify accounts for external (267) and internal (14,421) active users (i.e., TxDOT 
employees, contractors, etc.). 
 267 (100%) external active accounts’ access were not monitored to validate that their access is still 

required. 

Overall Engagement Assessment 
 

  X  
Priority 1 Priority 2 Priority 3 Priority 4 
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 132 full internal user accounts require clean up to deactivate the accounts in the facilities management 
system as they were no longer in the active directory; however, these users can no longer access the 
information in the system. 
 

(Impact): As of January 21, 2022, all $72M of work orders from fiscal year 2018 - 2021 could have been 
compromised as no access reviews are performed. 

 

Control Environment  
The SSD Facilities Planning and Management (FPM) Section is responsible for the administration 
and management of the facilities management system. All TxDOT employees and contractors 
working in a TxDOT facility have limited guest access to the system to create repair requests. Facility 
coordinators are located at each district and utilize the system to plan and oversee district repair and 
maintenance work orders in accordance with SSD policy.  
 
The preventative maintenance module within the system is used to facilitate all the routine 
scheduled maintenance, creation of preventative maintenance work orders, and periodic inspections 
of facility equipment. Routine preventative maintenance is required to be performed at all TxDOT 
facilities as defined by the preventative maintenance asset schedule in the facilities management 
system. The preventative maintenance asset schedules help to not only keep the asset working, but 
demonstration of preventative maintenance to an asset maintains the validity of the asset’s 
warranty. The system automatically generates preventative maintenance work orders at the 
beginning of each month based on the preventative maintenance asset schedule. Without the asset 
being associated with a preventative maintenance schedule, work orders would have to be manually 
opened and not properly reflect the time that the maintenance took to complete. Districts are 
measured on the closure of the preventative maintenance work orders as they must complete 80% 
of their preventative maintenance work orders within 35 days of being opened to receive their full 
repair budget for the following fiscal year. During 2020, the metric of timely closure of preventative 
maintenance work orders, and its impact to the district budgets, was suspended due to the 
pandemic. 
 
Districts are also required to use the reactive maintenance work order module within the facilities 
management system to submit trouble tickets, create reactive repair work orders, and develop space 
planning requests. The module communicates directly with TxDOT technicians and third-party 
contractors to allow for quick response times and real-time status updates.  
 
Background 
The facilities management system was implemented by the SSD in FY 2016 to schedule, manage, 
and monitor facility repair (preventative or reactive). It was also implemented to validate preventative 
maintenance was performed to maintain asset warranties and to track district spending on reactive 
repairs and preventative maintenance. Both preventative and reactive repairs can be performed by 
TxDOT facility technicians or an external contractor. 
 
Preventative maintenance is a proactive and planned maintenance exercise that consists of 
adjusting, lubricating, cleaning, and replacing various components of facility assets. The purpose of 
preventative maintenance is to attempt to detect the onset of degradation of an asset with the goal 
of correcting the degradation prior to significant deterioration in the component or asset.  
 
Reactive repairs are repairs or replacements that are needed after an asset fails. Reactive facilities 
management and maintenance focuses on restoring the equipment or facility back to normal 
operating condition.  
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Preventative maintenance and reactive repairs work orders in FY 2020 and 2021 were as follows:  

 Preventative Work Order Reactive Repairs 
Total 
Work 

Orders 

Total 
Cost 

Average 
Days to 

Complete 

Total 
Work 

Orders 

Total 
Cost 

Average 
Days to 

Complete 
2020 20K $2.1M 53 10K $18.1M  48 
2021 21K $1.4M 43 11K $14.7M 29 
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Detailed Audit Report 

Scope and Methodology 

The audit was conducted during the period from December 1, 2021 to February 18, 2022. Work 
order expenses totaled $16.1M in FY 2021. Testing focused on 200 work orders completed in FY 
2021, both reactive repair and preventative maintenance, within the Atlanta, Beaumont, Childress, 
Corpus Christi, Dallas, Fort Worth, Houston, San Antonio, Tyler, and Yoakum Districts. 
 

Scope Area 1: Reactive Repairs  
Scope Area 2: Preventative Maintenance 
Evaluated reactive repair work orders to determine if work orders and corresponding values are 
documented and monitored for timely completion and recording and evaluated preventative maintenance 
work orders to determine if preventative maintenance is performed based on the asset schedule and 
monitored for timely completion. 
 Reviewed TxDOT criteria including the Statewide Facilities Policy Manual. 
 Conducted interviews with key SSD personnel including the Facility Planning and Management Section 

Director, Business Analyst, and key district personnel, including facility coordinators. 
 Assessed the reliability of the facilities management system data by reviewing work order supporting 

documentation and determined data was reliable. 
 Judgmentally selected 100 reactive repair and 100 preventative maintenance work orders based on 

work order type, location, and closure timeframe in ten sampled districts, and reviewed for 
documentation supporting accuracy and completeness in the facilities management system. 

 Reviewed the facilities management system access and determined if all access granted is listed on the 
active directory. 

 Compared expenses from the facilities management system to the enterprise resource planning system 
for accuracy. 

Scope Area 2: Preventative Maintenance  
Evaluated preventative maintenance work orders to determine if preventative maintenance is performed 
based on the asset schedule and monitored for timely completion. 
 Determined if sampled districts and SSD monitor the timeliness of preventative maintenance work 

orders and information entered in the facilities management system. 
 Judgmentally selected 100 preventative maintenance work orders based on work order type, location, 

and closure timeframe in ten sampled districts, and reviewed each work order to validate that the asset 
is associated with a preventative maintenance asset schedule. 
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Detailed Audit Findings and Management Action Plans (MAPs) 

Finding No. 1: Performance Metric and Work Order Documentation 
 

Condition 
The facilities management system is not being used to its full potential to support the agency based 
on its usage, reporting, and information retention capabilities. The system’s preventative 
maintenance performance metric was also unclear in its calculation and enforcement across the 
state. Procedures were not documented regarding support needed for completion of work orders 
that are being monitored.  
 
Effect/Potential Impact  
When an asset’s preventative maintenance is not completed timely, it can reduce life of the asset or 
invalidate warranty benefits. From the judgmental sample of preventative maintenance work orders, 
approximately $49K of $101K sampled work orders were not closed timely in the facilities 
management system. Due to the pandemic, halting of funding will not be enforced but could be in 
the future. 
 
In addition, without sufficient documentation to support work orders and their entry into the facilities 
management system, warranty coverage could be voided, as well as financial or performance 
metrics may be reported inaccurately and impact future maintenance/purchasing decisions.  
 
In fiscal year (FY) 2021, there were approximately $3M in preventative maintenance and reactive 
repair work orders from four districts that chose not to attach supporting documentation in the 
facilities management system. Additionally, approximately $26K of the judgmental sample of 
preventative maintenance and reactive repair work orders did not have documentation to support 
their respective work order.  
 
Criteria 
While not documented, Support Services Division (SSD) has established and verbally communicated 
a performance metric that requires districts to close a minimum of 80% of the district preventative 
maintenance work orders within 35 days or the districts may not obtain the next fiscal year’s repairs 
funding. Preventative maintenance work orders are not normally closed within the facilities 
management system until financial documents (i.e., invoices) are received from the contractor. 
 
Texas Transportation Code, Title 6, Sec. 201.808 states the department shall retain and archive 
appropriate documentation supporting the expenditure information or data summary that is detailed 
in the reporting system. Supporting documentation may include contract or transactional documents, 
invoices, statements, and other items establishing the purpose and payment of the expenditure.  
 
Cause  
The Statewide Facilities Policy Manual does not state how and when the preventative maintenance 
work orders are measured to capture the quarterly completion rate for preventative maintenance of 
80% or greater.  
 
SSD has not established policy or provided guidance to the districts regarding types of 
documentation to support a preventative maintenance or reactive repair work order being retained 
within the facilities management system. 
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Currently there is no review process in place to validate financial information, such as invoice 
information, in the facilities management system is supported or assets are associated with a 
preventative maintenance asset schedule. 
 
Evidence 
Preventative Maintenance Work Orders Performance Metric 
A judgmental sample of 100 preventative maintenance work orders closed in FY 2021 were selected 
from ten districts and reviewed to determine timeliness of the work order closure in the facilities 
management system. 
 44 of 100 (44%) preventative maintenance work orders were not closed within the 35 days 

metric of being opened in the facilities management system.  
— Work order closure timeframes ranged from 39 to 159 days after being opened. 

 
Work Orders Support 
A judgmental sample of 200 work orders (100 preventative maintenance and 100 reactive repair) 
closed in FY 2021 were selected from ten districts and reviewed for supporting documentation, such 
as invoices, inspection tickets, or preventative maintenance asset schedules. 
 4 of 10 (40%) districts have not consistently attached supporting documentation for their work 

orders within the facilities management system; however, documentation was provided for 
review for 21 of the 40 sampled work orders from these districts. In fiscal year (FY) 2021, there 
were approximately $3M in preventative maintenance and reactive repair work orders from 
these districts. 
 

Preventative Maintenance: 
 17 of 100 (17%) preventative maintenance work orders’ supporting documentation was not 

provided.  
— For the remaining 83 work orders where supporting documentation was reviewed, 

documentation for 10 work orders did not match the information entered in the facilities 
management system (i.e., work estimates, invoice amounts, material receipts and/or 
proof of inspections). 

 
Reactive Repair: 
 3 of 100 (3%) reactive repair work orders’ supporting documentation was not provided.  

— For the remaining 97 work orders where supporting documentation was reviewed, 
documentation for 12 work orders did not match the information entered in the facilities 
management system (i.e., invoice amounts and/or inspection dates). 

 
Work Order Generation 
 9 of 100 (9%) preventative maintenance work orders were not auto generated, as they did not 

have a preventative maintenance asset schedule associated with the asset to verify the timing of 
the work orders, allowing these work orders to be open after work was completed and 
subsequently closed within the same day. 

 
Lastly, the facilities management system has not been used for analysis reporting, as originally 
intended, to assist with repair or replacement decision-making. Without direct interface or the 
inability to compare payment information within the facilities management system and enterprise 
resource planning system, completeness and accuracy of the information within the facilities 
management system may be in question to complete the intended analysis. 
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Management Action Plans (MAPs): 

MAP 1.1 Completion Date: July 15, 2022 Division: Yes District: No 
Support Services Division will present and train district facilities coordinators about the facilities 
management system at quarterly regional consortium meetings beginning in June 2022. 
MAP Owner: Warren Rose, Facilities Plan and Management Section Director, Support Services Division  
  

MAP 1.2 Completion Date: August 15, 2022 Division: Yes District: No 
 Support Services Division (SSD) will document in the Statewide Facilities Policy Manual how preventative 

maintenance is measured to capture the updated metric of a quarterly completion rate for preventative 
maintenance of 80% or greater. SSD verbally communicated to the districts that preventative 
maintenance work orders are to be closed within 10 business days at the end of the quarter. Due to the 
pandemic along with labor and supply shortages, a decision will be made and then communicated to the 
districts as to when the 80% metric will be reinstituted and how it will connect to receiving funding. 

 SSD will measure the completion rate for preventative maintenance quarterly and generate performance 
measurement reports 10 business days after the end of the quarter.  Results will post on the SSD 
website in the Preventative Maintenance Dashboard section within 15 business days at the end of the 
quarter.  

 Training will be provided to the district on how to properly close preventative maintenance work orders 
timely. 

MAP Owner: Warren Rose, Facilities Plan and Management Section Director, Support Services Division  
  

MAP 1.3 Completion Date: January 15, 2023 Division: Yes District: No 
 Support Services Division (SSD) will discuss with the Financial Division regarding the possibility of 

interface the facilities management system with the enterprise resource planning system. SSD will also 
update the reconciliation process to include purchase orders numbers noted in the facilities 
management system for better reference tracing. SSD will train districts on how to input purchase orders 
numbers in the facilities management system.  

 SSD will work with the facilities management system vendor to develop a report to show trending and 
analytics for decision-making to assist with costs. 

MAP Owner: Warren Rose, Facilities Plan and Management Section Director, Support Services Division  
  

MAP 1.4 Completion Date: January 15, 2023 Division: Yes District: No 
In an effort to have comparable data between the enterprise resource planning system and the facilities 
management system, Support Services Division (SSD) will meet with the system vendor to identify if vendor 
can implement a purchase order number and invoice fields in the “Other Cost Summary” section located in 
the “Work Order-Financial” page in the facilities management system. SSD will identify key personnel from 
the division and districts to create a working group to assist in ensuring financial information in the facilities 
management system is accurate. 
MAP Owner: Warren Rose, Facilities Plan and Management Section Director, Support Services Division  

 
MAP 1.5 Completion Date:  February 15, 2023      Division: Yes District: No 
Support Services Division facilities management system administrators will create job-aid documentation 
(guidance) on the type of documentation to retain, as well as how to attach documents in the facilities 
management system. Training will be provided to the districts on retaining supporting documentation and 
attaching documents in the facilities management system. Instructions and screenshots will be added to the 
Statewide Facilities Policy Manual. 
MAP Owner: Warren Rose, Facilities Plan and Management Section Director, Support Services Division  
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Finding No. 2: Facilities Management System User Access 
 
Condition 
Support Services Division (SSD) did not create a policy to monitor user access for the facilities 
management system to certify accounts for internal and external active users (i.e., TxDOT employees, 
contractors, etc.). 
 
Effect/Potential Impact  
Without a defined periodic user access review of the facilities management system, terminated 
accounts that are not disabled or that lay dormant may weaken TxDOT’s ability to manage 
information and provide assurance the network and its information systems are protected. 
Additionally, without removing external accounts with vendor access, work orders can be updated 
with unnecessary comments or attachments. 
 
As of January 21, 2022, all $72M of work orders from fiscal year 2018 - 2021 could have been 
compromised since no access reviews are performed. 
 
Criteria 
Texas Department of Information Resource Security Control Standards Catalog (TAC 202) listed 22 
access security controls designed to protect the data processed, stored, and transmitted by 
information systems. The information owners are responsible for managing these controls for their 
information systems using tools such as an annual review of user access accounts, documentation 
of approvals, and assurance the assigned roles match the user’s information requirements to 
complete their daily objectives.  
 
Additionally, the National Institute of Standards and Technology (NIST) Special Publication 800-53 
Access Controls Family AC-2 states that account types are to be defined and documented, as well as 
account management processes are to be aligned to the personnel termination and transfer 
processes.  
 
Cause  
There was no review of the facilities management system user accounts. Full user accounts are 
dependent on district or external communication to deactivate accounts in the facilities 
management system. 
 
Evidence 
Monitoring of the active users of the facilities management system (14,421 internal user accounts 
and 267 external user accounts) was evaluated to determine that access validation is performed 
routinely. 
 
External User Accounts 
 267 external user accounts’ access were not monitored to validated that their access is still 

required. 
 
Internal User Accounts 
System users of the facilities management system (14,421 active internal user accounts) were 
compared to the active directory as of January 21, 2022: 
 132 full internal user accounts require clean up to deactivate the accounts in the facilities 

management system as they were no longer in the active directory; however, these users can no 
longer access the information in the system. 
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No facilities management system user matrix was provided that applied the system user roles to 
internal or external users accounts at TxDOT.  
 

Management Action Plans (MAPs): 

MAP 2.1 Completion Date: July 15, 2022 Division: Yes District: No 
Support Services Division will implement the following to review facilities management system full user 
accounts: 
 Identify right resource/role/team in Human Resources Division (HRD) to identify terminated employees. 
 The Facilities Management System Administrator will export a full user type report from the facilities 

management system annually and provide the list to the HRD representative. 
 The HRD representative will verify which employees have offboarded TxDOT or transferred to another 

district/section.  
 The Facilities Management System Administrator will receive and review the responses from HRD.  
 The Facilities Management System Administrator will update the user accounts based on HRD response. 
 Review will be documented and retained by the Facilities Management System Administrator.  

MAP Owners: 
Warren Rose, Facilities Plan and Management Section Director, Support Services Division 
Liz Saavedra, Human Resources Manager, Human Resources Division 

 
MAP 2.2 Completion Date: July 15, 2022 Division: Yes District: No 

Support Services Division (SSD) will implement the following to review facilities management system full user 
external accounts: 
 Define and document in the SSD facilities manual when vendor user accounts should be deactivated 

from the system and communicate it to the district facilities coordinators. Districts will be encouraged to 
proactively send SSD any vendors that require deactivation. 

 Run and export full user report from the facilities management system that include vendor and 
contractor user accounts. 

 Provide the exported report to the districts quarterly to verify which external user accounts to inactivate 
in the facilities management system and SSD will deactivate the accounts. 

MAP Owner: Warren Rose, Facilities Plan and Management Section Director, Support Services Division  
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Summary Results Based on Enterprise Risk Management Framework 

The Internal Audit Division uses the Committee of Sponsoring Organizations of the Treadway 
Commission (COSO) Internal Control – Integrated Framework version 2013. 

A defined set of control objectives was utilized to focus on operational and compliance goals for the 
identified scope areas. Our audit opinion is an assessment of the health of the overall control 
environment based on (1) the effectiveness of the enterprise risk management activities throughout 
the audit period and (2) the degree to which the defined control objectives were being met. Our audit 
opinion is not a guarantee against operational sub-optimization or non-compliance, particularly in 
areas not included in the scope of this audit. 
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Closing Comments 

This report is prepared for the Texas Transportation Commission and for the Administration and 
Management of TxDOT. The report presents the results of the Facilities Management System audit 
which was conducted as part of the Fiscal Year (FY) 2022 Audit Plan.  
 
We conducted this performance audit in accordance with Generally Accepted Government Auditing 
Standards and in conformance with the International Standards for the Professional Practice of 
Internal Auditing. Those standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our 
audit objectives. Recommendations to mitigate risks identified were provided to management during 
the engagement to assist in the formulation of the management action plans included in this report.  
 
The results of this audit were discussed with the Support Services Division Director and District 
Engineers on May 17, 2022. The Internal Audit Division appreciates the cooperation and assistance 
received from the personnel contacted during this audit. 
 


