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Grant Management - Aviation TxDOT Internal Audit Division - Limited Scope

Executive Summary

Objective

To evaluate if established aviation State Block Grant Program (SBGP) procedures provide assurance
for uniform monitoring and appropriate payment of funds.

Overall Engagement Assessment - X |
Priority 1 Priority2 Priority3 Priority 4

The internal control structure is not designed or operating to mitigate risks considered significant to
achieving program operational and compliance objectives. Negative programmatic impacts are being
experienced and likely to increase if control deficiencies are not addressed. Improvements to address
deficiencies include redesign, execution, and performance measurement.

Summary Results

Management concurs with the below finding and prepared management action plans to address
deficiencies.

Finding 1: Verification of Work Performed

Control X Operating

Design Effectiveness

SBGP project payment requests submitted by the contractor were authorized for payment without review of

documentation submitted by the third-party construction management consultant inspector (i.e., RPR) to

support inspection and performance of work by the contractor.

= 40 of 40 (100%) line items ($6.9M) had no support retained by AVN or the RPR to validate material type
or quantities used for project payment requests.

= 68 of 148 (46%) line items ($5.5M) did not have all daily work report (DWR) entries to support work
performed by the contractor.

= 18 0f 104 (17%) line items ($69.4K) had DWR quantities that did not match the quantity paid.

(Impact): SBGP project payment requests totaling $8.5M did not have sufficient documentation to support
work performed by and paid to the contractor and the RPR was paid $664.9K for inspection activities.

X Division | Aviation Division (AVN) - Engineering Section District No

Finding 2: Verification of Buy American Compliance

Control X Operating

Design Effectiveness

SBGP construction project materials were authorized for payment without substantiation that materials met

Airport Improvement Program (AIP) Buy American requirements.

= 4 of 68 (6%) line items ($62.3K) had no supporting documentation to verify Buy American compliance.

= 35 0f 64 (55%) line items ($3.2M) had documentation but did not support that material was produced
with 100 percent U.S. materials.

= 14 of 64 (22%) line items ($766.2K) had documentation but did not support that the material was

manufactured in the U.S. and produced with 100 percent U.S. materials.

X Division | AVN - Engineering Section District No

(Impact): SBGP construction project materials paid for totaling $4.0M did not have sufficient documentation to
support AIP Buy American compliance.

Finding 3: Verification of Resolution for Failing Material Test

Control X Operating
Design Effectiveness

SBGP construction project materials not meeting specification were authorized for payment without
substantiation for the resolution of the failing material (i.e., retesting of material, rejection of material,
acceptance for use of material on project).

X Division | AVN - Engineering Section District No
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= 37 of 53 (70%) material tests not meeting specifications ($3.4M) did not have documentation to validate
resolution (i.e., retesting, rejection, or acceptance).

= 7 of 12 (58%) line items not meeting specifications were accepted by the engineer ($491.2K) but did not
have documentation to support the engineer’s reason for the acceptance of the material.

(Impact): Without monitoring for resolution of failed material tests by the Aviation Division (AVN), contractors
may have used materials ($3.4M) that did not meet specifications on the project.

Finding 4: Monitoring of System Access

Control X Operating

Design Effectiveness

AVN (i.e., information system owner) does not perform routine user access reviews for the electronic grants

management system.

= 424 of 958 (44%) external users (i.e., airport employees, consultants, contractors) have not accessed the
information system in over six months.

= Although no exceptions were identified, the Contract Specialist internal user role can create, submit, and

send payments for processing without any other authorization needed.

X Division [ AVN - Grant Management Section District No

(Impact): Without periodic monitoring, AVN cannot validate the necessity for access roles/privileges or when
revoking of access is needed. Improper access levels and/or unnecessary access for all users can lead to
increased susceptibility to payment of unallowable expenses.

Finding 5: Timeliness of Payments

Control X Operating
Design Effectiveness
SBGP project payment requests were not issued within 30 days as required by the Prompt Pay Act.

= 4 of 80 (5%) project payment requests ($51.3K) were not paid timely (2 - 33 days late).

X Division [ AVN - Grant Management Section District No

(Impact): For the overdue payments identified, TXDOT would owe $113 of interest to the consultant.

Audit testing completed not resulting in management action plans.

Scope Area 1: Aviation Grant Payments

= 25 0of 25 (100%) SBGP project payment requests had monthly progress reports submitted within the
electronic grant management system to document work performed by the third-party construction
management consultant.

= 80 of 80 (100%) SBGP project payment requests were reviewed and approved per required internal
AVN guidance.

= 148 of 148 (100%) SBGP project payment request line items were allowable per SBGP guidelines.

Scope Area 2: eGrants System Access

= 927 of 927 (100%) SBGP project payment requests were reviewed and approved by at least two
separate and appropriate AVN individuals.

Control Environment

AVN provides statewide oversight for the planning, engineering, and construction of projects funded
through State Block Grants under the Aviation Improvement Program (AIP). Upon approval of the AIP
and procurement/award of the design/construction contracts for the selected project, AVN executes
an intergovernmental agreement with the airport authorizing TxDOT as their agent. As the airport’s
agent, AVN assumes all project management related responsibilities.

The Planning & Programming, Grant Management, and Engineering sections within AVN have
separate grant management related responsibilities. The Planning & Programming Section
coordinates with airports to determine need for State Block Grant funding; the Grant Management
Section coordinates the execution of grant agreements, provides financial management for the grant
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program, and monitors the grant award budget; and the Engineering Section provides project
oversight and management to include construction project review and project close-out.

Day to day construction project management is outsourced by AVN to a third-party construction
management consultant with periodic on-site inspections performed by AVN. Work performed by the
contractor is documented by the consultant inspector (i.e., RPR) within daily work reports (DWRS)
which include details of the specific items of work completed by the contractor and verified by the
RPR. Project payment requests are submitted, reviewed, and approved through an electronic grant
management system prior to being sent for payment processing through an enterprise resource
planning system (ERP). Project payment requests are reviewed by a Contract Specialist from the Grant
Management Section and a Project Manager from the Engineering Section with final approval by the
Engineering Section Director.

Access to the electronic grant management system is granted by AVN. One user from each airport is
granted administrative system access to allow that user to grant or remove access to their specific
airport employees.

Background

AVN has a tentative three-year schedule of federal and state airport development projects which is
updated continuously and presented annually for approval by the Texas Transportation Commission.

In 1993, the Federal Aviation Administration (FAA) selected Texas to participate in the State Block
Grant Program, a federal program assigning TxDOT as the agent for the FAA to carry out the AIP for all
general aviation airports included within the Texas Airport System Plan.

The Buy American Preferences under 49 U.S.C. § 50101 require that all steel and manufactured
goods used in AIP funded projects be produced in the United States (U.S.). In accepting AIP funding,
grant recipients must certify that all steel or manufactured products used on any portion of the AIP-
funded project are produced in the United States and are of 100 percent U.S. materials.

AVN began using the electronic grant management system in 2017 for grant management and
oversight activities. For fiscal year (FY) 2021, a total of 927 project payment requests totaling
$55.1M were processed through the electronic grant management system and paid to third-party
consultants/contractors under the State Block Grant Program.
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Detailed Audit Report

Scope and Methodology

The audit was conducted during the period from December 1, 2021 to March 11, 2022. The audit
focused on the review, approval, and timeliness of 927 State Block Grant Program (SBGP) project

payment requests totaling $55.1M issued during fiscal year (FY) 2021, along with the third-party user

access management for the electronic grant management system.

Scope Area 1: Aviation Grant Payments

Evaluated SBGP project payment requests to determine if payment review processes ensure
reimbursements are allowable, adequately supported, approved, and paid timely using methodology that
included:

Reviewed federal, state, and internal TxDOT criteria and SBGP contracts for design, construction
management, and construction projects.

Conducted interviews with key Aviation Division (AVN) personnel responsible for the review and approval
of SBGP project payment requests.

Assessed the reliability of FY 2021 payment history data from the electronic grants management
system by comparing to FY 2021 payments recorded in the enterprise resource planning system (ERP)
and determined that the data was sufficiently reliable for selecting a sample of payments for testing.
Judgmentally sub-selected 80 SBGP project payment requests with 1,922 line items based on payment
date, invoice amount, and project location (i.e., airport) to verify payments were issued within 30 days of
AVN acceptance of project payment request as payable.

Of the 80 SBGP project payment requests, 25 were for construction management and were reviewed to
verify completion of monthly progress reports required (by contract) to be submitted to support project
advancement.

Of the 80 SBGP project payment requests, sub-selected line items within the sampled payments based
on the line item type and payment amount and performed the below testing:

— 148 line items were reviewed for allowability under grant guidelines, evaluate documentation
(i.e., via daily work report (DWR) entries) retained to support work performed by the contractor
and inspected by the third-party construction management consultant inspector (i.e., RPR), and
determine accuracy of quantities paid.

— 40 line items were reviewed to evaluate documentation retained (i.e., material delivery tickets)
to support material type and quantities delivered/installed.

— 68 line items were reviewed to evaluate documentation retained to support Buy American
compliance.

— B3 line items were reviewed to evaluate documentation retained to support resolution of
materials not meeting specifications (i.e., failing material).

Scope Area 2: eGrants System Access

Evaluated SBGP project payment requests to verify payment review and approval processes ensure
segregation of duties, and evaluated third-party electronic grant management system user login activity
using methodology that included:

Reviewed federal, state, and internal TxDOT criteria.

Conducted interviews with key AVN personnel involved in the management of electronic grant
management system access.

Assessed the reliability of FY 2021 payment history data from the electronic grants management
system by comparing to FY 2021 payments recorded in ERP and determined that the data was
sufficiently reliable for selecting a sample of payments for testing

Judgmentally selected 927 SBGP project payment requests based on payment date, invoice amount,
and project location (i.e., airport), and reviewed to verify project payment requests were reviewed and
approved by at least two separate and appropriate AVN individuals.

Evaluated electronic grants management system login activity of all 958 active third-party users (as of
February 4, 2022) to assess need the for access to the system.
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| Detailed Audit Findings and Management Action Plans (MAPs) |

Finding No. 1: Verification of Work Performed

Condition

State Block Grant Program (SBGP) project payment requests submitted by the contractor were
authorized for payment without review of documentation submitted by the construction management
consultant inspector (i.e., RPR) to support their inspection and performance of work by the contractor.

Effect/Potential Impact

SBGP project payments were made for items that did not have sufficient documentation to support
work performed by the contractor totaling $8.5M, and the third-party construction management
consultant was paid $664.9K for inspection activities during that time period. Without documentation
to support the work performed, TxXDOT may pay for expenses unallowable per the grant requirements
or make under/overpayments to the contractor for the work performed.

Criteria

U.S. Department of Transportation Federal Aviation Administration (FAA) Advisory Circular 150/5100-
21 provides guidance for application to and implementation of the SBGP to include payments must
include documentation supporting allowable costs.

The contract between TxDOT and the construction management consultant requires the consultant to
prepare vouchers requesting monthly payments. The contract further requires the RPR to measure
bid items in accordance with the contract, record measured bid items completed in a daily work
report (DWR) and submit completed DWRs to the TxDOT Project Manager weekly to substantiate
accuracy of the project payment requests being submitted by the contractor.

Cause
The Aviation Division (AVN) has not established policies and procedures for the verification or
monitoring of documentation required to be submitted by the RPR.

Evidence

Documentation to Support Work Performed

An evaluation of documentation retained to support project payment request approved by AVN was
performed for a sample of judgmentally selected fiscal year 2021 SBGP project payment requests.

Material Delivery Tickets

A review to verify the material type and quantity delivered/installed on the project matched

the material type and quantity paid was performed for 40 judgmentally selected line items

totaling $6.9M.

= 40 of 40 (100%) line items did not have material tickets to validate material type or
guantity for payments.

Daily Work Reports (DWRs)

A review to evaluate DWR submission and retention was performed for 148 judgmentally

selected line items totaling $15.8M.

= 68 of 148 (46%) line items did not have all DWR entries to support work performed by the
contractor for payments totaling $5.5M.
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Of the line items with available DWR entries, a review to verify the accuracy of quantities paid
as compared to the DWR entry was performed for 104 judgmentally selected line items
totaling $11.5M.
= 18 0f 104 (17%) line items had DWR quantities that did not match the quantity paid.

- 12 line items were overpayments to contractors totaling $122.6K.

- 6 line items were underpayments to contractors totaling $ 53.2K.

Management Action Plans (MAPs):

MAP 1.1 | Completion Date: October 15, 2023 | Division: | Yes | District:| No
The Aviation Division (AVN) - Engineering Section will:
= procure a vendor to provide a construction management software to be used for AVN construction
projects. Minimum requirements of the software will include:
— automated checks and balances for verification of daily work reports (DWRs), installed quantities, and
supporting documentation uploaded prior to approval for payment.
— afield to upload supporting documentation (i.e., material delivery tickets, invoices, etc.) for quantities
entered including description of the documents uploaded.
— automated generation of pay estimate based on verified quantities and supporting documentation.
automated reporting/dashboards for monitoring by AVN project managers and management.
. |mplement the newly procured construction management software for the administration of AVN
construction projects.
= develop and communicate standard operating procedures (SOPs) to outline expectations for the
verification of work performed on construction projects to include:
— required information to be included in DWRs, and frequency and method of DWR and supporting
documentation submission by the resident project representative (RPR).
— payment request and DWR review to be performed prior to payment by the AVN project managers.
— use of automated reporting/Tableau dashboards to monitor projects.
=  provide training to AVN - Engineering Section employees (i.e., project managers, contract specialists)
upon implementation of the new construction management software and communication of SOPs.
= include the requirements for submission of inspection documentation and payment requests in the new
construction management software in pre-construction meetings held with RPRs and contractors for
projects awarded after October 1, 2022.
= coordinate with the AVN - Grant Management Section to update construction and construction
management contract template language for the inclusion of the new construction management system
for submission of deliverables and payment request. The updated contract template language will be
used for projects awarded after October 1, 2022.
MAP Owner: | Eusebio Torres, Airport Engineering Section Director, AVN

MAP 1.2 [ Completion Date: February 15, 2024 | Division: | Yes | District:| No
The Aviation Division (AVN) - Engineering Section will procure a vendor to create aviation inspector
development training curriculum that will be required to be completed by resident project representatives
(RPRs) in order to be certified to inspect aviation construction projects. Training curriculum will cover on-site
inspection and documentation to include:
= required information to be entered within daily work reports (DWRs)
= required supporting documentation to be submitted with DWRs.
= the frequency and method of DWR and supporting documentation submissions.

MAP Owner: | Eusebio Torres, Airport Engineering Section Director, AVN

MAP 1.3 [ Completion Date: May 15, 2024 | Division: | Yes [ District:| No
Upon completion of the training curriculum (outlined in MAP 1.2) and commencement of training classes, the
Aviation Division (AVN) - Engineering Section will require resident project representatives (RPRs) to complete
the aviation inspector development training in order to be certified to inspect aviation construction projects.
MAP Owner: | Eusebio Torres, Airport Engineering Section Director, AVN

July 2022 6



Grant Management - Aviation TxDOT Internal Audit Division - Limited Scope

Finding No. 2: Verification of Buy American Compliance

Condition
State Block Grant Program (SBGP) construction project materials were authorized for payment
without substantiation that materials met Buy American requirements.

Effect/Potential Impact

SBGP construction project materials totaling $4.0M required to follow Airport Improvement Program
(AIP) Buy American requirements did not have sufficient documentation to support compliance.
Without Aviation Division (AVN) verification, contractors may use materials on the project that do not
meet Buy American requirements resulting in TxDOT paying for unallowable grant expenses.

Criteria
United States Code Title 49 Section 50101 requires that all steel and manufactured goods used in
AIP funded projects be produced in the United States (U.S.).

AIP Buy American preferences outline that in accepting AIP funds, grant recipients must certify that all
steel or manufactured products used on any portion of the AlIP-funded project are produced in the
U.S. and are of 100 percent U.S. materials.

U.S. Department of Transportation Federal Aviation Administration (FAA) guidance defines:

= manufactured goods as items and construction materials that are composed in whole or in part of
nonferrous metals such as aluminum, plastics, polymer-based products such as polyvinyl chloride
pipe, aggregate such as concrete, glass including optical fiber, and lumber.

= produced in the U.S. as steel and iron products where all manufacturing processes (i.e., initial
melting stage through coating application) occurred in the U.S.

Cause

AVN has not established internal procedures for the monitoring of Buy American compliance on grant
projects, such as identification of projects and specific line items requiring compliance, timely review,
and approval of certifications by the assigned project manager, and supporting documentation to be
submitted by the construction management consultant inspector (i.e., RPR) and retained by AVN.

Evidence

Documentation to Support Buy American Compliance

A review of documentation retained to support Buy American compliance was performed for 68
judgmentally selected line items totaling $5.3M from 20 federal SBGP construction projects during
fiscal year 2021.

Line Items: No Documentation
= 4 0of 68 (6%) line items ($62.3K) did not have any supporting documentation to verify
compliance with Buy American.

Line Items: With Documentation

= 35 of 64 (55%) line items ($3.2M) had documentation but did not support that material
was produced with 100 percent U.S. materials.

= 14 of 64 (22%) line items ($766.2K) had documentation but did not support that the
material was manufactured in the U.S. and produced with 100 percent U.S. materials.
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Management Action Plans (MAPs):

MAP 2.1 | Completion Date: October 15, 2023 | Division: | Yes | District: | No
The Aviation Division (AVN) - Engineering Section will:
= procure a vendor to provide a construction management software to be used for AVN construction
projects. Minimum requirements of the software will include:

— fields to distinguish federal and state funded projects and identify item(s) required to follow Buy
American requirements.

— automated checks and balances for verification of daily work reports (DWRs), installed quantities,
and Buy American supporting documentation uploaded prior to approval for payment.

— afield for the upload of Buy American supporting documentation for quantities entered including
description of the documents uploaded.

— automated generation of pay estimate based on verified quantities and supporting documentation.

— automated reporting/dashboards for monitoring by AVN project managers and management.

= develop and communicate standard operating procedures (SOPs) to outline expectations for the
verification of Buy American compliance on construction projects to include:

— required information to include in DWRs for Buy America compliance, and frequency and method of
DWR and supporting documentation submission by the third-party construction management
consultant inspector (i.e., RPR).

— payment request and DWR review to be performed prior to payment by the AVN project managers.

— use of automated reporting/Tableau dashboards to monitor projects.

= provide training to AVN - Engineering Section employees (i.e., project managers, contract specialists)
upon implementation of the new construction management software and communication of SOPs.

= include the requirements for submission of inspection documentation and payment requests in the new
construction management software in pre-construction meetings held with RPRs and contractors for
projects awarded after October 1, 2022.

MAP Owner: | Eusebio Torres, Airport Engineering Section Director, AVN

MAP 2.2 | Completion Date: February 15, 2024 | Division: | Yes | District:| No
The Aviation Division (AVN) - Engineering Section will procure a vendor to create aviation inspector
development training curriculum that will be required to be completed by the third-party construction
management consultant inspector (i.e., RPR) in order to be certified to inspect Buy American compliance on
aviation construction projects. Training curriculum will cover on-site inspection and documentation to include:
= required information to be entered within daily work reports (DWRs) to support Buy American verification.
= required Buy American supporting documentation to be submitted with DWRs.
= the frequency and method of DWR and supporting documentation submissions.

MAP Owner: | Eusebio Torres, Airport Engineering Section Director, AVN

MAP 2.3 | Completion Date: May 15, 2024 | Division: | Yes |District:| No
Upon completion of the training curriculum (outlined in MAP 2.2) and commencement of training classes, the
Aviation Division (AVN) - Engineering Section will require the third-party construction management consultant
inspector (i.e., RPR) to complete the aviation inspector development training in order to be certified to
inspect aviation construction projects.

MAP Owner: | Eusebio Torres, Airport Engineering Section Director, AVN
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Finding No. 3: Verification of Resolution for Failing Material Test

Condition

State Block Grant Program (SBGP) construction project materials not meeting specification were
authorized for payment without substantiation for the resolution of the failing material (i.e., retesting
of material, rejection of material, acceptance for use of material on project).

Effect/Potential Impact

Without monitoring for resolution of failed material tests by the Aviation Division (AVN), contractors
may have used materials ($3.4M) that did not meet specifications on the project. In addition,
construction management firms may approve materials that have failed testing without
documentation to support resolution, and AVN may pay the contractor for material not meeting
specifications.

Criteria

U.S. Department of Transportation Federal Aviation Administration (FAA) Advisory Circular 150/5100-
21 provides guidance for application to and implementation of the SBGP to include payments must
include documentation supporting allowable costs.

The contract executed between TxDOT and the construction management consultant requires the
consultant engineer to review laboratory material test results and provide a copy to TxDOT with review
comments.

Cause

AVN relies on the construction management consultant (i.e., the engineer) to monitor material testing
and elevate any concerns to AVN. Discussions held between AVN project managers and the engineer
on material testing results and/or resolution are not documented. In addition, AVN has not
established internal procedures for monitoring of grant project material tests that include
identification of the specific line item(s) associated with material test results, review and approval of
test results by the assigned project manager, documentation of the resolution of failing material tests,
payment of failed materials, and retention of supporting documentation.

Evidence

Failing Material Test Resolutions

A review to determine the resolution of material tests not meeting specifications (i.e., failing material)

was performed for tests associated with 53 judgmentally selected line items totaling $4.2M from 13

federal SBGP construction projects in fiscal year 2021.

= 37 of 53 (70%) material tests not meeting specifications ($3.4M) did not have documentation to
validate resolution (i.e., retesting, rejection, or acceptance).

Acceptance of Failing Materials

A review to evaluate the justification for acceptance of materials not meeting specifications by the

third-party engineer was performed for material tests associated with 12 line items totaling $1M.

= 7 of 12 (58%) failing material tests accepted by the engineer ($491.2K) did not have
documentation to support the engineer’s reason for the acceptance of the material.
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Management Action Plans (MAPs):

MAP 3.1 | Completion Date: October 15, 2023 | Division: | Yes | District: | No
The Aviation Division (AVN) - Engineering Section will:
= procure a vendor to provide a construction management software to be used for AVN construction
projects. Minimum requirements of the software will include:

— fields to identify item(s) required to have material testing performed, minimum testing frequencies,
testing outcome (i.e., passed, failed), justification for engineer acceptance of failed materials.

— afield for the upload of material testing supporting documentation including description of the
documents uploaded.

— automated checks and balances that will not allow the approval or payment of incomplete or
unsupported daily work reports (DWRs) entries (i.e., missing material testing outcome or supporting
testing documentation).

— automated reporting/dashboards for monitoring by AVN project managers and management.

= develop and communicate standard operating procedures (SOPs) to outline expectations for material
testing on construction projects to include:

— required information to be included within DWRs to support material testing results and resolution of
failing materials, and frequency and method of DWR and supporting documentation submission by
the by the third-party construction management consultant inspector (i.e., RPR).

— payment request and DWR review to be performed prior to payment by the AVN project managers.
use of automated reporting/Tableau dashboards to monitor projects.

. prowde training to AVN - Engineering Section employees (i.e., project managers, contract specialists)
upon implementation of the new construction management software and communication of SOPs.

= include the requirements for submission of material testing documentation and payment requests in the
new construction management software in pre-construction meetings held with RPRs and contractors for

projects awarded after October 1, 2022.

MAP Owner: | Eusebio Torres, Airport Engineering Section Director, AVN

MAP 3.2 | Completion Date: February 15, 2024 | Division: | Yes | District:| No
The Aviation Division (AVN) - Engineering Section will procure a vendor to create aviation inspector
development training curriculum that will be required to be completed by the third-party construction
management consultant inspector (i.e., RPR) in order to be certified to inspect aviation construction projects.
Training curriculum will cover on-site inspection and documentation to include:
= required information to be entered within daily work reports (DWRs) to support material testing results

and resolution of failing materials.
= required material testing supporting documentation to be submitted with DWRs.
= the frequency and method of DWR and supporting documentation submissions.
MAP Owner: | Eusebio Torres, Airport Engineering Section Director, AVN

MAP 3.3 [ Completion Date: May 15, 2024 | Division: | Yes [ District:| No
Upon completion of the training curriculum (outlined in MAP 3.2) and commencement of training classes, the
Aviation Division (AVN) - Engineering Section will require the third-party construction management consultant
inspector (i.e., RPR) to complete the aviation inspector development training in order to be certified to
inspect aviation construction projects.

MAP Owner: | Eusebio Torres, Airport Engineering Section Director, AVN
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Finding No. 4: Monitoring of System Access

Condition
The Aviation Division (AVN) does not perform routine access reviews for electronic grants
management system external and internal users. Instances of unnecessary access were identified.

Effect/Potential Impact

Without periodic reviews, AVN (i.e., the information system owner) cannot validate access roles or
revoke access when user access is no longer needed. In addition, improper and unnecessary access
can lead to increased susceptibility to payment of inappropriate or unallowable expenses. No
inappropriate activity was identified by the unnecessary accounts.

Criteria
The Texas Government Code, Chapter 2054 states that state agencies must take measures to protect
information systems against unauthorized access, disclosure, modification, or destruction.

The Texas Administrative Code, Chapter 202 states that information owners are responsible for
approving access to information resources and periodically reviewing access lists based on
documented risk management decisions.

The Informational Technology (IT) Security and Privacy Policy Manual memorandum issued March 14,
2022 by the TxDOT Executive Director establishes that information owners must approve access to
information resources and review access lists based on documented risk management decisions. In
addition, information custodians must implement controls required to protect information and
information resources.

Cause

AVN relies on the system administrator within the external agency (i.e., airport, consultant, contractor)
to monitor access for their specific external users. Additionally, login activity is captured on a server
that only the third-party system administrator of the electronic grant management system can access.
This information is not obtained by AVN for monitoring purposes.

AVN has not implemented procedures to monitor the payments created by Contract Specialists to
ensure segregation of duties is maintained.

Evidence

External User System Activity

A review to determine the last time external users accessed the electronic grant management system
was performed for 958 airport employees (see Chart 1).

= 424 of 958 (44%) external users have not accessed the information system in over 6 months.

Chart 1

Last Time User Accessed System | Number of Users %

Within last 6 months 534 56%
6 months - 1 year 95 10%
1 - 2 years 126 13%
2 - 3 years 65 7%
3 - 4 years 58 6%
4 - 5 years 57 6%
More than 5 years 23 2%

*Log in activity for the electronic grant management system as of 02/04/2022
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Contract Specialist Role: Segregation of Duties
A review to verify project payment requests were reviewed and approved by at least two separate and
appropriate individuals was performed for 927 SBGP project payment requests from fiscal year 2021
(totaling $55.1M).
= Although no exceptions were identified, testing identified:
— the Contract Specialist role has the ability to create, submit, and send payments for
processing without any other authorization needed.
— the electronic grant management system user role permission matrices for project
payment requests does not reflect the current rights of each user role within AVN.

Management Action Plans (MAPs):

MAP 4.1 [ Completion Date: Action Completed | Division: | Yes | District:| No
Using the list of user accounts that were inactive for more than six months as of February 4, 2022, the
Aviation Division (AVN) completed a manual deactivation of user accounts inactive for over a year.
Additionally, a manual review of contractors, consultants, and airport sponsor category accounts from the
existing user query report in the electronic grant management system was performed and resulted in
additional deactivations after confirming that the users no longer had a business need in the system.

MAP Owner: | Will Etheredge, Interim Grant Section Director, AVN

MAP 4.2 [ Completion Date: July 15, 2022 | Division: | Yes | District:| No
The Aviation Division (AVN) will establish the steps to review and validate external electronic grant
management system user accounts including how to handle accounts where an external subgrantee
administrator review response is not received. AVN has requested assistance from the electronic grant
management system vendor to implement an automated process to help with the review, validation, and
retention of external electronic grant management system user accounts, as well as create an accessible
report of users’ last login activity on the production environment. Once the last login activity report and
automated functionality are pushed to the electronic grant management system production environment
user access reviews will be performed annually.

MAP Owner: | Will Etheredge, Interim Grant Section Director, AVN

MAP 4.3 [ Completion Date: October 15, 2022 | Division: | Yes | District:| No
The Aviation Division (AVN) Engineering Section will establish a process to review and validate system user
accounts for the new construction management software. The established process will be documented within
AVN standard operating procedures (SOPs) and include the timing of when the reviews will be performed.
MAP Owner: | Eusebio Torres, Airport Engineering Section Director, AVN
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Grant Management - Aviation TxDOT Internal Audit Division - Limited Scope

Finding No. 5: Timeliness of Payments

Condition
State Block Grant Program (SBGP) project payments were not issued to consultants or contractors
within 30 days as required by the contract and Prompt Pay Act.

Effect/Potential Impact

Payments not made within the required timeframe could subject TxDOT to additional charges (i.e.,
interest) if the consultant or contractor filed a dispute or claim. For the overdue payments identified,
TxDOT would owe $113 of interest to the consultant.

Criteria

The Texas Government Code, Chapter 2251 states that a payment by a governmental entity is
overdue on the 31st day after the later of the date 1) the governmental entity receives the goods
under the contract, 2) the performance of the service under the contract is completed; or 3) the
governmental entity receives an invoice for the goods or service.

The contracts between TxDOT and the consultants or contractors state that TxDOT will act as an agent
on behalf of the sponsor (i.e., airport) and will provide payment within 30 days of receiving the project
payment request.

Cause

The Aviation Division (AVN) Grant Management Section employees were unaware that grant payments
had to follow prompt payment requirements. In addition, monitoring of payment timelines is not
performed.

Evidence
A review to verify if payments were issued timely (i.e., within 30 days after AVN approves project
payment request as payable) was performed for 80 judgmentally selected SBGP project payment
requests from fiscal year 2021 (totaling $26.7M).
= 4 0of 80 (5%) project payment requests totaling $51.3K were not paid timely.

- Aging for the number of days past the required payment date ranged between 2 - 33 days.

Management Action Plans (MAPs):

MAP 5.1 | Completion Date: July 15, 2022 | Division: |  Yes  |District:| No

The Aviation Division (AVN) will:

= develop specific written processes regarding when to return disputed payments to the vendor via an
electronic grant management system status change.

= require the lead worker run an electronic grant management system report called “Days in Status”
weekly to determine how long a payment has been in someone’s tasks and follow up via email if the
payment has been in that person’s tasks for more than 5 days.

= document requirements for final payment processing.

= initiate earlier and clearer communication with contractors for final payment processing requirements.

= meet and document discussions with the Financial Management Division and General Counsel Division
regarding TxDOT internal prompt pay requirements for payments made by AVN for the State Block Grant
Program (SBGP). Based on these discussions AVN will:

— determine the date field within the electronic grant management system to be used as the invoice
acceptance date to calculate corresponding payment due date.

= submit a request to the third-party system administrator for 1) any changes needed to the data fields
interfaced between the electronic management and enterprise resource planning systems, and 2)
activation of the prompt payment indicator to calculate interest for late SBGP payments.

MAP Owner: | Will Etheredge, Interim Grant Section Director, AVN
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Grant Management - Aviation TxDOT Internal Audit Division - Limited Scope

| Summary Results Based on Enterprise Risk Management Framework |

The Internal Audit Division uses the Committee of Sponsoring Organizations of the Treadway
Commission (COSO) Internal Control - Integrated Framework version 2013.

A defined set of control objectives was utilized to focus on operational and compliance goals for the
identified scope areas. Our audit opinion is an assessment of the health of the overall control
environment based on (1) the effectiveness of the enterprise risk management activities throughout
the audit period and (2) the degree to which the defined control objectives were being met. Our audit
opinion is not a guarantee against operational sub-optimization or non-compliance, particularly in
areas not included in the scope of this audit.

Audit Results Dashboard
Grant Management - Aviation

Scope Areas Evaluated
Business Objectives (Reporting, Operational, Compliance) 0, C 0.C
ERM Component Control Activities Aviation Grant Payments eGrants System Access

Organizational Tone

Business Objective/Performance Measures

Control

Resource Capaci
Environment pacity

Forecasting/Budget

Training and Development

Risk Identification/Planning

Risk Assessment/Impact Analysis
Risk Assessment

Risk Response/Cost-Benefit Analysis

Business Continuity

Policies/Procedure Development & Maintenance 1.2,.3.5 4
Review/Approvals 1,2, 3,5
Supporting Evidence/Records Retention 1.2, 3

Control Activities
Sepgaon o oues ]

Safeguarding Assets

General IT Controls 4

Data/Information Classification

Data/Information Input

Information &

o Data/Information Processing
Communication

Data/Information Output

Internal and External Reporting

Evaluations/Inspections 1,2, 3,5

Quality Control/Quality Assurance Reviews
Monitoring

Reconciliations

Management Assessments

Scope Area Assessment

Rating Assessment Grid _ Priority 2 Priority 3 _
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Grant Management - Aviation TxDOT Internal Audit Division - Limited Scope

| Closing Comments |

This report is prepared for the Texas Transportation Commission and for the Administration and
Management of TxDOT. The report presents the results of the Grant Management - Aviation audit
which was conducted as part of the Fiscal Year (FY) 2022 Audit Plan.

We conducted this performance audit in accordance with Generally Accepted Government Auditing
Standards and in conformance with the International Standards for the Professional Practice of
Internal Auditing. Those standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. Recommendations to mitigate risks identified were provided to management during
the engagement to assist in the formulation of the management action plans included in this report.

The results of this audit were discussed with the Aviation Division Director on June 29, 2022. The

Internal Audit Division appreciates the cooperation and assistance received from the personnel
contacted during this audit.
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