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IT Purchasing and Tracking TxDOT Internal Audit Division - Limited Scope

Objective

To evaluate Information Technology (IT) purchases are effectively tracked and monitored to
support the performance and security of the TxDOT environment.

Opinion

Based on the audit scope areas reviewed, control mechanisms require improvement and
only partially address risk factors and exposures considered significant relative to impacting
reporting reliability, operational execution, and compliance. The organization's system of
internal controls requires improvement in order to provide reasonable assurance that key
goals and objectives will be achieved. Significant improvements are required to correct
control gaps and mitigate residual risk that may result in potentially significant negative
impacts to the organization including the achievement of the organization's
business/control objectives.

Overall Engagement Assessment Needs Improvement

Finding
Operating
Title Control Design Effectiveness Rating
o Review and Tracking of Information
Finding 1 Technology (IT) Purchases X X Needs Improvement

Management concurs with the above finding and prepared management action plans to
address deficiencies.

Control Environment

Information technology (IT) asset purchases currently leverage definitions enforced by the
Comptroller of Public Accounts in determining if a review or tracking is needed by the
Information Technology Division (ITD). These definitions are based on dollar value as
mandated by state requirements with no risk management considerations taken at the time
of PO and PCard purchases for IT products generally below the $500 value.

IT assets are computer-related products defined by the purchasing manual as computer
hardware, telecommunication hardware, telephones (cellular and digital), two-way radios,
video conferencing systems, multi-function machines, global positioning system (GPS)
equipment, intelligent transportation system, physical security systems, software, and cloud
services. IT assets can also be purchased via purchase orders or procurement cards
(PCards) and the IT reviews of the product can vary based on dollar value and
district/division initiating the purchase.
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Summary Results

Audit testing completed resulting in management action plans.
Finding Scope Area \ Evidence

PO Transactions
A judgmental sample of 25 IT purchase orders (PO) (i.e.
computers, routers, switches, software, tablets, jump/flash
drives, and external drives) was selected from calendar
years 2019 and 2020 and was evaluated for an ITD review
and asset tracking in the Information Management
Support System:
= 11 of 25 (44%) PO’s, with a completed ITD review,
were unable to be assessed for the proper
personnel reviewing the purchase for compliance
and technical requirements due to no criteria;
— b of the reviewed PO’s, the asset was not
tracked.
= Of the remaining 14 PO’s, the following was
identified:
— 7 POs were not reviewed by ITD nor was the
asset tracked.
— 1 PO for an ITD review was not located,;
however, the asset was tracked.

IT Purchase
Review, Approval,
and Record PCard Transactions
Management An evaluation of an IT review of 107 IT-related PCard
transactions between January 28, 2020, through January
28, 2021, demonstrated:
= 91 of 107 (85%) PCard transactions did not have
an IT review of the purchase to determine if the
purchase could pose a risk to the TxDOT IT
environment.
= 16 PCard transactions, that had a PO created and
an ITD review performed, were unable to be
assessed for the proper personnel reviewing the
purchase for compliance and technical
requirements due to no criteria.

PO and PCard Transactions

ITD does not have an absolute method to be made aware
of all IT purchases, and without that they are not able to
monitor the volume of IT products being purchased
through the PO and PCard process to help ensure areas of
improvement and risk exposure.

Audit Scope and Methodology
The audit was conducted using an agile audit approach from February 1, 2021, to March 5,
2021, to assess the purchasing of information technology products defined by TxDOT’s
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Purchasing Manual, IRT Asset management policy, Texas Government Code 2054, and ITD’s
mission statement. The PO purchases assessed were made from January 1, 2019, through
December 31, 2020. PCard purchases were not reviewed in the 2019 Infrastructure
Management - Shadow IT audit therefore 12-months of PCard transactions previously
acquired from the Procurement Division for the period January 28, 2020, through January
28, 2021, would be evaluated in this audit engagement.

A judgmental sample of IT products purchased via PO was completed to assess for:

= |TD’s IT asset reviews and the review process for technical and security
requirements.

= The entry of an asset into the Information Management Support System.

= PO transactions entered into the Enterprise Resource Planning (ERP) System are
recognized to ensure proper purchasing and technical reviews.

= The volume of PO purchases not reviewed to determine overall risk exposure and IT
purchase process improvement.

PCard transactions were analyzed based on the merchant code classification (MCC) related
to IT products and assessed for:

= |TD’s IT asset reviews and the review process for technical and security
requirements.

= entry of the asset into the Information Management Support System.

= dollar value of the IT products purchased to ensure the purchase met proper
purchasing requirements.

= The volume of PCard IT product transactions not reviewed to determine overall risk
exposure and IT purchase process improvement.

Background

This report is prepared for the Commission and for the Administration and Management of
TxDOT. The report presents the results of the IT Purchasing and Tracking audit which was
added to the Fiscal Year (FY) 2021 Audit Plan.

Shadow IT, as defined in a 2017 ISACA white paper, is a technology used by employees but
not approved or implemented by the agency. In February 2019, an Infrastructure
Management - Shadow IT audit report was issued and this engagement evaluated
prevention and detection of unauthorized IT solutions. This engagement served as a
supplement to that audit and focused mainly on IT asset purchases and how they are
evaluated before being introduced into the TxDOT network.

We conducted this performance audit in accordance with Generally Accepted Government
Auditing Standards and in conformance with the International Standards for the Professional
Practice of Internal Auditing. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. Recommendations to mitigate risks identified
were provided to management during the engagement to assist in the formulation of the
management action plans included in this report. The Internal Audit Division uses the
Committee of Sponsoring Organizations of the Treadway Commission (COSO) Internal
Control-Integrated Framework version 2013.
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A defined set of control objectives was utilized to focus on operational and compliance goals
for the identified scope areas. Our audit opinion is an assessment of the health of the
overall control environment based on (1) the effectiveness of the enterprise risk
management activities throughout the audit period and (2) the degree to which the defined
control objectives were being met. Our audit opinion is not a guarantee against operational
sub-optimization or non-compliance, particularly in areas not included in the scope of this
audit.
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Detailed Findings and Management Action Plans (MAP)

Finding No 1: Review and Tracking of Information Technology (IT) Purchases

Condition

The current review and tracking process does not ensure all IT products that integrate into
the IT network environment are reviewed and documented in the Information Management
Support System. In addition, when IT reviews are completed it cannot be determined if the
correct personnel reviewed the purchase for purchase compliance and technical
requirements.

Effect/Potential Impact

IT PO and PCard purchases not reviewed or properly tracked due to current dollar value
requirements or improper execution, no documentation of review requirements and no
monitoring of PO and PCard purchases limits the Information Technology Division’s (ITD)
ability to address risks related to the introduction of an IT purchase into TxDOT’s IT network
environment.

Criteria

TxDOT’s January 2021 purchasing manual governs IT PO and PCard purchases. The

following key items related to IT purchases are documented:

= The definition of information technology products.

= D/Ds are responsible for ensuring applicable automated information system items are
approved by ITD by submitting a ticket through the Information Management Support
System.

= D/Ds request procurement of IT peripheral and supply items by submitting a requisition.
If the IT peripheral and supply items are available on a blanket purchase order (BPO),
D/D enters a blanket release and sends it to the BPO vendor.

= Chapter 5, documents the type of computer-related items that can be purchased with a
PCard including consumable items, expendable items (i.e. Flash/Jump drives).

ITD’s mission statement serves as the foundation of ITD’s obligation to ensure IT purchases
are effectively managed from purchase to retirement to ensure a secure, reliable, and
robust IT environment supporting TxDOT.

Cause

The review and tracking of a purchased (PO and PCard) IT asset is based on the purchase
value and does not consider the risks related to security and performance for IT products
at the time of purchase. The process is also not designed to capture IT purchases entered
incorrectly into the Enterprise Resource Planning System (ERP) and it does not track the
volume of PO and PCard purchases to determine risk and areas of improvement in the
purchasing process. In addition, the purchase process operating effectiveness cannot be
determined due to the limited documentation of key personnel required to review a
purchase for compliance and technical requirements.
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Evidence
PO Transactions
A judgmental sample of 25 information technology POs (i.e. computers, routers, switches,
software, tablets, jump/flash drives, and external drives) was selected from calendar years
2019 and 2020. These transactions were evaluated for an IT review, as well as, tracking in
ITD’s Information Management Support System and the following was identified:
= 11 of 25 (44%) PQO’s, with a completed ITD review, were unable to be assessed for
the proper personnel reviewing the purchase for compliance and technical
requirements due to no criteria;
— b of the reviewed PO’s, the asset was not tracked.
= Of the remaining 14 POs, the following was identified:
— 7 POs were not reviewed by ITD nor was the asset tracked.
— 1 PO for an ITD review was not located; however, the asset was tracked.

Six PO’s completed for jump/flash drives and external drives are not reviewed or tracked
based on the current purchase requirements and are not monitored for purchase volume to
determine risk exposure and potential changes that may be needed to the purchasing
process.

PCard Transaction

An evaluation for an IT review of 107 IT-related PCard transactions was conducted for the
period of January 28, 2020, through January 28, 2021 and 91 of 107 (85%) PCard
transactions did not have an IT review of the purchase to determine if the purchase could
pose a risk to the TxDOT IT environment.

The remaining 16 PCard transactions, that had a PO created and an ITD review performed,
were unable to be assessed for the proper personnel reviewing the purchase for compliance
and technical requirements due to no criteria.

PO and PCard Transaction

ITD does not have an absolute method to be made aware of all IT purchases, and without
that they are not able to monitor the volume of IT products being purchased through the PO
and PCard process to help ensure areas of improvement and risk exposure.

May 2021 6



IT Purchasing and Tracking TxDOT Internal Audit Division - Limited Scope

Management Action Plan (MAP):

MAP Owner:

Bart Broz, IT Vendor Management & Sourcing Section Manager, Information Technologies
Division (ITD)

MAP 1.1: Interim ITD IRT Purchasing Review Process Update

ITD, in conjunction with the remaining MAPs from 2019 Infrastructure Management Shadow
IT will do the following:

1. Develop:
a. Interim ITD Information Resource Technology purchase review workflow and
process.
b. How purchasers can determine whether an IRT purchase review is required.
c. Secure configuration baseline policy and process.
d. The initial hardware and software approval lists methodology.
e. Process to handle previously approved purchases grandfathered into the

approved list.
f. Initial plan for how to train ITD and impacted TxDOT personnel on the interim
process.

2. Review and Document:

a. Current purchases to identify target types of IRT that are higher risk and/or
will be impacted by the new IRT purchase review process.

b. Any gaps identified during the purchase review workflow creation, including
the P-Card, purchase order, and contract purchase processes, that cannot be
resolved with the interim workflow and process.

c. TxDOTNow and PeopleSoft changes that will be needed to facilitate the
interim IRT purchase review workflow.

These processes will be interim as ITD will need assistance to fully review the current
methods and processes TxDOT uses to purchase IRT and develop actionable plans to
resolve gaps in the process.

Completion Date: September 15, 2021
MAP 1.2: Interim Process Implementation Project

ITD will establish a FY22/23 funded project to implement the interim IRT purchasing review
process established in MAP 1.1. The purpose of this project will be to:
1. Communicate the interim ITD purchasing review process to impacted districts and
divisions.
2. Conduct trainings with division and district stakeholders on the interim ITD
purchasing review process.
3. Update ITD documentation (e.g. policies, processes, procedures) impacted by the
interim process.
4. Conduct initial IRT purchase reviews on high-risk or high-volume legacy IRT.

Completion Date: June 15, 2022
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MAP 1.3: Implement Project to Review TxDOT IRT Purchasing Methods

This MAP will require support from all divisions and districts that purchase IRT. ITD will be
the lead division for this MAP but will be unable to complete the MAP without executive
support.

ITD will establish a FY22/23 funded project to bring in a team to accomplish the following:

1. Step 1: Conduct an assessment that:

a. Review existing Texas purchasing legislation and TxDOT Policies, processes, and
procedures related to IRT.

b. Document the current TxDOT IRT purchasing methods that are used through the
districts and divisions.

c. ldentify gaps in the current TxDOT IRT purchasing policies, processes, and
procedures.

d. Identify any critical cybersecurity or compliance risk GAPs that need to be
resolved as soon as possible. This includes any gaps that need to be resolved
before the project is complete.

2. Step 2: Provide recommendations on projects that TxDOT should undertake to resolve
identified gaps prioritized by cybersecurity risk and level of effort to complete.

Upon completion of the project ITD leadership will, in collaboration with impacted IRT
division and district stakeholders, determine what projects are viable.

This MAP will be considered complete by ITD once the project is complete and leadership
has determined and funded what recommendations will be implemented to resolve the
GAPs.

Evidence that will be provided potentially includes:
1. Documentation of the current TXDOT IRT purchasing processes.
2. Completed gap analysis with recommendations on actions needed to resolve the
Gaps.
3. List of recommendations that are approved, funded, and the POCs responsible for
implementing the recommendations.

Completion Date: September 15, 2022
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Summary Results Based on Enterprise Risk Management Framework

Audit Results Dashboard
IT Purchasing and Tracking

Scope Areas Evaluated

Business Objectives (Reporting, Operational, Compliance) 0, C

ERM Component Control Activities IT Purchase Review. Approval, and Record Management

Organizational Tone

Business Objective/Goal-Setting

Control

Resource Capacity
Environment

Forecasting/Budget

Training and Development

Risk Identification/Planning

Risk Assessment/Impact Analysis 1
Risk it
Risk Response/Cost-Benefit Analysis
Business Continuity
Policies/Procedure Development & Maintenance 1
Approvals/Authorizations
Control Activities |Supporting Evidence/Records Retention 1

Segregation of Duties/System Access

Safeguarding Assets/Security

Information Classification

Information Input

Information &

. Information Processing
Communication

Information Qutput

Internal and External Reporting

Exception Reporting Review

Reconciliations

Monitoring Root-Cause Analysis

Evaluations/Inspections 1

Management Action Plans

Scope Area Assessment

. . Need
‘ Rating Assessment Grid Exemplary Satisfactory Unsatisfactory
Improvement

Closing Comments

The results of this audit were discussed with the Procurement and Information Technology
Divisions on May 3, 2021. The Internal Audit Division appreciates the cooperation and
assistance received from the division personnel during this audit.
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