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Objective 
To evaluate if independent financial and information security assessment reports (e.g., 
System and Organization Controls (SOC) 1 and 2 reports, respectively) are obtained and 
utilized effectively.  
 
Opinion 
Based on the audit scope areas reviewed, control mechanisms require improvement and 
only partially address risk factors and exposures considered significant relative to impacting 
reporting reliability, operational execution, and compliance. The organization's system of 
internal controls requires improvement in order to provide reasonable assurance that key 
goals and objectives will be achieved. Improvements are required to minimize existing 
process variation and control gap corrections that may result in potentially significant 
negative impacts to the organization including the achievement of the organization's 
business/control objectives.  
 

Overall Engagement Assessment Needs Improvement 
     

Findings 

 Title Control Design 
Operating 

Effectiveness Rating 

Finding 1 Service Provider Information Security 
Assessment Report   X X Needs Improvement 

Finding 2 System and Organization Controls 1 
Report  X X Needs Improvement 

 
Management concurs with the above findings and prepared management action plans to 
address deficiencies.  
 
Control Environment 
Utilizing independent financial and information security assessment reports (e.g., SOC 1 and 
SOC 2 reports) can assist TxDOT in evaluating and monitoring the risk associated with doing 
business with service providers.   
 
To obtain independent financial and information security assessment reports from service 
providers, TxDOT’s contract with the service providers should have language that specifies 
the requirements for obtaining those reports. Depending on the type of service provided, the 
Financial Management Division (FIN), Procurement Division (PRO), Contract Services 
Division (CSD), and Information Technology Division (ITD) may be involved in TxDOT’s 
procuring and contract drafting process. Although FIN, PRO, CSD, and ITD will work with the 
requesting district/division to determine their business needs, there is not a sustainable and 
defined process for acquiring these type of reports as part of TxDOT’s preparation for hiring 
certain service providers to do business with TxDOT.  
  
While TxDOT does not have a consistent process for determining when to require SOC 1 or 2 
reports be provided, in recent years TxDOT has requested SOC 1 reports from service 
providers relevant to TxDOT’s financial reporting. Under the Spirit of Sarbanes–Oxley Act 
(SOX) initiative, TxDOT’s external auditor has identified and requested SOC 1 reports from 
certain service providers related to TxDOT’s Toll Operations Division (TOD) activities.  
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In regard to SOC 2 reporting activity, several divisions (e.g., ITD, CSD, PRO, and Professional 
Engineering Procurement Services Division (PEPS)) have begun addressing the need by 
developing an Attachment G to be included in their contracts for the service providers who 
need to provide an independent information security assessment report before business 
can begin.  
 
Summary Results 
Audit testing completed resulting in management action plans. 
 

Finding  Scope Area Evidence 

1 SOC 2 
Reporting 

TxDOT has not established a standard TxDOT-wide process to 
identify the security requirements that service providers, who 
host or have access to TxDOT data, must comply with to protect 
TxDOT data from information security risks. Additionally, TxDOT 
does not have a process to obtain an information security 
assessment report (e.g., SOC 2 reports) from service providers 
that host TxDOT data so that TxDOT can validate that the service 
provider is adequately protecting this data. 

2 SOC 1 
Reporting 

FIN does not have a consistent process to assess and monitor 
TxDOT’s service providers to meet the requirements under 
TxDOT’s Spirit of SOX initiative as related to third parties.  
 
In addition, it was identified that two service providers’ contracts 
did not include a requirement for them to provide a SOC 1 
report; however, FIN was able to obtain the SOC 1 report to 
further assess their internal control framework. 

 
Audit testing completed not resulting in management action plans. 
 

Scope Area Evidence 

SOC 1 Reporting 
Upon review of TxDOT’s 2018 financial statements, no 
additional SOC 1 reports were needed outside of those already 
identified and requested by TxDOT’s external auditor.  

 
Audit Scope and Methodology 
The audit was conducted during the period from September 30, 2019 to November 22, 
2019. The audit focused specifically on whether SOC 1 and SOC 2 reports were obtained 
and utilized effectively in the procurement process. The scope and methodology were as 
follows: 
 
Scope Area 1: SOC 1 Reporting – To evaluate TxDOT’s process for obtaining SOC 1 reports 
from organizations relevant to TxDOT’s internal control over financial reporting. 
 
Methodology included: 

• Inspected SOX regulations, Texas Administrative Code, Texas Government Code, 
TxDOT Financial Management Policy Manual, Procurement Policy Manuals, 
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Negotiated Contracts Policy Manuals, and procedures to understand the criteria for 
obtaining SOC 1 reports. 

• Conducted interviews with PRO and CSD to understand current practice and assess 
the opportunity for any enhancement of current process.  

• Conducted interviews with FIN and TxDOT’s external auditor to understand how they 
selected the vendors to obtain SOC 1 reports (i.e., rationale and materiality level).   

• Based on an assessment of materiality to TxDOT’s fiscal year 2018 financial 
statements, judgmentally selected vendor contracts to verify if a SOC 1 report was 
required to be provided by service providers to TxDOT annually. The 2019 annual 
financial report was not available during audit testing. 

 
Scope Area 2: SOC 2 Reporting – To evaluate TxDOT’s process for obtaining SOC 2 reports 
from organizations relevant to TxDOT’s security, availability, processing integrity, 
confidentiality, or privacy. 
 
Methodology included: 

• Inspected the Texas Administration Code 202, Texas Department of Information 
Resources (DIR) policy, and the TxDOT Information Security Manual to understand 
the criteria for SOC 2 reports. 

• Conducted interviews with ITD to understand current practice and assess the 
opportunity for any enhancement of current process.  

• Evaluated ITD’s process for identifying and categorizing the population of service 
providers that host or have access to TxDOT data. 

• Judgmentally selected service providers’ contracts to verify if SOC 2 reporting was 
required to be provided by service providers to TxDOT annually. 

• Conducted interviews with Texas DIR and the Texas Comptroller of Public Accounts to 
understand their process for requesting SOC 2 reports from service providers.  

 
Background 
This report is prepared for the Texas Transportation Commission and for the Administration 
and Management of TxDOT. The report presents the results of the Independent Financial 
and Information Security Assessment Reports audit which was conducted as part of the 
Fiscal Year (FY) 2020 Audit Plan.  
 
In 2018, the American Institute of Certified Public Accountants (AICPA) published the 
Statements on Standards for Attestation Engagements (SSAE) No. 18, Attestation 
Standards, which replaced the SSAE No. 16 and its prior Statement on Auditing Standards 
(SAS) No.70. The SSAE No. 18 examination includes the following two reports:   
 

• A SOC 1 report is a report prepared by an independent third party focused on 
evaluating controls at a service providers which impact user entities’ internal control 
over financial reporting.  
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• A SOC 2 report is a report prepared by an independent third party to assess controls 
relevant to information security. SOC 2 was put in place to address demands in the 
marketplace for assurance over non-financial controls to prevent SOC 1 from being 
misused. The SOC 2 report focuses on a business’s non-financial report controls as 
they relate to security, availability, processing integrity, confidentiality and privacy of 
systems.   

 
SOC 1 and 2 reports are either Type I or Type II reports. Type I focuses on the system design 
and reports on a specific date; the report is as of a particular date. Type II focuses on the 
operating effectiveness of the system design and covers a period of time. 
 
We conducted this performance audit in accordance with Generally Accepted Government 
Auditing Standards and in conformance with the International Standards for the Professional 
Practice of Internal Auditing. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives. Recommendations to mitigate risks identified 
were provided to management during the engagement to assist in the formulation of the 
management action plans included in this report. The Internal Audit Division uses the 
Committee of Sponsoring Organizations of the Treadway Commission (COSO) Internal 
Control – Integrated Framework version 2013. 
 
A defined set of control objectives was utilized to focus on reporting, operational, and 
compliance goals for the identified scope areas. Our audit opinion is an assessment of the 
health of the overall control environment based on (1) the effectiveness of the enterprise 
risk management activities throughout the audit period and (2) the degree to which the 
defined control objectives were being met. Our audit opinion is not a guarantee against 
reporting misstatement and reliability, operational sub-optimization, or non-compliance, 
particularly in areas not included in the scope of this audit.  
 
Best Practice  
Benchmarking identified best practices related to obtaining information security assessment 
reports from service providers. Based on interviews with DIR and Texas Comptroller of Public 
Accounts, both state agencies have a defined process that outlines when to request a 
security assessment report from their service providers. In addition, research identified that 
the Professional Service Contract Guidelines for Louisiana state included the requirement to 
require contractors provide independent assurance through a SSAE 16 examination, internal 
IT audit, or other equivalent assurance. 
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Detailed Findings and Management Action Plans (MAP)  
 
Finding No. 1: Service Provider Information Security Assessment Report        
 
Condition 
TxDOT has not established a standard TxDOT-wide process to identify the security 
requirements that service providers, who host or have access to TxDOT data, must comply 
with to protect TxDOT data from information security risks. Additionally, TxDOT does not have 
a process to obtain an information security assessment report (e.g., System and 
Organization Controls (SOC) 2 reports) from service providers that host TxDOT data so that 
TxDOT can validate that the service provider is adequately protecting this data.  
 
Effect/Potential Impact  
Failure to establish a process to identify the security requirement service providers which 
hosts TxDOT data can pose significant issues with our data later on. Without proper 
understanding of the service provider’s role, it makes it difficult for TxDOT to adequately 
monitor their security control compliance, the extent to which the service provider is 
vulnerable to unauthorized access or harm, and risk to TxDOT data being altered, damaged, 
erased, or inappropriately used. 
  
In addition, without obtaining an information security assessment report from service 
providers, TxDOT cannot be able to evaluate service providers’ control environments prior 
and during the contracting process. TxDOT may also be more vulnerable to data breaches or 
other information security incidents.   
 
Criteria 
The Texas Department for Information Resources (DIR) Security Control Standards Catalog, 
which TxDOT is required to comply with according to Texas Administrative Code Rule 
§202.26, states: 
 

• System and Service Acquisition (SA) – 4, Acquisition Process: The state organization 
must include security requirements and/or security specifications, either explicitly or 
by reference, in information system acquisition contracts based on an assessment of 
risk and in accordance with applicable laws and standards. 

• SA – 9, External Information System Services: The state organization must require 
that providers of external information system services employ adequate security 
controls in accordance with these standards and monitor security control 
compliance. 

 
In addition, Texas Government Code Section 2054.077, Vulnerability Reports, states that 
TxDOT is required to report biennially on the extent to which a contractor of the agency is 
vulnerable to unauthorized access or harm, including the extent to which the contractor’s 
electronically stored information is vulnerable to alteration, damage, erasure, or 
inappropriate use. 
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Cause  
TxDOT does not have an inventory of service providers that have access to TxDOT data, the 
owners of the data that the service providers have access to, the types of data (e.g., 
confidential, payment card information) the service providers have access to, nor the 
information security control and monitoring requirements the service providers must comply 
with.  
 
Evidence 
Testing was performed to evaluate TxDOT’s process for identifying and monitoring service 
providers that host or have access to TxDOT’s data. Based on interviews with ITD, the 
following was noted:  

• ITD’s data classification policy was not updated to outline the types of data TxDOT 
shares with service providers. 

• ITD did not have a method to identify or categorize the population of service 
providers that host or have access to TxDOT data. Without that population of service 
providers, TxDOT cannot identify which service provider contracts should include 
requirements for providing information security assessment reports. 

• ITD did not have a process for monitoring service providers information security 
assessment reports. 

  
Management Action Plan (MAP): 
 
MAP Owner: Steven Pryor, Information Security Officer, Information Technology Division  
 
MAP 1.1: Information Security, in collaboration with the Procurement, Contract Services, 
Professional Engineering Procurement Services, and Financial Management Divisions, as 
well as, other divisions/districts that let contracts, will update and/or develop the following 
documents: 
 
Update the TxDOT Data Classification Policy: This policy must be updated to ensure that 
TxDOT information owners can properly classify their system’s data, the critical first step to 
completing a categorization process. 
 
Develop the Service Provider Categorization Process: This process is required so that 
information owners and procurement officials can determine the level of risk posed to 
TxDOT data and what level of TxDOT security control and monitoring requirements a service 
provider must comply with. 
 
Update Mandatory Information Security Contract Language: Updated standardized security 
control and monitoring language that must be included in the various procurement 
mechanisms throughout TxDOT. This language must align with and support the TxDOT 
Service Provider Categorization Process. 
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Develop the Service Provider Information Security Monitoring standard: This standard will 
outline what type of information security monitoring (e.g. Statement on Standards for 
Attestation Engagements (SSAE) 18, Federal Risk and Authorization Management Program 
(FedRAMP), International Organization for Standardization (ISO) 27001, attestation, etc.) 
service providers must comply with based on the level of the risk to TxDOT data.   
 
Completion Date: June 15, 2020  
 
MAP 1.2: Information Technology Division (ITD) will request legislative appropriations 
request funding in the fiscal year 22/23 cycle to procure and develop an enterprise wide 
information system for tracking all service providers that are required to comply with 
information security control and monitoring requirements. The funding request will be 
submitted by March 2020; however, actual procurement and development of the system 
cannot begin until funding is approved and available starting September 1, 2021. The 
system will likely take one year to develop and deploy.  
 
ITD will partner with the Procurement, Contract Services, Professional Engineering 
Procurement Services, and Financial Management Divisions, and other divisions/districts 
that let contracts to help ensure the system that is developed is incorporated into the 
existing procurement processes. 
 
Completion Date: September 15, 2022 
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Finding No. 2: System and Organization Controls 1 Report  
 
Condition 
The Financial Management Division (FIN) does not consistently assess and monitor TxDOT’s 
service providers that contribute to TxDOT’s financial reporting processes. In addition, two 
service providers’ contracts included a requirement for them to provide a System and 
Organization Controls (SOC) 1 report; however, FIN did not obtain the SOC 1 report to further 
assess their internal control framework. 
 
Effect/Potential Impact  
Without a consistent process to identify what service providers impact TxDOT’s internal 
control over financial reporting, TxDOT may not include language in the service providers’ 
contracts that would allow TxDOT to obtain a SOC 1 report from the service provider when 
requested or needed to help validate internal controls.  
 
Criteria 
TxDOT does not have a consistent process to assess and monitor TxDOT’s service providers 
that meet the requirements under TxDOT’s Spirit of Sarbanes–Oxley Act (SOX) initiative as 
related to third parties. In April 2009, the Texas Transportation Commission passed Minute 
Order 111785 to adopt the Spirit of SOX. The minute order includes reference to SOX 
Section 404, which requires entities to publish information in their annual reports 
concerning the scope and adequacy of the internal control structure and procedures for 
financial reporting. This statement shall also assess the effectiveness of such internal 
controls and procedures.  
 
SOX Section 404 draws attention to the significant processes that feed and comprise the 
financial reporting process for an organization. For management to make its annual 
assessment on the effectiveness of its internal control, they are required to document and 
evaluate all controls that are deemed significant to the financial reporting process including 
those controls from third-party vendors who hold or process another’s financial data.  
 
If the organization uses a service provider to process transactions, host data, or perform 
other significant services, management may need to evaluate the design and test the 
operating effectiveness of the service providers’ controls. Management will either need to 
conduct an evaluation of the service providers’ controls or management may obtain a SOC 1 
report from the service providers.   
 
Cause  
TxDOT doesn’t have a process for requesting a SOC 1 report unless it is requested by the 
external auditor for the spirit of SOX audit. TxDOT contracting and finance divisions have not 
fully enforced a requirement to strengthen contracting and assessment of internal controls 
with service providers when financial data is being used.  
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Evidence  
From fiscal year (FY) 2013 to FY 2018, external auditors collected seven SOC 1 reports from 
three services providers of TxDOT. Testing was performed to determine whether exceptions 
were noted within the seven SOC 1 reports and, if so, whether FIN inquired or monitored the 
remediation of those exceptions:    

• 5 of 7 (71%) SOC 1 reports had exceptions noted by the independent auditors of the 
service providers in the reports. FIN did not monitor or follow up with the service 
providers about the remediation status of those exceptions. 
 

In addition, testing was performed on the current contracts of the three services providers:   
• Two contracts did not include language that would allow TxDOT to request/collect a 

SOC 1 report from the service providers; however, both service providers were able to 
provide the SOC 1 report to FIN when such reports were requested by TxDOT’s 
external auditor.  

• One contract did include contract language for an independent assessment through 
a SOC 1 report; however, FIN did not obtain 2018 SOC 1 report from the service 
provider until September 2019.  

 
Management Action Plan (MAP): 
 
MAP Owner: Amanda Landry, Director of Accounting, Financial Management Division 
 
MAP 2.1: The Financial Management Division (FIN) will research System and Organization 
Controls (SOC) 1 requirements and establish guidance for the situations and types of service 
organization vendors that would require a SOC 1 report. FIN will develop new policy in FIN 
policy manual for SOC 1 compliance at TxDOT, including requirement that all SOC 1 reports 
received be reviewed and such review is documented on an annual basis. FIN will 
communicate policy and guidance to the Procurement Division and Contract Services 
Division and agree on how the SOC 1 requirement will be incorporated into the procurement 
and contracting processes.  
 
Completion Date: September 15, 2020  
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Summary Results Based on Enterprise Risk Management Framework 

 
 
Closing Comments 
The results of this audit were discussed with the Financial Management Division Director, 
Information Technology Division Director, Procurement Division Director, Contract Services 
Division Director and Professional Engineering Procurement Services Director on February 
28, 2020. The Internal Audit Division appreciates the cooperation and assistance received 
from the Financial Management Division, Information Technology Division, Procurement 
Division, Contract Services Division and Professional Engineering Procurement Services 
Division during this audit. 
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