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Lease Accounting Implementation TxDOT Internal Audit Division - Limited Scope

Objective

To validate the Financial Management Division’s pre-implementation of Governmental
Accounting Standards Board (GASB) Statement No. 87.

Opinion

Based on the audit scope areas reviewed, control mechanisms are effective and
substantially address risk factors and exposures considered significant relative to impacting
reporting reliability, operational execution, and compliance. The organization's system of
internal controls provides reasonable assurance that key goals and objectives will be
achieved despite control gap corrections and improvement opportunities identified. Control
gap corrections and improvement opportunities identified have the potential to negatively
impact the achievement of the organization's business/control objectives.

Overall Engagement Assessment ‘ Satisfactory

Finding

Operating
Title Control Design Effectiveness Rating
Finding 1 Lease Software Implementation X Satisfactory

Management concurs with the above finding and prepared management action plans to
address deficiencies.

Control Environment

To comply with the new lease accounting standard GASB No. 87, Leases, the Financial
Management Division (FIN) identified existing leases in Fiscal Years (FY) 2020 and 2021 via
surveys to district/division (D/D) personnel, as well as, queries of TxDOT’s enterprise
resource planning (ERP) system. FIN also worked with specific divisions, including Right of
Way (ROW) Division to identify TxDOT’s lessor activity, and the Professional Engineering
Procurement Services (PEPS) Division to identify potential embedded leases. FIN staff then
reviewed lease source documentation (e.g., contract, purchase order) for applicability with
GASB No. 87 and to compile the initial lease population.

GASB No. 87 instructs the lessee to recognize a lease liability and lease asset, and the
lessor to recognize a lease receivable and a deferred inflow of resources at the
commencement of the lease term. Recent GASB No. 87 guidance clarified that leases
already in progress should use the standard implementation date as the lease
commencement date. FIN will continue to monitor the lease details to help ensure
compliance with evolving GASB guidance. FIN has also begun to develop procedures and
recently procured software to be a centralized repository for tracking and managing leases
subject to GASB No. 87. FIN is currently tracking the lease population via an excel file. Lease
details will be manually keyed into the lease software by FIN and maintained there going
forward.
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Summary Results
Audit testing completed resulting in management action plans.

Finding \ Scope Area Evidence
Lease Software While FIN is on schedule to implement GASB No. 87 during
1 fiscal year 2022, the lease software implementation was

Implementation not finalized at the time of this audit.

Audit testing completed not resulting in management action plans.

Scope Area \ Evidence

Reviewed FIN’s procedures for different variables related to
leases and their compliance with GASB No. 87
requirements including: the definition of a lease, what is
included in the lease term, how to identify a short-term
lease versus a long-term lease, specific instructions on
certain types of contracts and purchase options, and the
required notes to the financial statements.

Accuracy
= Ajudgmental sample of 62 long-term leases from

FIN’s lease population were tested and source
documentation was reviewed for accuracy of lease
information and compliance with GASB No. 87.

- 61 of 62 (98%) leases source documentation
agreed to the lease type, terms, and amounts
in FIN’s excel spreadsheet and were
determined to be compliant with GASB No.

Lease Population Accuracy 87. The exception is de minimis in nature.
and Completeness = Ajudgmental sample of 23 leases, not classified as
long-term per FIN’s lease population, were tested
and source documentation was reviewed for
accuracy of lease information and to determine if
they were correctly classified according to GASB No.
87.

- All 23 leases source documentation agreed
to the lease type, terms, and amounts in
FIN’s excel spreadsheet, and were correctly
classified in accordance with GASB No. 87.

Completeness
=  Survey:
- FIN’s FY 2021 survey via email was reviewed
for completeness of recipients:
o All 60 D/Ds were surveyed for
potential leases and provided a
response back to FIN.
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- Ajudgmental sample of 10 leases that were
reported from D/Ds survey responses were
selected to determine if each was compliant
with GASB No. 87:

o All 10 leases were compliant with
GASB No. 87 and properly classified in
the lease population.

= Query:

- The seven leases identified as new using
FIN’s query as of February 28, 2021, were
reviewed to determine if they were properly
included within the lease population:

o Six leases were long-term and properly
included in the lease population.

o One lease was determined to be a
short-term lease and properly not
included in the lease population.

Verified that FIN is working with the Information Technology
Division (ITD) on a pending lease software implementation
to help ensure proper cybersecurity and appropriate user
access rights are followed.

Lease Software
Implementation Reviewed meeting minutes, noting no exceptions, between
FIN, ITD, and the software vendor to verify the following:

= |T security, accessibility and testing

=  TxDOT user roles configuration

= Single Sign-On access for users

Audit Scope and Methodology

The audit was conducted during the period from May 25, 2021 to July 14, 2021. Testing
focused on FIN’s assessment of the entire lease population and the status of the lease
software implementation. The lease population as of June 11, 2021 included 323 long-term
leases, totaling an estimated $110 million and 195 leases not classified as long-term leases
under GASB No. 87. The scope and methodology were as follows.

Scope Area 1: Lease Population Accuracy and Completeness - To assess the accuracy and
completeness of FIN's lease population subject to GASB No. 87.

Methodology included:

= |nterviewed personnel within FIN, including Financial Reports Branch Manager,
Financial Reports Assistant Branch Manager, Business Analyst, and Financial
Reports Accountants, to obtain an understanding of the process used for identifying
leases subject to GASB No. 87 and how all lease data is maintained.

= Obtained FIN’s procedures on leases and reviewed to determine compliance with
GASB No. 87 requirements (ex., lease definition, term assessment, and types of
leases included/excluded).
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= Accuracy:

- Judgmentally selected 62 of 323 (19%) long-term leases from FIN’s lease
population to review lease source documentation for accuracy of lease
information, including lease amount and terms.

o Selection was based on lease type, dollar amount, and D/D.

- Judgmentally selected 23 of 195 (12%) leases, not identified as long-term by
FIN, and reviewed applicable documentation to determine if they were
properly classified.

o Selection was based on lease type, dollar amount, and D/D

= Completeness:

- Survey:

o Obtained survey responses from all 60 districts and divisions to
confirm they all responded to the survey.

o Judgmentally selected 10 leases that were reported from D/D surveys.
Reviewed the lease source documents to determine if they were
correctly classified in the lease population.

e Selection was based on new leases reported from D/D survey
and not in the 2020 lease population.

- Query: Reviewed lease source documentation for the seven leases identified
as new leases from the FIN query results as of February 2021 to determine if
they were correctly included in the lease population.

o The seven new leases identified after June 30, 2020 were not in the
2020 lease population.

- Interviewed ROW and PEPS Division personnel to determine their
understanding of the lease identification and reporting process.

Scope Area 2: Lease Software Implementation - To assess the implementation of the lease
software procured related to GASB No. 87.

Methodology included:

= [nterviewed personnel within FIN, including Financial Reports Branch Manager,
Financial Reports Assistant Branch Manager, Business Analyst, and Financial
Reports Accountants, to understand the status of the implementation of the new
lease software.

= Reviewed user access roles and the user access management process for proper
system access.

= Obtained the template that lists the required details needed in the software system
and determined whether FIN's excel spreadsheet currently used to track the lease
population has the same required fields.

= Reviewed documentation for weekly meetings between FIN, the lease software
vendor, and ITD to assess progress being made towards implementation.

= Assessed the user guide for the lease software for instructions on lease data entry
and maintenance and the preparation of the required GASB No. 87 journal entry.

Methodology included within both Scope 1 and Scope 2:
= Reviewed GASB No. 87, No. 95 (Postponement of the Effective Dates of Certain
Authoritative Guidance), and GASB No. 87 Implementation Guides 2019-3, 2020-1,
and 2021-1.
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= Reviewed state regulations including the Texas Government Code Section
321.013(b) and Section 403.013(c).

Background

This report is prepared for the Texas Transportation Commission and for the Administration
and Management of TxDOT. The report presents the results of the Lease Accounting
Implementation audit which was conducted as part of the Fiscal Year (FY) 2021 Audit Plan.

GASB published GASB No. 87 in June 2017 and Implementation Guides 2019-3 in August
2019, 2020-1 in April 2020, and 2021-1 in May 2021, providing new requirements in lease
accounting and implementation guidance for state and local governments. Under GASB No.
95, TxDOT will be required to implement GASB No. 87 in its FY 2022 annual financial report,
with a restatement to the September 1, 2021 beginning balance.

According to GASB No. 87, a lease is defined as a contract that conveys control of the right
to use another entity’s nonfinancial asset (the underlying asset) as specified in the contract
for a period of time in an exchange or exchange-like transaction. A short-term lease is
defined as a lease that, at the commencement of the lease term, has a maximum possible
term under the lease contract of 12 months or less, including any options to extend,
regardless of their probability of being exercised. In addition, certain items, such as software
and inventory, are not subject to GASB No. 87. The agreement with Texas Public Finance
Authority (TPFA) to finance the campus consolidation project was reviewed and the
agreement is not subject to GASB No. 87.

The Internal Audit Division conducted a previous audit, Lease Accounting Inventory
Assessment, in the summer of 2020 that assessed completeness of the initial lease
population subject to GASB No. 87.

We conducted this performance audit in accordance with Generally Accepted Government
Auditing Standards and in conformance with the International Standards for the Professional
Practice of Internal Auditing. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. Recommendations to mitigate risks identified
were provided to management during the engagement to assist in the formulation of the
management action plans included in this report. The Internal Audit Division uses the
Committee of Sponsoring Organizations of the Treadway Commission (COSO) Internal
Control - Integrated Framework version 2013.

A defined set of control objectives was utilized to focus on reporting, operational, and
compliance goals for the identified scope areas. Our audit opinion is an assessment of the
health of the overall control environment based on (1) the effectiveness of the enterprise
risk management activities throughout the audit period and (2) the degree to which the
defined control objectives were being met. Our audit opinion is not a guarantee against
reporting misstatement and reliability, operational sub-optimization, or non-compliance,
particularly in areas not included in the scope of this audit.
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Detailed Finding and Management Action Plans (MAP)

Finding No. 1: Lease Software Implementation

Condition

The processes to ensure compliance with Title 1, Texas Administrative Code (TAC) §202.26
were not fully developed at the time of this audit which did not allow for the implementation
of the lease software to be completed and tested.

Effect/Potential Impact

While the Financial Management Division (FIN) is on schedule to implement Governmental
Accounting Standards Board (GASB) Statement No. 87, Leases, in its Fiscal Year (FY) 2022
annual financial report, activities that still need to happen and could impact the
implementation time line includes manual input of lease information into the completed
software, validity testing of information input, and additional edit checks to verify correct
journal entry is produced. In addition, with any new implementation, user access rights will
need to be determined and vetted to make sure the validity of lease data throughout TxDOT
is managed properly.

Criteria

Per Title 1, Texas Administrative Code §202.26, TxDOT is required to comply with the Texas
Department for Information Resources (DIR) Security Control Standards Catalog. This
catalog provides state agencies guidance for implementing security controls and includes
requirements to check the validity of information inputs (per System and Information
Integrity Controls -10, Information Input Validation).

In addition, regarding user access rights, TxDOT’s Information Security Policy Manual
requires adherence to the principle of least privilege. The type of access an authorized
person is granted will not exceed the necessary allowances required for specific duties or
tasks.

Cause

TxDOT is required to implement GASB No. 87 in its FY 2022 annual financial report and,
thus, is still in the process of implementing the lease software. In September 2020, the
solicitation to procure a software to track/manage leases subject to GASB No. 87 was
posted, and the contract with the vendor was signed in May 2021. Since then, FIN has been
working with the Information Technology Division (ITD) to help to ensure adequate
cybersecurity and appropriate user access rights while lease data is being collected in a
manual nature.

Evidence
Implementation of the lease accounting software is in progress. The following items were
not able to be reviewed or tested for accuracy and completeness, so they will need to be
completed in the future before submission of the final FY 2022 annual financial report:
= Manual data entry of initial lease population.
= Test of the initial lease population.
= (Calculate and review of journal entry for restatement of FY 2022 beginning balance.
= Assign and train users for the new lease software.
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Management Action Plans (MAP):
MAP Owner: Nathan Smith, Information Security Architect, Information Technology Division

MAP 1.1: Information Technology Division will work with Financial Management Division and
the vendor to complete the required security evaluation and obtain the Authorization to
Operate.

Completion Date: September 15, 2021
MAP Owner: Ben Hayes, IT Applications Delivery Lead, Information Technology Division

MAP 1.2: Information Technology Division (ITD) will work with Financial Management
Division and the vendor to coordinate user acceptance testing. ITD will complete the
necessary steps to obtain the Solution Review Board implementation approval and the final
Change Advisory Board approval to operate the system.

Completion Date: November 15, 2021

MAP Owner: Megan Lowary, Financial Reporting Branch Manager, Financial Management
Division

MAP 1.3: Financial Management Division will work with the Information Technology Division
and the vendor to ensure adequate user access is provided.

Completion Date: February 15, 2022

MAP 1.4: Financial Management Division (FIN) will work with the software vendor to test
selected leases in the staging site configured to TxDOT’s specifications and review the test
results as needed. Upon completion of testing, FIN will enter the lease population that is
subject to Governmental Accounting Standards Board (GASB) Statement No. 87 to the
production site.

MAP 1.5: Financial Management Division will prepare the journal entry and disclosures
needed for the restatement of fiscal year 2022 beginning balances as required by
Governmental Accounting Standards Board (GASB) Statement No. 87.

Completion Date: May 15, 2022
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Observation and Recommendation

Audit Observation (a): Lease Population Monitoring
While the Financial Management Division (FIN) has developed internal procedures for
identifying leases, further guidance for any procuring divisions would help ensure leases will
continue to be identified by FIN going forward:
= Use of National Institute of Governmental Purchasing (NIGP) and chart codes: FIN
relies on TxDOT’s enterprise resource planning (ERP) tracking capabilities by running
a query using NIGP and chart codes to identify potential leases but has not
coordinated with the Procurement (PRO) Division and Contract Services Division
(CSD) for consistent and ongoing use moving forward.
= Embedded leases: FIN provides the Professional Engineering Procurement Services
(PEPS) Division a list monthly of contracts for PEPS to identify potential embedded
leases. Although FIN and PEPS have been in communication regarding the
requirements of an embedded lease as defined in Governmental Accounting
Standards Board (GASB) Statement No. 87, PEPS does not have policies or
procedures for more quickly identifying embedded leases.

Effect/Potential Impact

Leases may not be identified if PRO and CSD use a NIGP and/or chart code that is not part
of the query currently being used by FIN. Additionally, without adequate procedures and
training for project managers, PEPS may not identify and report to FIN embedded leases
within PEPS contracts.

Audit Recommendation

FIN should coordinate with PRO and CSD to help ensure specific NIGP codes and chart
codes in TxDOT'’s ERP system are used consistently and accurately, so FIN can better
identify leases on an ongoing basis. FIN should also coordinate with PEPS to develop
procedures to identify embedded leases. PEPS should train project managers to ensure
understanding of potential embedded lease situations.
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Summary Results Based on Enterprise Risk Management Framework

Audit Results Dashboard

Lease Accounting Implementation
Scope Areas Evaluated

Business Objectives (Reporting, Operational, Compliance)

ERM Component

Control
Environment

Control Activities

Organizational Tone

Lease Population Accuracy and

Lease Software Implementation
Completeness

Business Objective/Goal-Setting

Resource Capacity

Forecasting/Budget

Training and Development

Risk Assessment

Risk Identification/Planning

Risk Assessment/Impact Analysis

Risk Response/Cost-Benefit Analysis

Business Continuity

Control Activities

Policies/Procedure Development & Maintenance

Approvals/Authorizations

Supporting Evidence/Records Retention

Segregation of Duties/System Access

Safeguarding Assets/Security

Information &
Comr ication

Information Classification

Information Input

Information Processing

Information Output

Internal and External Reporting

Monitoring

Exception Reporting Review

Reconciliations

Root-Cause Analysis

Evaluations/Inspections

Management Action Plans

Scope Area Assessment

Rating Assessment Gnid

Needs
Exemplary Satisfactory Unsatisfactory

Closing Comments

The results of this audit were discussed with the Financial Management Division Director on
August 11, 2021. The Internal Audit Division appreciates the cooperation and assistance
received from the Financial Management Division during this audit.
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