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PEPS Prime Provider Performance Monitoring TxDOT Internal Audit Division - Limited Scope

Objective

The audit objective is to assess the effectiveness of the PEPS prime provider evaluation
process.

Opinion

Based on the audit scope areas reviewed, control mechanisms require improvement and
only partially address risk factors and exposures considered significant relative to impacting
reporting reliability, operational execution, and compliance. The organization's system of
internal controls requires significant improvement in order to provide reasonable assurance
that key goals and objectives will be achieved. Improvements are required to minimize
existing process variation and control gap corrections that may result in potentially
significant negative impacts to the organization including the achievement of the
organization's business/control objectives.

Overall Engagement Assessment Needs Improvement
Findings
Operating
Title Control Design | Effectiveness Rating

Finding 1 | Completion of Evaluations X X Unsatisfactory
Finding 2 | Oversight of Manager Approval of Evaluations X X Needs Improvement
Finding 3 | Portal Access to Scoring Information X X Needs Improvement
Finding 4 | Calculations of Evaluation Scores X X Satisfactory

Management concurs with the above findings and prepared management action plans to
address deficiencies.

Control Environment

As the contracting division of architectural, engineering, and surveying services, the
Professional Engineering Procurement Services Division (PEPS) administers the Texas
Administrative Code (TAC) - required performance evaluations of prime providers.
Performance is assessed by evaluating both the prime provider project manager (PPM) and
their firm. The PEPS Center of Excellence (COE) established procedures for completing the
evaluations and provided training; however, individuals tasked with completing the
evaluations are TxDOT project managers (PMs) who are not within the PEPS division.

TxDOT policy dictates that evaluations be completed at least annually, approved by a
manager, shared with the prime provider for review and comment, and stored in the
evaluation database (Professional Services - Contract Administration Management System
(PS-CAMS)).

To encourage completion, PEPS emails monthly status reports to division directors and
district engineers to outline completion rates and number of evaluations currently due by
district/division (D/D), and additionally emails reminders to TxDOT PMs 30 days prior to an
annual evaluation being due.
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Summary Results
Audit testing completed resulting in management action plans.

Evidence
Evaluations are not being completed on a timely basis
during contract activity and at the end of the contract, as
required by Texas Administrative Code. As of October
Evaluation 2019:
Process e 591 of 814 (73%) past due evaluations were overdue
by greater than 12 months.
e Eighteen of 41 (44%) districts and divisions have 40%
or more past due evaluations.
PEPS does not help ensure that district and division
management approvals are completed, documented, or
retained in PS-CAMS, as required by PEPS policy.

Finding Scope Area

Evaluation

Process Thirteen of twenty-five (52%) PMs interviewed were not

able to provide support of manager approval for one
randomly selected evaluation for each PM.
Evaluation PS-CAMS allows firms and PPMs to view their evaluation
3 scores before they have been approved by TxDOT
Process

managers.
PS-CAMS contained programming errors that resulted in
some inaccurate calculations of evaluation scores for
evaluations tested from April 1, 2018 through October
15, 20109.
Evaluation o 48 of 2,361 (2%) evaluations were inaccurately
4 Process calculated.

0 12 errors found in these evaluations were the
most significant as they had a PS-CAMS
calculated score of zero instead of the actual
evaluation score for both the provider project
manager and firm sections.

Audit testing completed not resulting in management action plans.

Scope Area \ Evidence

Confirmed PS-CAMS does not allow questions to go

unanswered or have more than one score.

Testing was performed on the 2,361 evaluations

completed by TxDOT PMs between April 1, 2018 and

Unsatisfactory Performers October 15, 2019 to identify the frequency of low scores.

e 32 of 2,361 (1%) evaluations had a score of 40% or
less for the PPM and/or firm.

Evaluation Process
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Audit Scope and Methodology

The audit was conducted during the period from September 30 to November 22, 2019. The
population consisted of 2,361 evaluations completed by TxDOT PMs between April 1, 2018
and October 15, 2019.

Scope Area 1: Evaluation Process - to determine if the prime provider evaluation process
functions as designed.

Methodology included:

e Reviewed applicable sections of TAC 43 §9.41 and Code of Federal Regulations Title
23, Part 172.9(d)(2) to identify evaluation requirements.

e Reviewed TxDOT internal policies/documentation including PEPS manuals on
Contract Management for the Project Manager, Instructions for Entering Provider
Evaluations into PS-CAMS, and provider frequently asked questions.

e Interviewed key personnel including PEPS Center of Excellence (COE) Director and
COE Business Analysts, as well as, conducted interviews of 25 TxDOT PMs and 4
managers to understand the experience, process, monitoring, training, and concerns
of evaluating PPMs and firms.

e Randomly selected completed evaluations to verify manager approval in PS-CAMS
and whether the PM could provide support for manager approval.

e Checked database system functionality by recalculating evaluation scores, verifying
whether questions can go unanswered, and whether users can choose more than
one score for each question.

e Performed analysis to understand number and age of incomplete evaluations.

¢ |dentified population of evaluations with low and high scored questions that had no
supporting comments.

Scope Area 2: Unsatisfactory Performers - to identify actions taken by TxDOT for low
performing providers.

Methodology included:
e Reviewed criteria on project selection to determine how prior evaluation scores

factor.
e |dentified PPMs and firms with continual low scores to assess effects of low scores
over time.
Background

This report is prepared for the Texas Transportation Commission and for the Administration
and Management of TxDOT. The report presents the results of the PEPS Prime Provider
Performance Monitoring audit which was conducted as part of the Fiscal Year (FY) 2020
Audit Plan.

Evaluations of TxDOT’s prime providers have been conducted since the 1990s, before PEPS
was created as a division. As of April 2018, the evaluation format and criteria were revised
and began being completed electronically in PS-CAMS, which is the database system of
record for TxDOT’s engineering, architecture, and surveying contracts.
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Evaluations assess a PPM’s skills to manage a project using nine criteria and a firm’s ability
to administer the agreement using three criteria. TAC 43 §9.41 requires TxDOT to conduct
evaluations during the ongoing contract activity and at the completion of the contract. PEPS
policy recommends that comments be added to explain the rationale for selecting scores
above or below the median score of 3, on a 1 (unsatisfactory) to 5 (excellent) scale.
Evaluations can be done at the contract level for work done under specific deliverable
contracts or at the work authorization level for work done under indefinite deliverable
contracts.

Evaluations can serve a dual purpose at TXxDOT: 1) as a selection tool for future work
awarded to a prime provider firm and 2) as a management tool to provide feedback to the
firm. Evaluations are used to compute the Evaluation Score Average (ESA), which is used as
5-10% of the scoring criteria in the selection process when work is awarded.

Per TAC 43 §9.41, TxDOT is required to share each evaluation with the prime provider for
review and comment. PPMs are asked to acknowledge receipt with a signature and are
given the opportunity to submit written responses, as needed. In the case of a dispute, there
are documented actions available to help reach a resolution.

We conducted this performance audit in accordance with Generally Accepted Government
Auditing Standards and in conformance with the International Standards for the Professional
Practice of Internal Auditing. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. Recommendations to mitigate risks identified
were provided to management during the engagement to assist in the formulation of the
management action plans included in this report. The Internal Audit Division uses the
Committee of Sponsoring Organizations of the Treadway Commission (COSO) Internal
Control - Integrated Framework version 2013.

A defined set of control objectives was utilized to focus on reporting, operational, and
compliance goals for the identified scope areas. Our audit opinion is an assessment of the
health of the overall control environment based on (1) the effectiveness of the enterprise
risk management activities throughout the audit period and (2) the degree to which the
defined control objectives were being met. Our audit opinion is not a guarantee against
reporting misstatement and reliability, operational sub-optimization, or non-compliance,
particularly in areas not included in the scope of this audit.

Best Practices

The Dallas district (DAL) developed additional Standard Operating Procedures (SOPs) for
completing and approving evaluations. The SOPs include multiple levels of review and
requires approval by a director before the evaluation is released to the prime provider to
maintain consistency across the district’s evaluations. Monthly PEPS reports show that the
evaluation completion rates in DAL are among the highest in the state.
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Detailed Findings and Management Action Plans (MAP)

Finding No. 1: Completion of Evaluations

Condition
Evaluations are not being completed on a timely basis during contract activity and at the end
of the contract, as required by Texas Administrative Code (TAC).

Effect/Potential Impact

When evaluations are not completed on a timely basis, TXDOT cannot effectively evaluate
PPM performance that could be used to provide feedback or later in the selection process.
In addition, when incomplete evaluations are not included in the Professional Engineering
Procurement Services Division (PEPS) Prime Provider Monthly Report, statistics of
evaluations due are misrepresented to senior leadership.

Criteria

TAC 43 §9.41 states “The department project manager will document the prime provider’'s
performance on the contract by evaluating the project manager and the firm. Evaluations
will be conducted during the ongoing contract activity and at the completion of the contract.”

Sunset Advisory Commission’s November 2016 memo to TxDOT states “Agencies should
assess the overall success of a contractor’s performance to improve future contractor
selection.”

The PEPS Contract Management for the Project Manager manual states that evaluations
should be completed, at a minimum, annually and at the end of the work authorization or
contract.

Cause

While PEPS emails monthly reports to division directors and district engineers to outline
completion rates and number of evaluations currently due by district/division (D/D), there is
no additional monitoring to enforce completion. Additionally, PEPS monitoring and
communication of overdue evaluations is incomplete. For instance, after a work
authorization or contract has ended, incomplete evaluations that are greater than 9 or 15
months past due, respectively, are not included in the monthly report as they fall off the
report and are no longer tracked.

Evidence

The PEPS Prime Provider Monthly Report as of October 16, 2019 was reviewed to determine
the number of overdue evaluations identified by PEPS and the percentage of incomplete
evaluations for each D/D.
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As shown in the table below, 591 of 814 (73%) evaluations were greater than 12 months
past due, as reported on the October 2019 PEPS Prime Provider Monthly Report.

Months Past Due Numbe_r o
Evaluations
<3 months 90
4 - 6 months 51
7 - 9 months 40
10 - 12 months 42
>12 months 591
Total 814

Additionally, eighteen of 41 (44%) D/Ds have not completed 40% or more of evaluations
that were due:

Percent of evaluations

not completed Number of D/Ds
>80-100% 2
>60-80% 5
>40-60% 11
>20-40% 8
<=20% 15
Total 41

Work Authorization and Contract Evaluations Not Included in PEPS Prime Provider Monthly
Report

Per PEPS policy, past due evaluations are no longer included in the PEPS Prime Provider
Monthly Report 9 or 15 months after a work authorization or contract has ended,
respectively. Testing identified 218 evaluations that had been removed from the PEPS Prime
Provider Monthly report from April 2018 through October 2019.

Management Action Plans (MAPs):

MAP Owner:
Martin Rodin, Director, Professional Engineering Procurement Services Division

MAP 1.1: The Professional Engineering Procurement Services Division will send out a
separate monthly report to the division directors and district engineers providing them with
the evaluation status, number of evaluations due and percent complete. Older and
uncompleted evaluations will not drop off the report as they did at the 9 and 15-month mark
of being past due for work authorizations and contracts, respectively.

Completion Date: March 15, 2020
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MAP Owners:

District Engineers and Division Directors (for those who have Prime Provider Evaluations and
that are being tracked monthly by the Professional Engineering Procurement Services
Division)

MAP 1.2: District Engineers and Division Directors will monitor completion rates for the
Professional Engineering Procurement Services Division (PEPS) prime provider evaluations,
as communicated by the PEPS Division or as found on the PEPS internal website under
Reports & Statistics. This monitoring should be used to bring further attention and corrective
action to those district or division (D/D) teams that are not completing Prime Provider
Performance Evaluations in a timely manner. Further assessment will be performed by the
Internal Audit Division within 6 months of this report issuance to determine if additional
action(s) or escalation should be taken to improve the percent completion standing of all
D/Ds.

Completion Date: June 15, 2020
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Finding No. 2: Oversight of Manager Approval of Evaluations

Condition

The Professional Engineering Procurement Services Division (PEPS) does not help ensure
that district and division management approvals are completed, documented, or retained in
the Professional Services - Contract Administration Management System (PS-CAMS).

Effect/Potential Impact

When manager approvals are not completed and documentation to support the approval is
not obtained for evaluations, there is no independent level of review from the TxDOT project
managers (PMs) to help ensure consistency and uniformity among evaluations. In addition,
there can be an increased risk of a compromised future selection process without all
applicable information being considered.

Criteria
The Instructions for Entering Provider Evaluations into PS-CAMS manual states:

e The completed evaluation report must be shared with the TxXDOT manager or
supervisor that is responsible for the contract or work authorization.

e The manager should send written or email notification of approval to the TxDOT PM
or should “sign” the evaluation report using DocuSign. This notification of approval
must be filed in the project file. After the manager approves the evaluation, the
TxDOT PM must enter the management approval information into PS-CAMS.

The Contract Management for the Project Manager manual states:

e The designated supervisor or TXDOT manager must review the evaluation and send a
response to the TxDOT PM to indicate that the evaluation is approved.

Cause

PS-CAMS does not have mechanisms in place to track the completeness of manager
approvals or monitor its supporting documentation. In addition, 14 of 25 (56%) PMs
interviewed stated that they have not taken training on how to complete evaluations.

Evidence
Twenty-five PMs were asked to provide documentation of manager approval for one
randomly selected evaluation the PM had completed between April 1, 2018 and October 15,
20109.
o 13 0f 25 (52%) PMs were not able to provide support of manager approval for the
evaluation selected.

In addition, an analysis was performed on all 2,361 evaluations in PS-CAMS completed
between April 1, 2018 and October 15, 2019:
e 1,141 of 2,361 (48%) evaluations in PS-CAMS did not have a manager listed as
having approved the evaluation.
e 207 of 2,361 (9%) evaluations in PS-CAMS show that the PM and approving manager
are the same person.
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TxDOT PMs indicated that some PMs were not obtaining manager approval of their
evaluations. Additionally, some PMs had listed themselves as managers in PS-CAMS in order
to approve the evaluation.

Management Action Plan (MAP):

MAP Owners:

Dan Neal, Center of Excellence Section Director, Professional Engineering Procurement
Services Division

Dione Albert, Controls Section Director, Professional Engineering Procurement Services
Division

MAP 2.1: Professional Engineering Procurement Services Division (PEPS) will implement the
following:

1. PEPS will via email communicate and re-emphasize the need to obtain and document
management/supervisory approval for the evaluations. Also, that the evaluation will
not be visible in the consultant portal and available for comments until management
approval is obtained.

2. For evaluations that have not moved from TxDOT Project Manager Approved status to
Manager Approved status within a 3-month period, PEPS will add an automated
email from PS-CAMS that will remind the TxDOT Project Manager to complete the
evaluation process. On an annual basis, PEPS will query to search for any evaluations
that have not been completed within that 3-month period for reporting to the Districts
and Divisions.

3. PEPS will develop a recommendation to Information Technology Division (ITD) to
automate the process to extract the evaluation document and route through
DocuSign for supervisor approval. In the interim, PEPS will notify TxDOT project
managers to route the evaluations to their supervisors in DocuSign for approval.

Completion Date: June 15, 2020
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Finding No. 3: Portal Access to Scoring Information

Condition

The Professional Services - Contract Administration Management System (PS-CAMS) portal
allows outside firms and provider project managers (PPMs) to view evaluation scores before
they have been approved by TxDOT managers.

Effect/Potential Impact

By giving firms and PPMs the ability to view evaluation scores before they have been
finalized and approved, misunderstandings and unnecessary communications could occur
and negatively impact the working relationship between parties.

Criteria

PEPS Contract Management for the Project Manager manual states “Prior to sharing the
evaluation with the provider, the evaluation must be reviewed and approved by the TxDOT
manager or supervisor.”

Cause

PEPS began allowing firms and PPMs to view evaluation data within PS-CAMS in July 2019;
however, current PS-CAMS programming allows firms and PPMs to preliminary view scores
prior to finalization and approval of the evaluation.

Evidence
Observation of an existing evaluation in the PS-CAMS portal was conducted and it was noted
that scores are visible to portal users when an evaluation is in “TxDOT PM Aprvd” status.

Management Action Plan (MAP):

MAP Owner:
Dan Neal, Center of Excellence Section Director, Professional Engineering Procurement
Services Division

MAP 3.1: The Professional Engineering Procurement Services Division (PEPS) will work with
the Information Technology Division (ITD) to modify the Professional Services - Contract
Administration Management System (PS-CAMS) to change the timing that the prime provider
evaluation is available to the external customer after it is approved by TxDOT management
or a status of “Management Approved”. PEPS will communicate this change to the TxDOT
project managers via an email blast.

Completion Date: May 15, 2020

February 2020 11



PEPS Prime Provider Performance Monitoring TxDOT Internal Audit Division - Limited Scope

Finding No. 4: Calculations of Evaluation Scores

Condition
The Professional Services Contract Administration Management System (PS-CAMS) contains
programming errors that result in some inaccurate calculations of evaluation scores.

Effect/Potential Impact

When evaluation scores are not computed accurately, there is risk of a compromised
selection process when firms’ and provider project managers’ (PPMs) past performance
scores are inaccurate.

Criteria

The TxDOT Project Manager and Contract Administrator Responsibilities Table states that
Professional Engineering Procurement Services Division (PEPS) contract administrators will
be responsible for maintaining PS-CAMS and ensuring information is up-to-date/accurate.

Cause
Errors in system programming for PS-CAMS contributed to inaccurate score calculations.

Evidence

Testing was performed on evaluations completed in PS-CAMS from April 1, 2018 through
October 15, 2019 to validate the accuracy of the PPM and firm evaluation scores calculated
by PS-CAMS:

e PS-CAMS contained programming errors that resulted in some inaccurate
calculations of evaluation scores for evaluations tested from April 1, 2018 through
October 15, 2019.

0 48 of 2,361 (2%) evaluations were inaccurately calculated.
= 12 errors found in these evaluations were the most significant as they
had a PS-CAMS calculated score of zero instead of the actual
evaluation score for both the provider project manager and firm
sections. The 12 errors were subsequently corrected within PS-CAMS
to the supported actual evaluation score.

Management Action Plan (MAP):

MAP Owners:

Dan Neal, Center of Excellence Section Director, Professional Engineering Procurement
Services Division

Dione Albert, Controls Section Director, Professional Engineering Procurement Services
Division

MAP 4.1: The Professional Engineering Procurement Services Division (PEPS) will implement
the following:
1. PEPS had implemented two fixes to address this issue going forward. These were
implemented in June and October 2019.
2. PEPS s in the process of addressing the 48 instances with the TxDOT project
managers, some of these have already been resolved.
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3. On a semi-annual basis, PEPS will query Professional Services Contract
Administration Management System (PS-CAMS) to determine if there are any

reoccurring issues and will immediately work with the project manager to address the
issue.

Completion Date: May 15, 2020
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Observations and Recommendations

Audit Observation (a): Comments Not Required

Comments to support score rationale are not input into the Professional Services Contract
Administration Management System (PS-CAMS) by TxDOT project managers on a consistent
basis. Evaluation scores that are below or above the average score of 3 are strongly
encouraged, but not required to have a rationale entered into the comments section of PS-
CAMS.

Detailed scores and comments for all evaluations completed between April 1, 2018 and
October 15, 2019 were obtained. Testing identified:

Type of Evaluation Criteria Number of Number with No e
Comment to Support
Scores Scores Comments S
cores
1 and_2 (less than 1,030 593 599,
satisfactory)
4and 5 (better than 17,831 10,573 59%
satisfactory)

Effect/Potential Impact

Without rationales for low or high scores, the low/high scores may not be supported or
understood. In addition, feedback may not be given to the prime project managers and/or
firms on their developmental areas or strengths, which could impact future performance.

Audit Recommendation

The Professional Engineering Procurement Services Division (PEPS) should change the
policy to require comments to support scores above or below 3 and should program PS-
CAMS to require comments for those scores.

Audit Observation (b): Project Selection for Low Performers

There is no defined threshold that would escalate poor performance or subsequently
prevent lower-performing firms from submitting future proposals to be considered in a
solicitation and continuing to be awarded contracts. In addition, prior performance is
weighted 5-10% of the overall scoring during consultant selection, which may cause poor
performance with the firm/provider project manager to be overlooked during the consultant
selection process.

Effect/Potential Impact

Without a threshold or boundary that defines the circumstances under which a firm would
no longer be able to be considered for a solicitation, poorly performing firms can continue to
provide services for TxDOT. For design projects, poor performance could result in
unnecessary re-work during project construction.
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Audit Recommendation
The Professional Engineering Procurement Services Division (PEPS) should consider

establishing a threshold whereby firms would be skipped or not able to be considered in the
solicitation process without providing sufficient support to show corrective actions taken
that contributed to the low evaluation score. PEPS should also consider increasing the
weight of prior performance in the provider selection process.
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Summary Results Based on Enterprise Risk Management Framework
Audit Results Dashboard

PEPS Prime Provider Performance Monitoring
Scope Areas Evaluated

Business Objectives (Reporting, Operational, Compliance) .0, 0,C

ERM Component Control Activities Evaluation Process Unsatisfactory Performers

Organizational Tone 1

Business Objective/Goal-Setting

Control

Resource Capaci
Environment pacity

Forecasting/Budget

Training and Development
Risk Identification/Planning

Risk Assessment/Impact Analysis
Risk Assessment

Risk Response/Cost-Benefit Analysis

Business Continuity

Policies/Procedure Development & Maintenance 1, (a)
Approvals/Authorizations 2
Control Activities | Supporting Evidence/Records Retention 2

Segregation of Duties/System Access

Safeguarding Assets/Security

Information Classification

Information Input

Information & N N
Comr ation

Information Output

Internal and External Reporting 3

Exception Reporting Review 1

Reconciliations

Monitoring Root-Cause Analysis

Evaluations/Inspections

Management Action Plans

Scope Area Assessment

- - . Needs _
‘ Rating Assessment Grid Exemplary Satisfactory Unsatisfactory

Closing Comments

The results of this audit were discussed with the Professional Engineering Procurement
Services Division (PEPS) Director on February 18, 2020. The Internal Audit Division
appreciates the cooperation and assistance received from PEPS during this audit.
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