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Executive Summary 

Objective  
To evaluate the effectiveness and efficiency of enterprise policy governance at TxDOT.  

Control mechanisms are not designed or operating to optimize program efficiency and effectiveness. 
Programmatic improvements can be achieved by addressing control deficiencies identified. 
Improvements to address deficiencies include redesign, execution, and performance measurement.  

 
Summary Results 
Management concurs with the below findings and prepared management action plans to address 
deficiencies. 
 

Finding 1: Policy Governance Program Performance Measures and Expectations   
Control 
Design X Operating 

Effectiveness X Division Strategic Planning Division (STR) District No 

Adequate performance measures and expectations have not been defined for the policy governance 
program. The current strategy presents suboptimal intake and completion process that does not fully 
consider prioritization of agency-wide operational policies. 
 
The ownership of this process had transferred three times since a fiscal year (FY) 2013 TxDOT internal audit 
and the 2017 Sunset Advisory Commission Report that referenced accountability in moving forward. 
 
A review of the listing leveraged by the STR Policy Team as of June 14, 2022 revealed: 
 the prioritization of divisions to establish policy within the Enterprise Policy Library was not complete to 

align to agency changes since 2019 or operations needing the clarity of enterprise policy.  
 8 of 35 (23%) TxDOT divisions were not within the listing the Policy Team used to schedule meetings to 

discuss identification and prioritization of enterprise policies. 
 

(Impact): Without performance standards or expectations, it is difficult to measure or determine if the current 
policy governance program is operating effectively. Without consideration of the full scope of the agency, 
TxDOT has not established a sustainable method to identify and timely communicate enterprise policy for its 
employees.  

 
Finding 2: Policy Governance Program Standard Operating Procedures  
Control 
Design X Operating 

Effectiveness  Division STR District No 

Standard Operating Procedures (SOPs) for the policy governance program have not been fully developed or 
documented to include steps for handling changes or updates to new or existing policy criteria, records 
retention of policy documents, and subsequent communication and execution of policy changes. 

 
(Impact): Having an incomplete and undocumented process for policy governance, allows for unidentified 
policies or outdated policies to exist.  

 

Audit testing completed not resulting in management action plans. 

Scope Area 1: Enterprise Policy Governance 

 All eight published enterprise policies obtained all required reviews and approvals prior to publication. 

Overall Engagement Assessment 
 

  X  
Priority 1 Priority 2 Priority 3 Priority 4 
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Control Environment  
TxDOT’s policy governance program continues to evolve, and the STR’s Policy Team (or Policy Team) 
is working to identify enterprise policies through coordination with the divisions. The Policy Team is 
leveraging a listing of divisions, established by the General Counsel Division, to determine if there 
are policies that meet the enterprise policy criteria established by STR. The criteria requires 
submitted policy to be approved by TxDOT’s Executive Director or delegate. Policy owners are 
responsible for initially developing and maintaining their enterprise policy and are expected to follow 
STR’s policy development process.  
 
As part of STR’s policy development process, the draft enterprise policies must go through different 
levels of review depending on policy type. The Policy Team identified three policy types: 1) new or 
substantially changed enterprise policy, 2) existing enterprise policy, and 3) technical (tech) changes 
to enterprise policy. Reviews for new or substantially changed enterprise policy require the most 
involvement at eight distinguished levels, existing enterprise policy (for minor changes or updates) 
requires four levels of review, and tech changes only require two levels of review. After each review, 
the Policy Team works with the policy owner to address comments before sending the draft policy to 
the next reviewer. The Executive Director has the final policy approval authority and also has the 
ability to delegate this authority. The policy is published within STR’s Enterprise Policy Library 
SharePoint after this final approval. The Policy Team notifies the policy owner of the publication so 
that the policy owner can execute their own communication plan.  
 
Statewide sponsorship for policy governance program does not fully exist to support a strategic, 
expediated, or efficient means of publishing policies as the ownership of the process for policy 
governance had three different owners since 2013. 
 
Background 
The Policy Team was established in April 2019 as a result of the June 2017 Sunset Advisory 
Commission report. This team is tasked with developing a consistent agency-wide process so that all 
divisions have clearly defined responsibilities to serve the needs of the districts in helping to ensure 
TxDOT’s policies are reviewed, updated, and archived on a cyclical basis. The Policy Team is made up 
of the Strategy and Planning Section Director and two Policy Section Technical Writers.  
 
Enterprise policy is defined as any TxDOT management decision approved by executive leadership 
that applies to more than one division or district. The first policy published within STR’s Enterprise 
Policy Library was the Policy on Enterprise Policy (March 2020), since then the policy had been 
revised and updated in September 2020, November 2020, and more recently February 2022. 
During the testing period a total of eight policies have been published since the establishment of the 
Policy Team, and as of October 31, 2022, thirteen policies have been published to the Enterprise 
Policy Library. The Policy Team expects to work with 27 divisions within the divisional listing to 
identify enterprise policies within their existing policies, manuals, or memorandums by December 
2023. The next Sunset Advisory Review will be 2028 – 2029. 
 
Benchmarking with three other state departments of transportation, with established policy 
programs, found that each have identified approximately 100 enterprise policies. These policies help 
to broaden the education for their employees prior to the development of processes and procedures 
to align to each of these policies. The below diagram demonstrates the documentation hierarchy.  
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Illustration based on conversations held with other state departments of transportation. 
 
Best Practices  
Three other state departments of transportation with established policy programs identified the 
following within their programs: 
 Policy owners have 90 - 120 days to get policy approved and published, depending on the policy 

type. 
 Policy templates include effective dates and review dates; this allows for easy tracking as to 

when the policy needs to be re-reviewed. 
 Six months prior to policy review date, policy owners are notified. Policy owners must respond to 

the Policy Team with one of three actions: 1) policy is current and no updates are needed; 2) 
policy requires updates; or 3) policy is no longer relevant and may be canceled.  

 Spreadsheets are leveraged to track upcoming policy review dates as well as the division owning 
the policy and the policy owner’s name. 

 During the onboarding process of executive level employees, they are informed who owns the 
policy process and where it resides. 

 A centralized location for all policies, manuals, and committee charters.  
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Detailed Audit Report 

Scope and Methodology 

The audit was conducted during the period from June 1, 2022 to July 15, 2022. Testing focused on 
the review and approval process for the eight published enterprise policies as of June 14, 2022. 
 

Scope Area 1: Enterprise Policy Governance   
Evaluated the enterprise policy governance program established by the Strategic Planning Division (STR) for 
efficiency and effectiveness using methodology that included: 
 Reviewed TxDOT’s Enterprise Policy on Policy, Records Retention Schedule, and STR’s standard 

operating procedures for enterprise policy governance.  
 Conducted interviews with STR Strategy and Planning Section Director, Technical Writers, and policy 

owners. 
 For the eight published enterprise policies as of June 14, 2022, reviewed supporting documentation for 

the judgmentally selected policy types of new or substantially changed enterprise policy or existing 
enterprise policy to determine 1) if reviews and approvals were obtained as required, 2) if 
communication plans were executed, and 3) average time for policies to be published based on policy 
type.  

 Benchmarked with three state departments of transportation to identify possible leading practices for 
the policy governance process.   
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Detailed Audit Findings and Management Action Plans (MAPs) 

Finding No. 1:  Policy Governance Program Performance Measures and Expectations 
 
Condition 
Adequate performance measures and expectations have not been defined for the policy governance 
program. The current strategy presents a suboptimal intake and completion process that does not 
fully consider prioritization of agency-wide operational policies. 
 
Effect/Potential Impact  
Without performance standards or expectations, it is difficult to measure or determine if the current 
policy governance program is operating effectively. Without consideration of the full scope of the 
agency, TxDOT has not established a sustainable method to identify and timely communicate 
enterprise policy for its employees.  
 
Additionally, without a process to incorporate ongoing updates to standard operating procedures and 
policy memos, these updates/documents may not be known by all or would then exist indefinitely 
without being properly included into a formal policy or procedure manual.   
 
Criteria 
A previous Internal Audit Division report, issued in fiscal year 2013, identified a need for a 
systematic, agencywide approach to help ensure updated and complete policies and procedures to 
guide district operations. This need was further emphasized within the Sunset Advisory Commission 
report in June 2017, stating that having standard procedures promotes accountability for agency 
staff, predictability for those doing business with the agency, such as contractors, and the ability to 
meet expectations of the agency’s customers. Management Action 6.2 in the Sunset Advisory 
Commission report states that TxDOT should develop a consistent, agencywide process to ensure all 
divisions regularly update policy and procedure manuals to help ensure process changes are 
routinely incorporated and easily accessible, such as standard operating procedures and policy or 
procedural memos. 
 
Other state departments of transportation with established policy programs prioritize their reviews of 
existing policy by prioritizing policies based on updates required by federal and state authorities, 
agency, or operational needs. 
 
Cause 
Statewide sponsorship for this policy governance program does not fully exist to support a strategic, 
expediated, or efficient means of publishing policies as the ownership of the process for policy 
governance had three different owners since the 2013 audit report. Management Action Plans as 
the result of the audit were changed several times since the issuance of the 2013 audit report.  
 
In 2019 the policy governance process was transferred to the Strategic Planning Division (STR), and 
STR has been systematically working to establish a baseline of enterprise only policies first without 
consideration of manuals or other communication sources of policy across the state. In addition, with 
two Technical Writers, the current resources allocated to the team may not be sufficient to manage 
additional procedure manuals or sources of information to support the enterprise policy under 
review. 
 
STR is currently leveraging a listing of divisions that was provided to them to help establish their 
order of policy intake. This listing had not been evaluated by STR for incorporation of all divisions and 
consideration of their operational needs.   
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Evidence 
Policy Coverage Since the Sunset Advisory Commission Report 
Execution of the current process began in 2019 under STR when the Policy Team began creating the 
training and templates. While the initial policy issued was the Policy on Enterprise Policy (initially 
issued March 2020), as of October 31, 2022 thirteen policies have been published and testing 
focused on eight policies from six different divisions published to STR’s Enterprise Policy Library. 
 
A review of the listing leveraged by the STR Policy Team (Policy Team) as of June 14, 2022 revealed: 
 The prioritization of divisions to establish policy within the Enterprise Policy Library listing was not 

complete to align to agency changes since 2019 or operations needing the clarity of enterprise 
policy. 

 8 of 35 (23%) TxDOT divisions were not within the listing the Policy Team used to schedule 
meetings to discuss identification of enterprise policies. 

– 17 of 27 (63%) TxDOT divisions within the listing have not had the process initiated by 
the Policy Team to identify enterprise policies within their operational areas, and no 
schedule was noted as to when these discussions were planned. 

 
Timelines 
Target timelines were not established to measure and help drive progress and completion of the 
policy review process. Current timelines based on the review of eight published enterprise policies as 
of June 14, 2022 for 1) new or substantially changed, and 2) existing enterprise policies are below. 
 

Business Days of Draft Policy Submission to Published Policy by Type 
Policy Type Minimum Max  Average 

New or Substantially Changed Enterprise Policy 118 309 207 
Existing Enterprise Policy 27 174 89 

 
State Department of Transportation (DOT) Benchmarking 
Discussions were conducted with other state DOTs with policy programs established for ten or more 
years. Each had identified over one hundred enterprise policies within their libraries. One DOT had all 
policies, manuals, and committee charters developed and published in a centralized location. During 
the intake process the policy owner is granted access to the centralized location where templates 
can be found, and reviews and approvals can be tracked.    
 
Sunset Advisory Commission Report Risk Coverage 
Documents outlining the scope of the policy governance process did not include a separate process 
for incorporation of procedure manuals in a future process state. Procedural manuals are highly 
utilized by employees, and these also need to be developed and maintained. Currently, no 
sponsorship had been defined and completed for this part of the process. 
 

Management Action Plans (MAPs): 

MAP 1.1 Completion Date: January 15, 2023 Division: Yes District: No 
Review and update the previously provided the General Counsel Division listing of divisions used to identify 
policy by the Strategic Planning Division (STR) Policy Team with all TxDOT divisions. The listing should be re-
evaluated annually or more frequently as needed.  
MAP Owner: Beverly West, Strategy & Planning Section Director, STR  

 
MAP 1.2 Completion Date: March 15, 2023 Division: Yes District: No 

For the listing updated in MAP 1.1, add the estimated meeting dates for the remaining divisions that the 
Strategic Planning Division (STR) Policy Team has not met with. Divisions should be prioritized.  
MAP Owner: Beverly West, Strategy & Planning Section Director, STR 
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MAP 1.3 Completion Date: March 15, 2023 Division: Yes District: No 
The Strategic Planning Division (STR) Policy Team will update their policy governance standard operating 
procedures to include the following: 

 Timelines for the recurring reviews of policies. 
 Process for managing the updates and review schedule of the process manuals. 
 Process for managing the reminders of 30, 60, 90 days and escalation steps.   

MAP Owner: Beverly West, Strategy & Planning Section Director, STR 
 

MAP 1.4 Completion Date: March 15, 2023 Division: Yes District: No 
The Strategic Planning Division (STR) will create and implement a monitoring process for the policy program 
to include reminders and escalation methodology, as well as internal performance of the program as 
documented in the standard operating procedures.   
MAP Owner: Beverly West, Strategy & Planning Section Director, STR 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

Policy Governance                                                        TxDOT Internal Audit Division 

 

 

January 2023 8 

Finding No. 2: Policy Governance Program Standard Operating Procedures 
 
Condition 
Standard Operating Procedures (SOPs) for the policy governance program have not been fully 
developed or documented to include steps for handling changes or updates to new or existing policy 
criteria, records retention of policy documents, and subsequent communication and execution of 
policy changes.  
 
Effect/Potential Impact  
Having an incomplete and undocumented process for policy governance, allows for unidentified 
policies or outdated policies to exist. This could result in noncompliance with federal and state 
requirements as well as TxDOT rules and standards.  
 
Criteria 
The State of Texas Records Retention Schedule Section 1.1070 states that final agency rules, 
policies, and procedures must be retained after the completion, supersession or termination of the 
program, rules, policies, or procedures for three years. Also, Section 1.1071 states that working files 
for agency rules, policies, and procedures must also be retained until the completion, supersession 
or termination of program rules, policies, or procedures for three years.  
 
TxDOT Policy on Enterprise Policy defines the reviews needed prior to policy publication. It also states 
that policies are to be kept current and must be reviewed at minimum every two years, and approval 
for the removal from the enterprise policy for obsolete policies. The policy also requires policy owners 
to communicate new, substantially changed, or withdrawn enterprise policies to those affected. 
 
Strategic Planning Division’s (STR’s) Policy Communications Plan form requires policy owners to 
execute their communication plan of a published policy within ten business days after the 
publication to the enterprise policy library. 
 
Cause  
The foundation of TxDOT’s Enterprise Policy Program had not been fully established, as the Strategic 
Planning Division’s Strategic Planning Policy Team (Policy Team) was continuing to identify the 
policies that should be included in the Enterprise Policy Library. The initial process continues to 
evolve since the program was established in 2019.  

 
Additionally, previously approved enterprise policies have historically been overwritten within STR’s 
Enterprise Policy Library by the newly approved enterprise policies and have not been retained in 
accordance with TxDOT’s Policy on Enterprise Policy. 
 
Evidence 
Based on a review of the existing policy governance processes, the following were not included:  
 
New Policy Identification 
The process of new policy identification had not been documented to explain how new policies and 
new division policies will be captured and incorporated into the Enterprise Policy Library. 
 
Records Retention 
A centralized location for retaining working files associated to policy development and approval had 
not been identified or documented. Working files for all eight policies reviewed were found in more 
than one location such as the SharePoint Historical Policy Library, shared drive, or emails.  
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Communication of Policies 
The Policy Team’s SOPs did not require follow-up with policy owners validating the execution of the 
policy owner’s communication plans, resulting in two policies within one division that were not 
communicated to those impacted.   
 
Recurring Reviews 
For the eight completed enterprise policies, the process of how future policy review dates will be 
tracked and initiated for these already established policies had not been documented. 
 
Reviews and Approvals 
The following procedures regarding the review and approvals of enterprise policies were not 
documented within the Policy Team’s standard operating procedures: 
 Communication of the draft policies to committee members in advance of committee meetings 

to aid in preparation, and 
 Guidance for obtaining approvals from the respective Policy Division Chief, the Chief of Staff, and 

both Deputy Executive Directors.  
 

Management Action Plans (MAPs): 

MAP 2.1 Completion Date: March 15, 2023 Division: Yes District: No 
The Strategic Planning Division (STR) Policy Team will update their policy governance standard operating 
procedures to include the following:  

 Recurring review process for published policies including tracking of review dates. 
 Identification of new policy process. 
 Records retention process for working files.  
 Validation of the execution of communication plans. 
 Communication process of providing draft policies in advance of meetings to Tactical Steering 

Committee (TSC) and Executive Steering Committee (ESC) members. 
 Required routing for DocuSign process through respective Policy Division Chief, the Chief of Staff, 

Deputy Directors, and Executive Director. 

MAP Owner: Beverly West, Strategy & Planning Section Director, STR 
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Summary Results Based on Enterprise Risk Management Framework 

The Internal Audit Division uses the Committee of Sponsoring Organizations of the Treadway 
Commission (COSO) Internal Control – Integrated Framework version 2013. 

A defined set of control objectives was utilized to focus on operational and compliance goals for the 
identified scope areas. Our audit opinion is an assessment of the health of the overall control 
environment based on (1) the effectiveness of the enterprise risk management activities throughout 
the audit period and (2) the degree to which the defined control objectives were being met. Our audit 
opinion is not a guarantee against operational sub-optimization or non-compliance, particularly in 
areas not included in the scope of this audit. 
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Closing Comments 

This report is prepared for the Texas Transportation Commission and for the Administration and 
Management of TxDOT. The report presents the results of the Policy Governance audit which was 
conducted as part of the Fiscal Year (FY) 2022 Audit Plan.  
 
We conducted this performance audit in accordance with Generally Accepted Government Auditing 
Standards and in conformance with the International Standards for the Professional Practice of 
Internal Auditing. Those standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our 
audit objectives. Recommendations to mitigate risks identified were provided to management during 
the engagement to assist in the formulation of the management action plans included in this report.  
 
The results of this audit were discussed with the Strategic Planning Division’s Strategy & Planning 
Section Director on December 15, 2022. The Internal Audit Division appreciates the cooperation and 
assistance received from the personnel contacted during this audit. 
 


