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Printing Program TxDOT Internal Audit Division - Limited Scope

Objective

To determine that the printing process can help ensure accurate job costing and
effectiveness of operations now and when the new chargeback program begins in
September 2019.

Opinion

Based on the audit scope areas reviewed, control mechanisms require improvement and
only partially address risk factors and exposures considered significant relative to impacting
reporting reliability, operational execution, and compliance. The organization's system of
internal controls requires improvement in order to provide reasonable assurance that key
goals and objectives will be achieved. Improvements are required to minimize existing
process variation and control gap corrections that may result in potentially significant
negative impacts to the organization including the achievement of the organization's
business/control objectives.

Overall Engagement Assessment Needs Improvement

Finding
Operating
Title Control Design Effectiveness Rating
Finding 1 Job Cost Estimates Accuracy X X Needs Improvement
Finding 2 Data Integrity and Records X X Needs Improvement
Management
- Council on Competitive Government .
Finding 3 Cost Methodology X X Satisfactory

Management concurs with the above findings and prepared management action plans to
address deficiencies.

Control Environment

TxDOT printing services are performed both to meet internal needs, as well as, external
needs of other state agencies. Currently the costs for internal design (i.e., Creative Services)
and print services are maintained within the Communications Division (CMD) and Support
Services Division (SSD) budgets, respectively, with the exception of printing work that must
be outsourced (i.e., work that TxDOT cannot handle internally). In September 2019, the Print
Shop and Digital Print Center are targeted to begin billing (i.e., charging back) the requesting
District/Division (D/D) for services provided based on the estimated cost of services.

Creative Services provides editorial, design, and layout services that are to meet
professional standards and comply with TXDOT Brand Guidelines. Requests for these
services are submitted via the TXDOTNow portal; however, CMD estimates that 20% of their
work is submitted via other methods (ex., phone, email, etc.).

Larger/more complex print jobs are handled through the Print Shop and are to be submitted
via an internal form, which is used to create job tickets in the Print Shop’s system of record.
Print jobs that are of lower volume and require a quick turn-around can be submitted to the
Digital Print Center via the Web2Print portal.
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For external agency printing, an interagency contract (IAC) would exist between Texas
Comptroller of Public Accounts (CPA) and the TxDOT Print Shop. The IAC outlines the duties
and responsibilities of the Print Shop and the CPA for providing print services to other state
agencies. The IAC is for a two-year term which currently expires in August 2019 and contains
two additional renewal period options.

Texas Administrative Code (TAC) requires use of the Council on Competitive Government
(CCG) cost methodology in determining the cost to be allocated to print jobs. The IAC states
that an agency receiving services or resources from another agency should pay actual cost
or “nearest practicable estimate of cost”. State print jobs with anticipated cost of $2,500 or
more are required to be submitted through the CPA web portal for bidding. The CPA then
performs the bid tabulations and awards the print job request to the lowest bidder. TxDOT
bills state agencies the estimated cost, which may vary from the final actual costs. Internal
bi-annual performance reports of Print Shop services are to be submitted to the CPA.

Summary Results
Audit testing completed resulting in management action plans.

Finding Scope Area Evidence \
The Print Shop and Digital Print Center do not have
sufficient processes in place to achieve accurate cost
estimates, monitor the accuracy of cost estimates, or to
identify and correct errors made in actual cost:

Print Shop (Offset |[e The estimated costs for Print Shop jobs varied in

Printing) accuracy when compared to actual costs. In fiscal year
1 2019 through February 2019, there were 129 jobs with
cost overruns, on average 48% higher than estimated
Digital Print Center costs, while there were 209 jobs with cost underruns,

on average 24% less than estimated costs.

e The Digital Print Center does not track actual costs for
each print job and does not have backup for how cost
estimates were calculated.

Creative Services The asset systems of record for the Print Shop, Digital Print

Center, and Creative Services do not maintain a complete

Print Shop (Offset | record of the population of requested services and/or

2 Printing) accurate cost data.
Digital Print Center
, The Print Shop does not utilize the CCG cost methodology
3 Print Shop (Offset in determining the cost to be allocated to print jobs, as

Printing)

required by TAC.
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Audit testing completed not resulting in management action plans.

Scope Area Evidence \

e Ajudgmental sample of 28 Print Shop jobs were
reviewed to determine waste and whether they were
also available to end users electronically:

0 28 (100%) jobs did not produce waste materials.
0 13 of 28 (46%) jobs were available
electronically.

e Ajudgmental sample of 20 Digital Print Center jobs
were reviewed to determine waste and whether they
were also available to end users electronically:

Digital Print Center 0 17 of 20 (85%) jobs did not produce waste
materials.

0 11 of 20 (55%) jobs were available
electronically.

Print Shop (Offset Printing)

Audit Scope and Methodology

The audit was conducted during the period from March 8, 2019 to May 7, 2019, and the
scope and methodology are as follows:

Scope Area 1: Creative Services - To assess operations and cost of services.

Methodology included:

¢ Requested budgets for Editorial Services, as well as, Publishing and Design Services,
and calculated average cost per job.

¢ Requested the job request tickets for FY 2017 through February 2019 for Creative
Services activities and calculated average cost per job.

e Requested payment card (PCard) and purchase order (PO) report for external purchases
made from FY 2017 through February FY 2019 and analyzed the activity to identify
similar services that could be performed by the Print Shop or Creative Services.

Scope Area 2: Print Shop (Offset Printing) — To assess operations and cost of services.

Methodology included:
e Requested a detailed list of job tickets for FY 2017 through February 2019 and analyzed
for trends in utilization of Print Shop services.
e Judgmentally selected a sample of 25 completed TxDOT and interagency jobs from FY
2018 through February 2019 and performed the following;:
o Analyzed the accuracy of cost estimates compared to actual costs.
o Interviewed client to determine the reason for variances and any corrective
actions.
¢ Judgmentally selected a sample of 20 interagency jobs awarded to the TxDOT Print Shop
from FY 2018 through February 2019 and performed the following:
0 Requested the bid tabulation sheets for the sample of interagency jobs.
o Analyzed TxDOT’s cost competitiveness compared to other agencies.
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o0 Analyzed if the job would have been awarded to TxDOT or another state agency if

TxDOT’s cost estimate had equaled the actual job cost.
e Judgmentally selected a sample of 28 high volume TxDOT jobs from FY 2018 through
February 2019. Interviewed the D/D to perform the following:

0 Determined whether the content was available electronically, the reason for high
production volume, and the authorization process for the project.

0 Requested and reviewed the scrap/waste report and interviewed client to
determine whether there was scrap materials from the job.

Scope Area 3: Digital Print Center - To assess operations and cost of services.

Methodology included:
e Requested a detailed list of job tickets and analyzed trends in utilization of Digital Print
Center services.
e Selected a judgmental sample of 12 jobs from FY 2018 through February 2019 and
interviewed the client to obtain support for the unit cost.
e Judgmentally selected a sample of 20 high volume jobs from FY 2018 through February
2019. Interviewed the D/D to perform the following:
0 Determined whether the content was available electronically, the reason for high
production volume, and the authorization process for the project.
0 Requested and reviewed the scrap/waste report and interviewed client to
determine whether there was scrap materials from the job.

Background

This report is prepared for the Texas Transportation Commission and for the Administration
and Management of TxDOT. The report presents the results of the Printing Program audit
which was conducted as part of the FY 2019 Audit Plan.

On September 1, 1995, the Texas Legislature gave the CPA authority to assist state
agencies with their printing activities, which included coordinating the activities among state
Print Shops. Beginning in 2017, the CPA assumed management of the state Print Shops
from the CCG. There are seven Statewide Procurement Division-approved Print Shops.
TxDOT hosts one of the seven Print Shops that are authorized to print for Texas state
agencies.

Printing services encompasses two divisions within TxDOT: CMD and SSD. The Creative
Services section of CMD provides editorial, design, and publishing services. SSD’s Statewide
Program Support and Services Section (also known as the Print Solutions Section) includes
print solutions services through the Print Shop and the Digital Print Center. The Print Shop
section of SSD offers high volume and quality printing and binding services to TxDOT'’s
internal and external customers. The Digital Print Center specializes in short-run printing
jobs with a fast turn-around time and only handles requests from TxDOT'’s internal
customers.
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Of the 2,250 Print Shop jobs from FY 2017 through February 2019, the top five customers
made up 77% of the total dollar value and 57% of the total number of print jobs:

Top 5 Print Shop Customers,
FY 2017 - Feb 2019

Total $ Total #
TxDOT or Interagency Entity Value of Jobs
TxDOT Traffic Division $ 4,044,885 501
TxDOT Travel Division $ 1,072,874 111
Texas Legislative Council $ 454,608 263
Texas Commission on Environmental Quality | $ 398,417 269
TxDOT Support Services Division $ 371,970 136
Total - Top 5 $ 6,342,754 | 1,280
Total - All Internal and External Jobs $ 8,269,700 | 2,250
Top 5 as % of Total 77% 57%

Source: data provided by the Print Shop from their enterprise system

Of the 11,857 Digital Print Center jobs from FY 2017 through February 2019, the top five
customers made up 58% of the total dollar value and 27% of the total number of print jobs:

Top 5 Digital Print Center Customers,
FY 2017 - Feb 2019

Total #
Top 5 D/Ds Total $ Value | of Jobs
Human Resources Division $ 563,719 1,290
Traffic Operations Division $ 296,446 257
Support Services Division $ 185,519 1,178
Maintenance Division $ 167,140 218
Construction Division $ 116,521 274
Total - Top 5 $ 1,329,345 3,217
Total - All Jobs $ 2,307,370 | 11,857
Top 5 as % of Total 58% 27%

Source: data provided by the Digital Print Center from their enterprise system

We conducted this performance audit in accordance with Generally Accepted Government
Auditing Standards and in conformance with the International Standards for the Professional
Practice of Internal Auditing. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. Recommendations to mitigate risks identified
were provided to management during the engagement to assist in the formulation of the
management action plans included in this report. The Internal Audit Division uses the
Committee of Sponsoring Organizations of the Treadway Commission (COSO) Internal
Control - Integrated Framework version 2013.

A defined set of control objectives was utilized to focus on reporting, operational, and
compliance goals for the identified scope areas. Our audit opinion is an assessment of the
health of the overall control environment based on (1) the effectiveness of the enterprise
risk management activities throughout the audit period and (2) the degree to which the
defined control objectives were being met. Our audit opinion is not a guarantee against
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reporting misstatement and reliability, operational sub-optimization, or non-compliance,
particularly in areas not included in the scope of this audit.

Best Practices

While not a requirement, a best practice was identified in which D/Ds requesting print work

are receiving approval internally within their D/D prior to submitting print requests to the

Digital Print Center. A judgmental sample of 20 Digital Print Center jobs from FY 2018

through February 2019 were selected, and interviews were held with the requesting D/D to

determine if there was approval within the D/D prior to the D/D submitting the print request:
e 19 of 20 (95%) Digital Print Center jobs tested had approval within the D/D prior to

the D/D submitting the print request, according to client interviews.
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Detailed Findings and Management Action Plans (MAP)

Finding No. 1: Job Cost Estimates Accuracy

Condition

The Print Shop and Digital Print Center do not have sufficient processes in place to achieve
accurate cost estimates, monitor the accuracy of cost estimates, or to identify and correct
errors made in actual cost.

Effect/Potential Impact

Significant variances between estimated and actual costs at the Print Shop would result in
under or overcharging both internal and external customers (i.e., interagency contracts).
When the actual cost of an interagency print job exceeds the estimated cost, TXDOT absorbs
the additional cost and subsidizes the external customer’s print cost. Interagency jobs may
be awarded to TxDOT based on an inaccurate and low cost estimate.

Without having supported estimated costs or accumulated actual costs, the Digital Print
Center may be under or overcharging for their services.

Criteria

Texas Government Code Section Sec. 771.007 Reimbursement and Advancement of Costs,
“An agency that receives services or resources under this chapter shall reimburse each
agency providing the services or resources the actual cost or the nearest practicable
estimate of that cost.” Furthermore, the Interagency Cooperation Contract between the
Comptroller of Public Accounts (CPA) and TxDOT states that the performing agency is
allowed to invoice the customer an amount to recover its cost for performing the job.

One of TxDOT's strategic goals, titled Foster Stewardship, is to ensure efficient use of state
resources.

Cause

For the Print Shop, corrections made to cost actuals are done in a spreadsheet, and
erroneous data in the enterprise system remained uncorrected. The Print Shop staff also
note that inaccuracies in cost actuals were primarily due to operator input errors and the
enterprise system charging excessive amounts of inventory to some jobs.

The Web2Print system utilized by the Digital Print Center generates estimated costs of each
job but does not track actual costs of those jobs.

Evidence
Print Shop
Interagency Bids
From fiscal year (FY) 2018 through February 2019, TxDOT submitted 530 bids for
interagency work. A sample of 20 bids was reviewed to 1) compare actual cost with the
estimated bid and 2) determine whether the accuracy of the bid could have resulted in a
different award decision:
e For 11 of 20 (55%) bid tabulations, TXDOT's actual cost exceeded the bid of at least
one other bidder.
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0 TxDOT's actual costs per project won exceeded the competition’s bids on
average by 28%.

Print Shop Variances
An analysis of estimated costs for 1,664 Print Shop jobs for the period of September 1,
2016 through February 28, 2019, resulted in both overruns and underruns as noted in the

following:
Cost Overruns Cost Underruns Total
{OAES Aug % ioMgs AVE %

Total $ of raunr;m Overrun | Total $ of | Total # of : Undemuns | Undermuns

Overruns | Overruns @ PerJob | PerJob | Underruns |Underuns: PerJob | PerJob Net § Absolute §
FY 2047 $405,993 447 1% 908 48%| §(174,835) 25018 (699 -25%| § 231,158 5B80.828
FY 2018 $407 346 366:% 1113 53%| $(383.755) 263 i § [1.459) 30%| 5 23501 701,101
FY 2048 To-Date | 5119.8564 129 1% 929 48%] 5(210.546) 209 | § [1.007) -24%] 5 (90.682) 330,410

Total| § 164,067 | $ 1,702,339

Source: data provided by the Print Shop from their enterprise system. Data above excludes jobs
without estimated and/or actual costs.

Digital Print Center
The Digital Print Center does not track actual costs. Of the 11,857 jobs from September 1,
2017 through February 28, 2019, a sample of 12 jobs were judgmentally selected to
determine there was support for the cost estimate:
e 12 0f 12 (100%) jobs did not have support for how the cost estimates were
calculated.

Management Action Plan (MAP):
MAP Owner: Rhonda Branecky, Statewide Programs Director, Support Services Division

MAP 1.1: Support Services Division (SSD) will develop a standard operating procedure (SOP)
for the proper charging of the employee timesheets and materials in the Enterprise System.
Then they will be reviewed daily and corrected if needed within 72 hours. As part of the SOP
development, we will develop training requirements.

MAP 1.2: Support Services Division (SSD) will develop a standard operating procedure (SOP)
for the cost estimating process and how to make corrections to the system. As part of the
SOP development, we will develop training requirements.

MAP 1.3: Support Services Division (SSD) will develop a standard operating procedure (SOP)
for a review of all cost estimates prior to submitting the bid. As part of the SOP development,
we will develop training requirements.

Completion Date: October 15, 2019
MAP 1.4: Digital Print Center will start to monitor profit and loss on a monthly basis.
Completion Date: Action Completed

MAP 1.5: Digital Print Center will establish a threshold for variances (i.e., profit or loss) that
would require further action.

Completion Date: September 15, 2019
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Finding No. 2: Data Integrity and Records Management

Condition

The asset systems of record for the Print Shop, Digital Print Center, and Creative Services do
not maintain a complete record of the population of requested services and/or accurate
cost data.

Effect/Potential Impact

Missing or incomplete records may prevent TxDOT from easily and accurately conducting
analysis to manage their operations based on trends or identified issues. Accountability
would be difficult to determine and may provide a way to conceal fraud/waste/abuse, if
such events did occur. It may also prohibit analyzing performance in meeting or beating their
estimated cost, as well as, the ability to accurately estimate those costs. This could also limit
the ability of this section to operate in the most cost-effective manner.

Criteria

The Texas Government Code, Subchapter C, Sec. 441.031 defines a state record as any
written, photographic, machine-readable, or other recorded information created or received
while conducting state business.

Texas State Library and Archives Commission, Electronic Records Standards and
Procedures, State Agency Bulletin Number One, Section 6.94 Minimum Requirements for all
Electronic State Records outlines the requirements for each state agency as the following
among others:

e Manage electronic state records according to the state agency’s records
management program and certified records retention schedule regardless of format,
system, or storage location;

e Maintain state agency ownership and responsibility for state records regardless of
where the record originates or resides, including but not limited to cloud computing
services and social media sites;

e Ensure that electronic state records remain readily retrievable and readable for as
long as they are maintained by the state agency by migration or by maintaining any
software, hardware, and documentation required to retrieve and read the electronic
state records;

e Preserve the authenticity, integrity, reliability, and usability of the records;

e Ensure that electronic state records are readily retrievable and readable
independently of other records in the information or storage system.

Cause

The Print Shop, Digital Print Center, and Creative Services accept requests for services in
forms outside of their system of record, such as phone calls and emails. A process to track
and maintain all job-related request records has not been consistently followed.

In addition, job records missing from the Digital Print Center system were due to requests

being canceled by the customer before submitting the job and a server maintenance
process causing gaps in the sequence for newly created jobs.
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Manual entry of data into the Print Shop and Digital Print Center systems and the set-up of
those systems caused some blank fields and some inconsistencies in unit price for jobs. At
the Print Shop, corrections made to actual costs is done in a spreadsheet (i.e., the manual
production report), and erroneous data in the enterprise system remained uncorrected.

Evidence

The Print Shop, Digital Print Center, and Creative Services systems of record data for the
period of fiscal year (FY) 2017 through February 2019 were reviewed. Examples of concerns
with data integrity and records retention identified are noted below:

e Print Shop:

0 Job tickets combined different types of jobs, for example signs, banners, and
stickers, into one ticket with one-unit price for all.

0 Unit cost formulas were manually overwritten, which created incorrect values
in some cases in the manual production report.

0 80 jobs on the Estimate vs Actual Report from the enterprise system were not
on the manual production report, indicating incomplete tracking.

0 Job numbers were not in a consistent format, some were text and others were
numbers.

e Digital Print Center:
0 821 of 11,857 (7%) records had a blank quantity field or a zero in the job
order amount field.
0 43% of the total number of job tickets were missing from the number
sequence and could not be accounted for.

e Creative Services:

0 Creative Services estimates that 80% of their jobs are submitted through
TxDOTNow while the remaining 20% are received via email, phone, or in-
person and are not inputted into TXDOTNow.

0 Reports provided were not in sync and provided low level of details.

Management Action Plan (MAP):
MAP Owner: Rhonda Branecky, Statewide Programs Director, Support Services Division

MAP 2.1: Print Shop will no longer do any manual correction on the reporting. The reports
will be system generated. No jobs will be deleted; they will only be canceled. All jobs are
entered into the enterprise system. Digital Print’s system will always have gaps in the
ticketing because if a customer creates and deletes a job, that number goes away. All jobs
will be entered into Web2Print system. The Support Services Division will coordinate with the
Communications Division to determine if any system/process changes need to be
implemented to enable districts/divisions to obtain a quote for the cost of printing prior to
going ahead with design work.

MAP 2.2: Print Program will ensure all records are retained in accordance to TxDOT’s record
retention policy.
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Completion Date: September 15, 2019

MAP Owners:

Beth Hallmark, Director, Communications Division

Michael Sledge, Creative Services Section Director, Communications Division
Rhonda Branecky, Statewide Programs Director, Support Services Division

MAP 2.3: The Communications Division and Support Services Division will evaluate and
recommend a software solution to the Information Management Division that will allow input
and tracking of requests through the Communications Division’s Creative Services Section
and the Support Services Division’s Printing Program functions.

Completion Date: January 15, 2020

MAP Owner: Tony Ortega, Digital Print Center Supervisor Il, Support Services Division

MAP 2.4: Support Services Division’s (SSD) Digital Print Center has discussed the issues in
reference to missing job tickets with the Web2Print software vendor to determine the root
causes for missing job ticket numbers and to take any necessary remedial action.

The vendor has responded with an acceptable answer ensuring us that we would never lose
a print order once submitted and they have explained that missing numbers will continue to
vanish due to the design and server.

No remedial action is needed; SSD is satisfied with the program and has a better
understanding of root causes of the missing ticket numbers.

Completion Date: Action Completed
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Finding No. 3: Council on Competitive Government Cost Methodology

Condition
The Print Shop does not utilize the Council on Competitive Government (CCG) cost
methodology in determining the estimated cost to be allocated to print jobs.

Effect/Potential Impact
Cost allocated to TxDOT’s print jobs may not capture all applicable costs.

Criteria

Texas Administrative Code (TAC) §20.382(c) requires that interagency contracts (IACs)
between Print Shops and the Comptroller of Public Accounts (CPA) include a stipulation that
each Print Shop utilize the CCG cost methodology in determining the cost of printing.

Cause
The IAC between the TXDOT Print Shop and the CPA does not include a requirement to utilize
the CCG cost methodology.

Evidence

The Print Shop noted that they were not utilizing the CCG cost methodology. A review of the
current IAC with the CPA, effective September 1, 2017 through August 31, 2019, did not
include a requirement to utilize the CCG cost methodology.

The CCG cost methodology outlines five steps in determining the cost analysis process. Step
3 is to determine total in-house costs. In-house cost should include direct costs such as

salaries and wages, fringe benefits, rent/lease of buildings, telecommunications, utilities,
statewide indirect costs, and agency-wide indirect support.

Management Action Plan (MAP):

MAP Owner: Rhonda Branecky, Statewide Programs Director, Support Services Division
MAP 3.1: Print Shop will work with TXDOT General Counsel Division to determine the next
steps regarding the Texas Administrative Code (TAC) requirement and see if it is necessary
to work with Contract Services and the Comptroller on the interagency contract

requirements.

Completion Date: October 15, 2019
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Observation and Recommendation

Audit Observation (a): Utilization of External Design and Print Purchases
TxDOT personnel are utilizing payment cards (PCards) and purchase orders (POs) for
external design and print services expenditures. PCard and PO procurements from fiscal
year (FY) 2018 through February 2019 were analyzed to identify external purchases of
creative services and printing related jobs. Based on a review of object codes, the following
was identified:
e PCard: 550 transactions for a total of $134K
e POs:
0 Regular POs: 28 purchases at a cost of $509K
0 Blanket POs: 7 blanket orders with 268 releases at a cost of $2.1M

Testing was not performed to fully determine the extent to which the above PCard and PO
purchases were for work that TxDOT is unable to complete internally.

Effect/Potential Impact

End products may not meet professional standards nor comply with TxDOT’s Brand
Guidelines without being vetted by Creative Services prior to purchase. The external
expenditure of resources outside of TxDOT for services readily available internally may not
foster good stewardship of resources.

Audit Recommendation

The Communications Division (CMD) should develop guidelines and requirements for
districts and divisions to make initial contact with CMD for design requests prior to engaging
external resources. The Support Services Division (SSD) should coordinate with the
Procurement Division (PRO) to ensure that PRO has a sufficient process for checking that
end users contacted SSD for print requests prior to engaging external resources.
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Summary Results Based on Enterprise Risk Management Framework
Audit Results Dashboard

Printing Program

Scope Areas Evaluated
Business Objectives (Reporting, Operational, Compliance) 0 R, O, C R, O

Print Shop

iviti Creative Services
ERM Component Control Activities (Offset Printing)

Digital Print Center

Organizational Tone

Business Objective/Goal-Setting

Control

Resource Capacr
Environment pacrty

Forecasting/Budget 1 1

Training and Development

Risk Identification/Planning

Risk Assessment/Impact Analysis

Risk Assessment
Risk Response/Cost-Benefit Analysis

Business Continuity

Policies/Procedure Development & Maintenance
Approvals/Authorizations
Control Activities | Supporting Evidence/Records Retention

Segregation of Duties/System Access

Safeguarding Assets/Security

Information Classification

Information Input

Information &

o Information Processing
Communication

Information Output

Internal and External Reporting

Exception Reporting Review

Reconciliations 1, 2 1, 2

Monitoring Root-Cause Analysis

Evaluations/Inspections

Management Action Plans

Scope vea Rssessment I

- _ . Needs :
Rating Assessment Gnd Exemplary Satisfactory Unsatisfactory

Closing Comments

The results of this audit were discussed with/provided to the Creative Services Director and
Statewide Program Support Services Director on August 16, 2019. The Internal Audit
Division appreciates the cooperation and assistance received from the Creative Services
and Support Services Divisions during this audit.
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