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Objective 
To assess the effectiveness of the project prioritization portfolio analysis tool used by the 
Transportation Planning and Programming Division (TPP) and districts for annual project 
submission.  
 
Opinion 
Based on the audit scope areas reviewed, control mechanisms require improvement and 
only partially address risk factors and exposures considered significant relative to impacting 
operational execution and compliance. The organization's system of internal controls 
requires significant improvement in order to provide reasonable assurance that key goals 
and objectives will be achieved. Improvements are required to minimize existing process 
variation and control gap corrections that may result in potentially significant negative 
impacts to the organization including the achievement of the organization's 
business/control objectives.  
 

Overall Engagement Assessment Needs Improvement 
     

Findings 

 Title Control Design 
Operating 

Effectiveness Rating 

Finding 1 Access Rights  X X Needs Improvement 

Finding 2 Data Integration System Validation  X X Needs Improvement 

 
Management concurs with the above findings and prepared management action plans to 
address deficiencies.  
 
Control Environment 
As part of the Unified Transportation Program (UTP) annual development process, the 
Transportation Planning and Programming Division (TPP) uses a portfolio analysis tool to 
compare and prioritize candidate transportation projects for Categories 2, 4, and 12 across 
the state. The portfolio analysis tool calculates project scores with data from five sources 
through a data integration system that pre-processes the data. 
 
The portfolio analysis tool evaluates each project on six criteria (i.e., highway safety, 
preservation, congestion, connectivity, economic impact, and environmental effects) while 
using an additional 27 sub-criteria to calculate an overall individual project score. Scores 
assigned by the portfolio analysis tool are dependent on the group of projects with which it is 
compared. 
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Summary Results 
Audit testing completed resulting in management action plans. 
 

Finding  Scope Area Evidence 

1 System Security 

User access rights for the data integration system and 
portfolio analysis tool were not monitored by TPP to help 
ensure proper and necessary access. Additionally, user 
activity tracking logs were not retained to allow for review of 
user activities.  

2 System Design 
and Operation 

TPP did not fully assess their data integration system to 
help ensure it is computing as intended and that source 
data used in the project score calculations is accurate and 
complete. 

 
Audit testing completed not resulting in management action plans. 
 

Scope Area Evidence 

System Design and 
Operation 

Testing was performed on the fiscal year (FY) 2020 portfolio 
to recalculate system-generated project scores: 
 All 716 recalculated project scores agreed to the 

system-generated score. 

Project Score 

A reconciliation analysis was performed between projects in 
the portfolio analysis tool and those in the final 2020 UTP to 
determine if additional transparency in the project selection 
process existed:  
 Documentation was provided to support rationale for 

those projects not included in the 2020 UTP (i.e., 
Texas Transportation Commission request, request 
for deauthorization by the district or metropolitan 
planning organization) but were included and scored 
in the portfolio analysis tool. 

 
Audit Scope and Methodology 
The audit was conducted during the period from December 19, 2019 to February 11, 2020. 
The scope and methodology were as follows:  
 
Scope Area 1: System Design and Operation – To determine accuracy of system calculations 
and data inputs.  
 
Methodology included: 
 Reviewed applicable sections of Fixing America’s Surface Transportation Act, House 

Bill 20, Sunset Advisory Commission Staff Report for TxDOT, Texas Administration 
Code, Texas Transportation Code to identify regulatory requirements.  

 Reviewed TxDOT internal policies/documentation including the Transportation 
Programming Scheduling Manual and Information Security Policy Manual to 
understand TxDOT’s policies. 
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 Interviewed TPP to understand the monitoring and overseeing process over data 
integration system and portfolio analysis tool.  

- Judgmentally selected two of five data source systems (Maintenance 
Division’s pavement system and Bridge Division’s bridge system) that feed 
into the project score calculation.  

- Judgmentally selected data from the two source systems and compared to 
data in data integration system to ensure the data matched. 

 Evaluated if the criteria weighting in portfolio analysis tool matched the criteria 
weighting within data integration system manual. 

 For two of 27 sub-criteria calculations, judgmentally selected 40 samples to 
determine the system calculated score was in agreement with data integration 
system manual. 

- Samples were judgmentally selected to help ensure coverage across as many 
districts as possible. 

 Recalculated the scores for all 716 projects within the statewide portfolio in portfolio 
analysis tool and compared to the system-generated score. 

 
Scope Area 2: System Security – To evaluate user access and system change procedures.  

 
Methodology included: 
 Interviewed data integration system and portfolio analysis tool system administrators 

to understand the user access rights management process for both systems.  
 Obtained data integration system and portfolio analysis tool user lists generated from 

both systems to ensure user access rights match with their job duties.  
 Observed users editing the data and criteria weighting in both systems to ensure only 

authorized users were granted access to edit and save the changes. 
 Interviewed planners and employees within Transportation Planning and 

Development for all 25 districts to gain an understanding of the use of portfolio 
analysis tool in each district.   
 

Scope Area 3: Project Score – To assess the effectiveness of portfolio analysis tool for 
project selection.  

 
Methodology included: 
 Performed data analysis of the projects in portfolio analysis tool and the 2020 UTP to 

determine the ranking of projects that were not subsequently approved by the Texas 
Transportation Commission.  

 
Background 
This report is prepared for the Texas Transportation Commission and for the Administration 
and Management of TxDOT. The report presents the results of the Project Prioritization 
Portfolio Analysis Tool audit which was conducted as part of the Fiscal Year (FY) 2020 Audit 
Plan.  
 
Per Fixing America’s Surface Transportation Act, House Bill 20 and Sunset Advisory 
Commission Staff Report for TxDOT, TxDOT was required to develop performance measures 
for projects included in each district's portfolio and statewide performance measures to 
report whether the department is developing the appropriate volume and mix of projects. To 
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comply with this requirement, in 2016, TPP procured a portfolio analysis tool to improve the 
project selection process by projecting the project’s performance based on six pre-
determined criteria (i.e., safety, preservation, congestion, connectivity, economic 
development and environmental effect). However, this software was not able to pull data 
from TxDOT’s current data source systems to perform the project prioritization process. 
Therefore, in 2016, TPP hired a consultant firm to build a data integration system to help 
pull data from TxDOT data source systems and feed them into portfolio analysis tool. TxDOT 
has spent an average of $3.9M per year on both systems.  
 
We conducted this performance audit in accordance with Generally Accepted Government 
Auditing Standards and in conformance with the International Standards for the Professional 
Practice of Internal Auditing. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives. Recommendations to mitigate risks identified 
were provided to management during the engagement to assist in the formulation of the 
management action plans included in this report. The Internal Audit Division uses the 
Committee of Sponsoring Organizations of the Treadway Commission (COSO) Internal 
Control – Integrated Framework version 2013. 
 
A defined set of control objectives was utilized to focus on operational and compliance goals 
for the identified scope areas. Our audit opinion is an assessment of the health of the 
overall control environment based on (1) the effectiveness of the enterprise risk 
management activities throughout the audit period and (2) the degree to which the defined 
control objectives were being met. Our audit opinion is not a guarantee against operational 
sub-optimization or non-compliance particularly in areas not included in the scope of this 
audit. 
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Detailed Findings and Management Action Plans (MAP)  
 
Finding No. 1: Access Rights 
 
Condition 
User access rights for the data integration system and portfolio analysis tool were not 
monitored by the Transportation Planning and Programing Division (TPP) to help ensure 
proper and necessary access. Additionally, user activity tracking logs were not retained to 
allow for review of user activities.  
 
Effect/Potential Impact  
Without user access rights policies, procedures, and monitoring, TPP does not have the 
ability to properly manage user access rights. Employees who are no longer with TxDOT may 
still be able to access the systems and add/remove/modify projects within the individual 
and/or statewide portfolio.   
  
Criteria 
TxDOT’s Information Security Policy Manual requires adherence to the principle of least 
privilege. The type of access an authorized person is granted will not exceed the necessary 
allowances required for specific duties or tasks.  
 
The Texas Department for Information Resources (DIR) Security Control Standards Catalog, 
which TxDOT is required to comply with according to Title 1, Texas Administrative Code 
§202.26, states: 
Access Control (AC) - 2, Account Management: 

 Specifies authorized users of the information system, group and role membership, 
and access authorizations (i.e., privileges) and other attributes for each account  

 Notifies account managers:  
- When accounts are no longer required  
- When users are terminated or transferred 
- When individual information system usage or need-to-know changes  

 Review accounts for compliance with account management requirements at state 
organization-defined frequency.  

 
Cause  
The system administrator for the data integration system and portfolio analysis tool does not 
monitor user access. In addition, not all districts use the tool as it is optional for districts to 
use. Based on interviews conducted with planners and employees within Transportation 
Planning and Development for all 25 districts:  

 15 of 25 (60%) districts used the tool to assist in their 2020 Unified Transportation 
Program (UTP) project selection (1 Metro, 7 Urban, 7 Rural). 
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Evidence 
A review of the data integration system and portfolio analysis tool user lists as of February 
10, 2020 was performed to evaluate user access rights: 

 

Entity  Users  Portfolio Analysis Tool 
Data 

Integration System 

TxDOT 
Inactive Users2  244 66% 132 71% 

Active Users  123 34% 54 29% 

MPO1 
Inactive Users2 144 63% 29 73% 

Active Users  85 37% 11 28% 

Consultants 
Inactive Users2  39 63% 10 59% 

Active Users  23 37% 7 41% 

All  
Inactive Users2  427 65% 171 70% 

Active Users  231 35% 72 30% 

 
1. Metropolitan Planning Organizations (MPO)  
2. In-active users include:  

 Portfolio analysis tool users that have not logged in since 2018, users with expired 
passwords, users that were invited but never logged in, and users with reset pending and 
reset pending locked. 

 Data integration system users that have not logged in since 2019.  
 
In addition, one MPO user was granted access to all permission types and all areas that 
were available in the data integration system, which should only be granted to the system 
administrator. A user activity tracking log was also not retained to allow for review of user 
activities. Based on a review of a system-generated report, the account creation date and 
last login date were blank for this user, which means the user never logged into the data 
integration system, as confirmed by TPP.  
 
Management Action Plan (MAP):  
 
MAP Owner: Peggy Thurin, Systems Planning Section Director, Transportation Planning and 

Programming Division 
 
MAP 1.1: Transportation Planning and Programming Division (TPP) will work with Information 
Technology Division (ITD) and the software consultants to establish a login protocol that will 
allow TxDOT to monitor and remove logins for employees no longer in service and to review 
activity to determine inactivity and follow up on whether login to remain active. The following 
access control will be implemented in both systems, portfolio analysis tool and data 
integration system:   
 Follow ITD’s password policy on number of characters and frequency passwords 

need to be changed. Consultant will implement the password policy to portfolio 
analysis tool instance.  

 Consultant will connect portfolio analysis tool to TxDOT’s Active Directory server so all 
users will use their TxDOT username/password to log in portfolio analysis tool. This is 
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less likely as you have users that are outside of your network – but it is worth 
reminding your team. 
 

Completion Date: July 15, 2020 
 
MAP Owner: Casey Dusza, Statewide Planning Branch Manager, Transportation Planning 

and Programming Division 
 
MAP 1.2: Transportation Planning and Programming Division will remove system 
administrator access for the metropolitan planning organization user. 
 
Completion Date: Action completed 
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Finding No. 2: Data Integration System Validation   
 
Condition 
The Transportation Planning and Programming Division (TPP) did not fully assess their data 
integration system to help ensure it is computing as intended and that source data used in 
the project score calculations is accurate and complete.  
 
Effect/Potential Impact  
If the calculation logic set up and/or the source data being used is incorrect in the data 
integration system, project scores may be inaccurately calculated and thus, potentially 
impact the prioritization score.   
 
Criteria 
Per Title 1, Texas Administrative Code §202.26, TxDOT is required to comply with the Texas 
Department for Information Resources (DIR) Security Control Standards Catalog. This 
catalog provides state agencies guidance for implementing security controls and includes 
requirements to check the validity of information inputs (per System and Information 
Integrity Controls -10, Information Input Validation). 
 
In addition, the TxDOT Information Security Policy Manual, Change Management chapter, 
requires that all changes to the baseline configuration must be evaluated, approved, tested, 
released, and documented. Changes will not be released into production without the 
approval of the system or information owner.  
 
Cause  
The data integration system was developed and is maintained by a third-party consultant. 
TPP did not have a process to validate the accuracy of the source data when the system was 
first implemented. Based on discussions with TPP, the Information Technology Division (ITD) 
was not involved in the procurement or implementation of the data integration system, as 
the project was not classified as an IT project. 
 
TPP relies on the consultant to collect the data files from five data source system owners 
and manually upload them to the data integration system. In addition, TPP has not 
implemented an oversight protocol for the consultant’s updates to the project score 
calculation logic. TPP was not aware that the current calculation logic was not following the 
instructions documented in data integration system manual.   
 
Evidence 
Calculation Logic  
The current project score calculation logic in the data integration system manual was 
compared to the actual system’s calculation logic output to assess the accuracy between 
both sources.  
 
Two of 27 sub-criteria calculations were judgmentally selected to re-perform the calculation 
logic comparison. Forty projects were judgmentally sampled to test the accuracy of the 
project score calculation results of the two sub-criteria:  
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 One sub-criteria’s calculation logic output (i.e., Economic - Base Average Daily Traffic 
(ADT)) did not match with the calculation described in the data integration system 
manual:  

- 39 of 40 (98%) project scores were miscalculated in the system as compared 
to its manual. On average, each project’s ranking was 5% lower than it would 
have been under the calculations in the manual. As discussed with TPP, the 
impact of the miscalculations was deemed to be immaterial.  

 One sub-criteria’s calculation logic output (i.e., Environment - Environmental Related 
program) did match with the calculation described in the data integration system 
manual: 

- 40 of 40 (100%) project scores were calculated correctly in the system as 
compared to its manual.  

 
Source Data  
TPP does not have a process to help validate the integrity of source data that is used for 
project score calculations. Two of five data source systems that supply the source data used 
in the data integration system to calculate the project scores were judgmentally selected 
and compared against source data:  
 Maintenance Division’s pavement system: A conclusion on the accuracy of this data 

source could not be completed. Two sets of data files provided from the consultants 
could not be used in testing as they did not include the same number of data 
population elements when compared to those used in the data integration system’s 
output.  

 Bridge Division’s bridge system: 3 of 30 data fields were judgmentally selected and 
compared: 

- All 2,639 structure IDs matched for the 3 data fields tested.   
 
Management Action Plan (MAP): 
 
MAP Owner: Peggy Thurin, Systems Planning Section Director, Transportation Planning and 

Programming Division 
 
MAP 2.1: Transportation Planning and Programming Division (TPP) will review the manual 
with the vendor to ensure that in the final manual all equations will be reflected accurately. 
TPP will sample projects to hand calculate to ensure processes running as expected. 
 
Completion Date: September 15, 2020 
 
MAP 2.2: Transportation Planning and Programming Division (TPP) will work with the owners 
of the source data to verify data prior to upload and once uploaded to data integration 
system. TPP will judgmentally select projects to check by hand to ensure data integrity. 
 
Completion Date: November 15, 2020 
 
MAP 2.3: Transportation Planning and Programming Division will provide the Information 
Technology Division with an understanding on data integration system and its functionality.  
 
Completion Date: Action completed  
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Summary Results Based on Enterprise Risk Management Framework 

 
 
Closing Comments 
The results of this audit were discussed with to the Transportation Planning and 
Programming Division Director on May 7, 2020. The Internal Audit Division appreciates the 
cooperation and assistance received from the Transportation Planning and Programming 
Division during this audit. 


