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Materials Testing — Shared Lab Equipment TxDOT Internal Audit Division - Limited Scope

Executive Summary

Objective

To determine if TxDOT is utilizing its own lab equipment and that calibration of the equipment has
been maintained and monitored throughout its life.

Overall Engagement Assessment | X
Priority 1 Priority2 Priority3 Priority4

Control mechanisms are not designed or operating to optimize program efficiency and effectiveness.
Programmatic improvements can be achieved by addressing control deficiencies identified.
Improvements to address deficiencies include redesign, execution, and performance measurement.

Summary Results

Management concurs with the below findings and prepared management action plans to address
deficiencies.

Finding 1: Calibration Documentation Completeness and Accuracy

Control Operating X Division Materials and Tests Division (MTD),

Design Effectiveness Construction Division (CST)

Documentation to support the calibration of lab equipment was inaccurate or not consistently entered in the

construction and maintenance contracts management system (SM). In addition, the calibration worksheets

do not consistently document requirements measured by MTD’s Quality Assurance Program (QAP).

= 13 0f17 (76%) calibration failures were not accurately enteredin SM or did not have supporting
documentation.

= 280f48(58%) in-house calibration worksheets do not include documentation measured by MTD’s QAP.

=  790f174(45%) in-house calibration worksheets were not entered in SM.

District Yes

(Impact): Inaccurate orincomplete informationin SM could lead to the inability to fully support the
completed calibration. In addition, in-house calibration worksheets not documenting MTD QAP key
information fields create an opportunity for non-compliance with TxDOT and Federal Highway Administration
(FHWA) requirements forthe 4,482 lab equipment as of December 29, 2021.

Finding 2: Ownership and Tracking of Lab Equipment

X Materials and Tests Division (MTD),

Design Effectiveness Construction Division (CST)

The district managed labs could not verify the ownership of the lab equipment and various inventory tracking

methods are used to account forlab equipment.

= 12 0f 15 (80%) district managed labs could not provide documentation supporting the purchase of
equipment meetingthe September 2020 memodirective.

= 12 0f25(48%) district managed labs use an additional method to track the inventory of non-calibrated
lab equipment.

Control Operating

X Division District Yes

(Impact): Without documentation to supportthe ownershipof lab equipment and various methods of
trackinglab equipment, TXDOT may not be able to accurately communicate compliance with FHWA.

Finding 3: Calibrated Equipment Linked to Project

Control X Operating
Design Effectiveness
TxDOT's district managed labs do not document the link between the calibrated equipmentand the
construction project supported.

=  All districts sampled notedthere is not a process in place requiringthe linking of lab equipment used on

projects, and if that equipmentwas calibrated or not.

X Division | Construction Division (CST) District No

(Impact): The inability to link the calibration results of lab equipment to a specific construction project could
affect TxDOT's ability to provide calibration supporting records in the event of an inquiry or failure ona
project.
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Materials Testing — Shared Lab Equipment TxDOT Internal Audit Division - Limited Scope

Audit testing completed not resulting in management action plans.

Scope Area 1: Lab Equipment Owned and Calibrated by TxDOT

=  All district managed labs sampled wereaware of the September 2020 MTD memo that notified districts
that lab equipment cannot be shared with contractors.

=  MTDhas made the requirements forthe Tex-198-E, Tex-237-F, and Tex-498-A, and Tex-900K series
readily available to the district managed labs.

Scope Area 2: Monitoring of Lab Equipment Purchase and Calibration

=  MTDfollowed up with the 25 district managed labs to obtain a list of purchased lab equipmentand
monitor the status of complying with the September 2020 memo regarding shared lab equipment.

=  MTD has developedthe Quality Assurance Program (QAP) documentingthe criteria used to measure the
performance of the district labs.

Control Environment

Materials and Tests Division (MTD) memo to the districts dated September 25, 2020, reminded
districts of the requirement to not share lab equipment with contractors and the directive to
purchase lab equipment by November 2021, if needed to comply.

Qualified technicians have the responsibility of lab equipment calibration and when a technician is
not available, the district managed labs may request a MTD qualified technician or a qualified third-
party technician to assist. The responsibility for the administration of calibration worksheets and the
inventory of calibrated and non-calibrated lab equipment belongs to the district employees assigned
to the process.

MTD’s Quality Assurance Program (QAP) is certified by the FHWA and is used to help ensure
compliance of 1) the statewide procedures required for calibration, 2) the measured criteria used by
MTD to ensure calibration meets quality standards, and 3) the responsibility of the district managed
labs to maintain lab equipment calibration worksheets as outlined in Section 7.4 - Documentation.

The Equipment Calibrations Guidance Manual revised in October 2021 guides the entry of
calibration results in SM and the administration of the calibration worksheets.

The Tex-198-E, Tex-237-F, and Tex-498-A, and Tex-900-K series outlines calibration requirements
that are used by the districts and results are entered on worksheets.

The Quality Assurance Program requires districts to use SM to track calibrated lab equipment and
their results. SM also is designed to automatically send calibration email reminders 15 to 30 days
before the manually entered calibration expiration date which occurs annually for each piece of lab
equipment.

Background

As of January 2022, TxDOT has 346 district managed labs which consist of 25 district office, 85 area
office, and 137 field labs for asphalt/concrete/hot mix. There are also 99 commercial labs that
include design-build, design-bid-build, as well as Construction, Engineering, and Inspection (CEl) labs.

The technicians completing the calibration of lab equipment document the results on calibration
worksheets that are specific to the equipment tested. TxDOT currently has 48 in-house calibration
worksheets developed to support the calibration of lab equipment with the calibration occurring
quarterly, bi-annually, or annually dependent on the type of equipment.

The administrative purpose of the calibration worksheets includes 1) documentational support of SM
entries, 2) FHWA compliance, and 3) supporting MTD’s district managed labs quality assurance
reviews of calibration. The calibration worksheet administrative process was developed by MTD, and it
includes a developed shared drive folder for worksheet storage.
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Materials Testing — Shared Lab Equipment TxDOT Internal Audit Division - Limited Scope

Detailed Audit Report

Scope and Methodology

The audit was conducted during the period from December 1, 2021, to January 28, 2022. Testing
focused on the review of 25 district managed labs which included district headquarter labs, district
area office labs, and asphalt/concrete/hot mix plant labs for equipment purchased, calibrated, and
the administration of the calibration documentation.

Scope Area 1: Lab Equipment Owned and Calibrated by TxDOT

Assessed if lab equipment used to support TxDOT projectsis owned by TxDOT, was calibrated, and support
records were maintained:

Conducted interviews with key personnel in Materials and Tests Division (MTD), as well as, lab

personnel from 25 district managed labs regardingthe 1) September 2020 MTD memo, 2) purchase, 3)

inventory, 4) calibration,and 5) the linking of the project(s) to calibrated equipment.

Conducted walkthroughs and observations of the lab equipment calibrationprocess in the Austin,
Dallas, Fort Worth, and Lufkin districts.

Reviewed the Quality Assurance Program (QAP), Tex-198-E, Tex-237-F, and Tex-498-A, and Tex-900-K
documentation, the supporting 48 in-house equipment calibration worksheets, and the Equipment
Calibrations Guidance Manual.

Reviewed the inventory lists of 15 district managed labs that reported a purchase of lab equipment to
meetthe September 2020 memo directive.

Reviewed the supporting in-house calibration worksheets for differences in the informationrequired to
be documented by equipment and device.

Reviewed 174 supporting calibration records from 13 randomly selected districts forentries into
construction and maintenance contractsmanagement system (SM) as required.

Scope Area 2: Monitoring of Lab Equipment Purchase and Calibration

Assessed the monitoring of lab equipment purchased, actual calibration of the lab equipment, and the
performance metrics used to ensure efficiency and effectiveness:

Reviewed the QAP and the Equipment Calibrations Guidance Manual to determinethe requirements
and metrics for calibration document retention.

Reviewed 10 judgmentally selected district managed labs which resulted in 17 documented failures for

the supportingdocumentation and the verification of the status entry into the SM information system.

November 2022

3



Materials Testing — Shared Lab Equipment TxDOT Internal Audit Division - Limited Scope

Detailed Audit Findings and Management Action Plans (MAPs)

Finding No. 1: Calibration Documentation Completeness and Accuracy

Condition

The in-house calibration worksheets do not consistently document key information requirements
measured by the Materials and Tests Division’s (MTD) Quality Assurance Program (QAP). In addition,
documentation to support the calibration of lab equipment was inaccurate or not consistently
entered in the construction and maintenance contracts management system (SM).

Effect/Potential Impact

Lab equipment calibration incorrectly entered or not entered in SM prevents TxDOT from being able
to demonstrate compliance with Federal Highway Administration (FHWA) and TxDOT requirements.
The support documentation of lab equipment does not have directimpact on materials testing but
the management of lab equipment calibration results creates an audit trail that can be used if issues
are later identified with material’s testing.

Criteria
MTD’s QAP Section 8.2.2.1 documents the required calibration information that must be
documented during calibration for third-parties and is considered by MTD to be best practice.

The Tex-198-E, Tex-237-F, and Tex-498-A, and Tex-900-K series of procedures cover the methods of
calibration for various equipment and devices used to support a project. Calibration results are
documented on calibration worksheets which are also used to enter information into the SM and are
maintained as documented in Section 7.4 of the MTD’s QAP procedures.

Equipment Calibrations Guidance Manual revised in October 2021 documents the required entries
into SM and the procedure to store support documentation on the MTD shared drive for both passed
and failed calibration results.

Cause

The calibration technician and the person(s) assigned the administration of calibration worksheets
and SM entries did not identify incomplete or inaccurate information. There are no reviews of the
documentation completed at the time of calibration and no automated controls preventing
incomplete fields. In addition, the calibration worksheets are not consistent with information fields
measured by the MTD’s QAP.

Evidence

Lab Equipment: Inaccurate Entry and Documentation

Ten districts were randomly selected resultingin 17 documented calibration failures reviewed to

determine if the documentation supporting the failure existed and if the correct status was entered

in SM to demonstrate the calibration completed met TxDOT and FHWA requirements.

= 10 of 17 (59%) calibration failures were inaccurately entered in SM as “Out of Service” though
documented as failed in the calibration worksheet.

= 3 of 17 (18%) calibration failures did not have supporting documentation to support the fail entry
in SM.

Calibration Supporting Records: Entry into SM.

174 calibration worksheets from 13 districts were reviewed to determine entry in SM creating an
audit trail of lab equipment calibration to support it met TxXDOT and FHWA requirements.

= 79 0of 174 (45%) in-house calibration worksheets were not entered in SM.
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Calibration Supporting Records: Worksheet Documentation

The 48 in-house calibration worksheets for various lab equipment supporting projects were reviewed

to match MTD QAP requirements to the calibration worksheet information fields. The fields required

by MTD’s QAP are to ensure lab calibration met TxDOT and FHWA requirements.

= 10 of 48 (21%) calibration worksheets do notinclude an information field for “pass or fail”.

= 7 of 48 (15%) calibration worksheets do not include an information field for the “calibration
procedure”.

= 7 of 48 (15%) calibration worksheets do not include an information field for “frequency of
calibration”.

= 4 of 48% (8%) calibration worksheets do not include an information field for “calibration
performed by”.

Management Action Plans (MAPs):

MAP 1.1 | Completion Date: February 15,2023 [ Division:] Yes [ District:| No
The Materials and Tests Division will review the in-house calibration worksheets to determine which data
fields are key within the equipment calibration process. Worksheets will be revised as needed to include
equipment calibration status, reviewer, and any additional key data fields on all worksheets to ensure
consistency of equipment calibration information collected.

MAP Owner: | Enad Mahmoud, Deputy Director, Materials and Tests Division

MAP 1.2 | Completion Date: January 15,2023 | Division:]| Yes | District:| Yes
Materials and Tests Division will review the district standard operating procedures (SOP) that have been
developed by each district and will ensure the SOP conforms to the outline shown in Appendix Hof the
Quality Assurance Program for Design-Bid-Build Projects and addresses how the district will ensure that
required equipment records and supportingdocumentationare complete, accurate, and stored withinthe
required location.

MAP Owners: Enad Mahmoud, Deputy Director, Materials and Tests Division
Wners: District Engineers
MAP 1.3 | Completion Date: Action Completed | Division:| Yes | District:| No

The Materials and Tests Division will develop, document, and implement a process to require a follow-up
inspection foranydistricts which received a low rating from the on-site accreditationinspection review. The
re-inspection will validatethe continued effectiveness of the corrective actions implemented by the district to
address accreditationdeficiencies.

MAP Owner: | Enad Mahmoud, Deputy Director, Materials and Tests Division

MAP 1.4 | Completion Date: January 15,2023 | Division:| Yes [District:] No
The Materials and Tests Division will revise its equipment calibration guidance document to identify or clarify
the following:
=  Properuse of the equipment status fieldin the system of record.
=  Required data records and supporting documentation forequipment based on the calibration status.
MAP Owner: | Enad Mahmoud, Deputy Director, Materials and Tests Division
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Finding No. 2: Ownership and Tracking of Lab Equipment

Condition
The district managed labs could not verify the ownership of the lab equipment and various inventory
tracking methods are used throughout districts to account for lab equipment.

Effect/Potential Impact

District managed labs purchased lab equipment to meet the Federal Highway Administration’s
(FHWA) non-shared lab equipment requirement. Without documentation to support the ownership of
lab equipment and the various methods of tracking lab equipment TxDOT may not be able to
accurately communicate compliance with the requirements.

Criteria

The September 2020 Memo from Materials and Tests Division (MTD) to the Directors of Construction
and Laboratory Supervisors required the districts to buy their lab equipment and no longer share
equipment with contractors effective November 2021.

The Quality Assurance Program requires the labs to use the construction and maintenance contracts
management system (SM) to track calibrated equipment and devices.

Cause

The September 2020 Memo and the Quality Assurance Program do not include procedures on how
the districts should certify the ownership of the lab equipment. In addition, through inquiry with the
district’s person(s) responsible for the inventory of lab equipment noted variations in the
understanding of tracking lab equipment.

Evidence

Lab Equipment Certification of Ownership

A review to verify the ownership of lab equipment for 15 district managed labs was performed to

determine compliance with the September 2020 memo.

= 12 of 15 (80%) district managed labs could not provide documentation supporting the purchase
of equipment to meet the directive of the September 2020 memo.

Lab Equipment Inventory Tracking

A request and testing of inventory tracking documentation from the 25 districts noted various types
of reporting used to support the tracking of lab equipment. Follow-up inquiries were completed to
determine the method used to track lab equipment which noted various processes.

= 13 0of 25 (52%) point of contacts (POCs) use SM to track the inventory of calibrated lab

equipment.
= 12 of 25 (48%) POCs use an additional method to track the inventory of non-calibrated lab
equipment.
Management Action Plans (MAPs):
MAP 2.1 | Completion Date: January 15,2023 | Division: | Yes| District:| No

The Materials and Tests Division will revise its equipment calibration guidance document to identify or clarify
the following:

= Clarifywhen equipmentis required to be entered into the system of record.

= Clarifythe processto ensure ownership of equipment is established and the maintenance of supporting

documentation.
= Ensure anunderstanding of the tracking of newly purchased equipment beforeinitial calibration.
MAP Owner: | Enad Mahmoud, Deputy Director, Materials and Tests Division
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MAP 2.2 | Completion Date: April 15,2023 | Division:| Yes | District:| Yes
The Materials and Tests Division (MTD) will develop and provide trainingto communicate expectations of

compliance with equipment requirements, including maintenance of equipment calibration records to the
districts.

MAP Owner: Er_1ao! Mahrr_]oud, Deputy Director, Materials and Tests Division
District Engineers
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Finding No. 3: Calibrated Equipment Linked to Project

Condition

TxDOT’s district managed labs do not document the link between the calibrated equipment and the
use of it in the construction project it supported.

Effect/Potential Impact

The inability to link calibrated lab equipment to a specific construction project could affect TxDOT'’s
ability to provide calibration supporting records in the event of an inquiry or failure. The linking of the
project to the calibration lab equipment provides assurance documentation of Federal Highway
Administration (FHWA) and TxDOT calibration requirements.

Criteria

The Materials and Tests Division’s (MTD) Quality Assurance Program (QAP) Section 7.4
Documentation requires the district managed labs to maintain documentation of equipment
calibration.

The Tex-198-E, Tex-237-F, and Tex-498-A, and Tex-900-K series documents the calibration methods
for various lab equipment. It also requires calibration to be documented on the calibration
worksheets and for the calibration information to be entered into the construction and maintenance
contracts management system (SM).

Equipment Calibrations Guidance Manual revised in October 2021 documents the information entry
requirements for SM and the calibration worksheets.

Cause

MTD’s QAP, Tex-198-E, Tex-237-F, and Tex-498-A, and Tex-900-K calibration procedures, and the
Equipment Calibrations Guidance Manual do not require the linking of the calibration lab equipment
documentation to the construction projects. In addition, the design of SM and the calibration
worksheets do not support the documentation of such construction project information.

Evidence
Lab Equipment: Tracing to Project
A review of the SM and the in-house calibration worksheets along with interviews of MTD and the 25
districts were completed to determine the reasoning for projects not being linked to calibrated
equipment.
=  100% of the districts confirmed there is not a process in place requiring the linking of projects to
calibrated lab equipment.
— Thecurrent version of SM and the in-house calibration worksheets do not have developed
fields in the software application and calibration worksheets to document project numbers
as documented in walkthroughs.

Management Action Plans (MAPs):

MAP 3.1 | Completion Date: Action Completed | Division: | Yes| District:| No
The Construction Division (CST) will assess the feasibility of usingthe AASHTOWare Project Construction &
Materials (APCM) application to link the lab equipment to the project. CST will discuss the issue with Info-
Tech, the 3rdparty contractor assisting with the APCM implementation, and determine:
= whetherthe goal can orcannotbe achieved.
= feasible optionsinthe eventthe goal cannot be achieved.
=  CST willcommunicate the results of the feasibility assessment to the Materials and Tests Division.
MAP Owner: | Jason Duncan, Deputy Director, Construction Division
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Summary Results Based on Enterprise Risk Management Framework

The Internal Audit Division uses the Committee of Sponsoring Organizations of the Treadway
Commission (COSO) Internal Control - Integrated Framework version 2013.

A defined set of control objectives was utilized to focus on operational, and compliance goals for the
identified scope areas. Our audit opinion is an assessment of the health of the overall control
environment based on (1) the effectiveness of the enterprise risk management activities throughout
the audit period and (2) the degree to which the defined control objectives were being met. Our audit
opinion is not a guarantee against operational sub-optimization, or non-compliance, particularly in
areas notincluded in the scope of this audit.

Audit Results Dashboard
Materials Testing - Shared Lab Equipment

Scope Areas Evaluated
Business Objectives (Reporting, Operational, Compliance) o,C o,C
Lab Equipment Owned and Calibrated by Monitoring of Lab Equipment Purchase and

ERM Component Control Activities TXDOT Calibration

Organizational Tone

Business Objective/Performance Measures 2

Control

) Resource Capacity
Environment

Forecasting/Budget

Training and Development

Risk Identification/Planning

Risk Assessment/Impact Analysis
Risk Response/Cost-Benefit Analysis

Risk Assessment

Business Continuity

Review/Approvals

Supporting Evidence/Records Retention 1 1,3
Control Activities

Segregation of Duties

Safeguarding Assets

General IT Controls

Data/Information Classification

Data/Information Input

Information &

Data/Information Processin;
Communication ta/ i

Data/Information Output

Internal and External Reporting

Evaluations/Inspections 2 1

Quality Control/Quality Assurance Reviews
Monitoring

Reconciliations

Management Assessments

Scope Area Assessment
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Closing Comments

This report is prepared for the Texas Transportation Commission and for the Administration and
Management of TXDOT. The report presents the results of the Materials Testing — Shared Lab
Equipment audit which was conducted as part of the Fiscal Year (FY) 2022 Audit Plan.

We conducted this performance audit in accordance with Generally Accepted Government Auditing
Standards and in conformance with the International Standards for the Professional Practice of
Internal Auditing. Those standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. Recommendations to mitigate risks identified were provided to management during
the engagement to assist in the formulation of the management action plans included in this report.

The results of this audit were discussed with the Materials and Tests Division, Construction Division

and District Engineers on September 13, 2022. The Internal Audit Division appreciates the
cooperation and assistance received from the personnel contacted during this audit.
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