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TxDOT Business Impact Analysis TxDOT Internal Audit Division - Limited Scope

Objective

To assess TxDOT’s Business Impact Analysis (BIA)'s identification of business processes
integral to the agency’s continuity of operations in the event of business interruptions and
its associated recovery processes.

Opinion

Based on the audit scope areas reviewed, control mechanisms require improvement and
only partially address risk factors and exposures considered significant relative to impacting
operational execution and compliance. The organization's system of internal controls
requires improvement in order to provide reasonable assurance that key goals and
objectives will be achieved. Improvements are required to minimize existing process
variation and control gap corrections that may result in potentially significant negative
impacts to the organization including the achievement of the organization's
business/control objectives.

Overall Engagement Assessment Needs Improvement

Findings
Operating
Title Control Design Effectiveness Rating
Finding 1 Depar;ment—w|de Business Impact X X Needs Improvement
Analysis
- Business Impact Analysis/Continuity of
Finding 2 Operations Program Administration X X MSZe i ARUEs
Finding 3 Business Impact Analysis Guidance X X Satisfactory

Management concurs with the above findings and prepared management action plans to
address deficiencies.

Control Environment

As demonstrated by recent events such as the COVID-19 pandemic, the ransomware event,
and the February 2021 winter storms, TxDOT performs a vital role for Texans during times of
emergency and disaster response by keeping Texas roads open for the benefit of our
citizens and economic viability of the state. As required by law, TXxDOT has developed a
Continuity of Operations Program to safeguard our critical operations during any future
business interruptions events. The program is led by the Strategic and Planning Division
(STR) mainly through the Continuity of Operations Program Manager and coordinated across
districts and divisions (D/Ds) through its Continuity Coordinators. The program’s three main
functions are 1) COOP creation and maintenance, 2) testing and exercising, and 3)
strengthening agency continuity posture.

The BIA is a component of the COOP for all 25 districts and the 16 divisions identified by
TxDOT Administration (ADM) and STR as having one or more Mission Essential Functions
(MEF), otherwise known as Phase 1 divisions. Each D/D identifies their MEFs within a
Critical Function/MEF Worksheet and then one BIA Worksheet is completed for MEF’s whose
operations may be impacted by a threat or hazard. A BIA Worksheet entails 1) identifying
threats to the MEF, 2) scoring the likelihood of occurrence and the MEF’s vulnerability and
failure impact, and 3) selecting an impact assessment from one or more of the following:
Operations, Safety, Traffic Flow, Financial/Revenue, Funding, Reputation, and
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Statutorily/Legal. Risk Mitigation or Risk Reduction Actions are recommended for risk values
that score between 24-30.

In May 2016, an agency-level General Recovery Priorities and Processes (GRPP) document
was approved as a tool for the D/Ds to leverage for their COOPs. It established the criticality
of general TxDOT processes and the order in which they need to be recovered and restored
after an event. While Recovery Time Objectives (RTOs), which set the time it takes for
functions to be recovered in order of criticality ranging from within 24 hours to 1 month, are
identified within the Critical Functions/MEF Worksheet, mapping of D/Ds’ functions to the
GRPP was not required.

Summary Results
Audit testing completed resulting in management action plans.

Finding Scope Area \ Evidence
A department-wide BIA has not been created for TxDOT to
1 BIA Effectiveness | help set expectations and direction for statewide events

which are led by Administration.
For the 25 D/D COOPs reviewed, 19 D/Ds prepared a BIA:;
Incomplete BlAs
= 7 0f 19 (37%) D/Ds’ BIA did not include all identified
MEFs within the Critical Functions/MEF worksheet
since the internal guideline was unclear on
completing one BIA Worksheet for each MEF.
= 3 0of 19 (16%) D/Ds’ BIA had risk values that were
not calculated correctly.

BIA Effectiveness | All Phase 1 (P1) D/Ds were required to complete a BIA;
however, 2 of 25 (8%) districts and 2 of 16 (13%) divisions
2 BIA Event did not submit a BIA.

Impacts Incomplete COOPs:

= 5 0f 25 (20%) D/Ds’ COOP did not include all
required COOP chapters.

= 1 of 25 (4%) division COOP was created and
approved by the same Continuity Coordinator.

GRPP:

The agency-level GRPP was last updated and approved in

May 2016, and prior to that, it had not been updated since

its development in 2013.

= All 25 (100%) D/D COOPs did not include a summary of
results, key findings, and recommendations, where

BIA Effectiveness applicable, in the BIA.

= 24 of 25 (96%) D/D COOPs reviewed did not include an

3 BIA Event After-Action Report Evaluation/Improvement Planning
Impacts and Corrective Action Plan.
= None of the 19 non-Phase 1 divisions had completed a
BIA.
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Audit testing completed not resulting in management action plans.

Scope Area \ Evidence

= All 25 D/Ds’ Leadership worked with their respective
Coordinators for the annual update of their COOPs.

= A Devolution Plan, a Pandemic Response Plan, and a

BIA Event Impacts Ransomware Impact Report were drafted following

business continuity exercises, as annexes to the COOPS.

BIA Effectiveness

Audit Scope and Methodology

The audit was conducted during the period from December 11, 2020 to February 12, 2021.
Sixty COOPs were reviewed to validate that all COOPs for the fiscal year (FY) 2020 were
submitted. Testing focused on the BIA within COOPs for 10 districts and 15 divisions. The
population included all 25 districts and 35 divisions, including Administration.

Scope Area 1: BIA Effectiveness - to determine if and how the BIAs and the GRPP interfaced
to provide an efficient and effective functional process to be enacted during a business
interruption event.

Methodology included:
= Verification of FY 2020 participation of D/Ds and associated BIAs.
= Reviewed the judgmental sample of 10 districts based on demographics such as
location and population, and 15 divisions based on mapping GRPP and assessment
on P1 level functions for:
- GRPP cohesively integrated with D/D COOPs in prioritizing critical or essential
functions.
- BIAs were maintained and updated annually, as well as, contained necessary
components
- Approval by management.
= Reviewed supplemental information to the COOP Plans (i.e. annexes), such as the
Devolution, Pandemic Response, Ransomware Impact draft reports to assess if it
addressed department-wide BIA.

Scope Area 2: BIA Event Impact - to determine if D/Ds’ BlIAs were updated incorporating any
event lessons learned.
Methodology included:
= Conducted interviews of D/Ds, sampled in Scope 1, and reviewed their BlAs to
determine if business processes and risks were re-evaluated and updated in
response to any 2020 department-wide events lessons learned.

Methodology included within both Scope 1 and Scope 2:
= Reviewed Business Continuity or COOP requirements by the following:
— State Office of Risk Management (SORM),
— State Labor Code Sec. 412.054,
— Texas State Agency Continuity Planning Policy Guidance Letter,
— Federal Emergency Management Agency (FEMA), and
— TxDOT directives and guidelines.
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= |nterviewed the TxDOT Program Manager, his direct supervisor, and SORM contact to
understand TxDOT’s COOP Program implementation and compliance to
requirements.

= Reviewed COOP Program documentation through SharePoint access and information
from the Program Manager and D/D contacts.

= Conducted interviews of D/Ds and reviewed their BIAs to walkthrough its creation,
updates, reviews, and approvals.

Background

This report is prepared for the Texas Transportation Commission and for the Administration
and Management of TxDOT. The report presents the results of the TXDOT Business Impact
Analysis audit which was conducted as part of the fiscal year (FY) 2021 Audit Plan.

The Continuity of Operations Program was developed in 2016 to safeguard TxDOT’s ability to
execute its mission and perform Texas Essential Function 8 (TEF 8), to help ensure the
availability of basic essential services as mandated by Chapter 412, Texas Labor Code, and
relevant guidelines. The Department’s COOPs are designed in accordance with SORM, which
adopted the federal guidance from the Federal Emergency Management Agency (FEMA).

COOPs are reviewed and approved annually by the respective D/D leadership. Continuity
Coordinators facilitate creation, updates, and submission of D/D-level plan via uploading to
a Sharepoint.

In odd years, SORM reviews an exercised performed by the COOP coordinators with their
district or division. In even years, SORM reviews a COOP submitted by TxDOT on a rotating
basis. Feedback was received on March 24, 2021, on the one divisional COOP submission
for FY 2020, noting all 5 past recommendations as incorporated and one current
recommendation.

We conducted this performance audit in accordance with Generally Accepted Government
Auditing Standards and in conformance with the International Standards for the Professional
Practice of Internal Auditing. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. Recommendations to mitigate risks identified
were provided to management during the engagement to assist in the formulation of the
management action plans included in this report. The Internal Audit Division uses the
Committee of Sponsoring Organizations of the Treadway Commission (COSO) Internal
Control - Integrated Framework version 2013.

A defined set of control objectives was utilized to focus on operational and compliance goals
for the identified scope areas. Our audit opinion is an assessment of the health of the
overall control environment based on (1) the effectiveness of the enterprise risk
management activities throughout the audit period and (2) the degree to which the defined
control objectives were being met. Our audit opinion is not a guarantee against operational
sub-optimization or non-compliance particularly in areas not included in the scope of this
audit.
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Detailed Finding and Management Action Plans (MAP)

Finding No. 1: Department-Wide Business Impact Analysis (BIA)

Condition

A department-wide analysis has not been created that would help set department-wide
expectations for statewide business interruption events. Although districts and divisions
(D/Ds) create their own BIA, more wide coverage events could arise where actions may need
to be taken uniformly by the agency through possible Administration efforts.

Effect/Potential Impact

Without a holistic department-wide impact analysis, important pieces of information may not
be collected to assist with processes with interdependencies between D/Ds, external
business partners, or not distinguishing between business continuity requirements and IT
availability needs. In addition, if key risks and potential gaps to TxDOT's most critical
activities and resources are not identified at this level, TxDOT essential functions may have
longer recovery times.

Criteria

State Labor Code Sec. 412.054 states that each state agency shall work with the office to
develop an agency-level continuity of operations plan that outlines procedures to keep the
agency operational in case of disruptions to production, finance, administration, or other
essential operations. The plan must include detailed information regarding resumption of
essential services after a catastrophe.

Federal Emergency Management Agency (FEMA) Continuity Guidance Circular states that
continuity responsibility and planning should not be a separate and compartmentalized
function performed by independent cells of a few planners in each organization. A
comprehensive BIA will help guide an organization in identifying essential functions. Once a
BIA is conducted, functions can be prioritized.

Cause

As business interruption events historically have occurred on a more localized basis and
TxDOT has sixty individual D/D Continuity of Operations Plans (COOPs), a department-wide
BIA had not been considered.

Additionally, the State Office of Risk Management (SORM) has not asked TxDOT for a
department-wide BIA or all D/Ds’ COOPs. SORM has historically accepted a submission of
one division’s COOP for review, which includes a BIA, submitted on a rotating basis by
TxDOT.

Evidence

No department-wide BIA has been created for TXxDOT. With three recent state-wide events
within a 12-month period, individual D/D BIAs and draft annexes (Pandemic Response Plan
and a Ransomware Impact Assessment Report) to the individual D/Ds COOPs do not set
specific expectations and direction for the agency. After each exercise, the Pandemic
Response Plan, finalized in December 2016, and a Ransomware Impact Assessment
Report, drafted in March 2019, were in the process of being updated during this audit.
These annexes outlined TxDOT’s strategy to maintain critical functions in the event of these
specific types of disasters.
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Management Action Plan (MAP):

MAP Owner: Jamie Hahn, Continuity of Operations Program Coordinator, Strategic Planning
Division

MAP 1.1: Strategic Planning Division will work with Administration to create a department-
wide report defining the Continuity of Operations Program, that will assist to set expectations
during a state-wide business interruption event. This report will include, but is not limited to,
the following topics:

e The history of the program,

e How the program works and how the annexes interrelate to all the district and

division continuity of operations plans,
e Areview and update cadence for this report.

Completion Date: January 15, 2022
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Finding No. 2: Business Impact Analysis (BIA)/Continuity of Operations Program
Administration

Condition

Further improvements are needed in the administration and monitoring for completeness in
Continuity of Operation Plans (COOPs) and corresponding BIAs submitted by the districts and
divisions (D/Ds). Additionally, the General Recovery Priorities and Processes (GRPP), which
lists those critical general TXDOT processes, has not been updated since May 2016.

Effect/Potential Impact

Without complete submission of documentation, BIA implementation may not be as effective
and consistent across D/Ds. Interdependencies may then not be known and understood
across the organization to further mitigate risk. In addition, if key risks and potential gaps to
TxDOT's most critical activities and resources are not identified or updated regularly, TxDOT
essential functions may have longer recovery times when gaps are identified during a
business interruption event.

Criteria

TxDOT’s COOP guidelines instruct completing chapters that should be included in each D/D
Continuity of Operations Program, such as the mission essential function (MEF), the BIA
Worksheet, and Risk Mitigations or Risk Reduction Actions. Additionally, the guidelines state
that the BIA Worksheet should be completed for each MEF and Risk Mitigation or Risk
Reduction Actions are recommended for high risk values (i.e., MEF risk values calculating
between 24-30 within the BIA).

COOPs, reviewed and approved by D/D leadership, should be updated and uploaded to the
SharePoint annually.

Federal Emergency Management Agency (FEMA) Continuity Plan Template and Instructions
for Non-Federal Entities and Community Based Organizations states that COOPs and
continuity program elements should be reviewed and updated on an annual basis.

Cause

The Continuity of Operations Program is administered by one full-time equivalent (FTE)
employee who is responsible for leading the development of the D/Ds’ COOPs. This entails
annual training of Coordinators from 60 D/Ds on COOP creation and updates, as well as,
facilitating annual COOP exercises for selected D/Ds. In delegating COOP implementation to
D/Ds, review and approval were also delegated to D/D Leadership; therefore, no centralized
business continuity-focused review was conducted.

BIA and COOP templates that served as guidance to D/Ds were not centrally located, hence
the inconsistencies in documentation. The SharePoint to retain the divisions’ COOP did not
include the standard and updated templates otherwise found on the districts’ SharePoint. In
addition, the annual trainings and emails did not attach such templates.

The GRPP had not been revisited or reviewed with Administration each year to evaluate if
any changes should be considered. Also, it was unclear to 12 of 25 D/Ds interviewed how
the GRPP is to be used.
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Evidence

Sixty COOPs were reviewed to validate that all COOPs and BIAs for the fiscal year (FY) 2020
were submitted. Of the 60, 25 D/D COOPs in FY 2020 were judgmentally selected based on
demographics and priority levels for more specific test procedures on updates and
completeness consistent with internal guidelines.

Incomplete BlAs
Within the 25 D/D COOPs reviewed, 19 D/Ds completed a BIA. These BIAs were reviewed
and the following were identified:
= 12 0of 19 (74%) D/Ds BIAs were found to have one or more of the identified items
resulting in inconsistent or incomplete BlAs with the established guidance.

— 7 0of 19 (37%) D/Ds’ BIA did not include all identified MEFs since the internal
guideline was unclear on completing one BIA Worksheet for each MEF. Using
current guidance, 157 MEFs corresponding to the 19 D/D BIAs were reviewed
and 27 (17%) MEFs were not included in their corresponding BIA.

— 3 0f 19 (16%) D/Ds’ BIA had risk values that were not calculated correctly,
where a total score between 24-30 would have called for a Risk Mitigation
Plan:

¢ One did not submit a Risk Mitigation Plan when it should have based
on recommendation.
e Two had risk values below 24 so did not need a Risk Mitigation Plan.

— 20f 19 (11%) D/Ds incorrectly listed a threat/hazard as an MEF.

— 1 0of 19 (5%) district’s BIA did not have all fields completed (i.e., Impact
Assessment).

— 1 0of 19 (5%) district included 3 MEFs in its BIA; however, were missing the
corresponding Critical Functions/MEF Worksheet.

Internal guidelines for BIAs recommend a Risk Mitigation or Risk Reduction Actions for BlAs
with risk values between 24-30. However, review of BlAs identified that 3 of 6 D/Ds with
values greater than 23 did not submit a Risk Mitigation Plan or Reduction Actions
documentation.

The BIA is a component of the COOPs for all 25 districts and 16 of 35 divisions identified as
having one or more MEFs (or Phase 1). All Phase 1 D/Ds were required to complete a BIA. Of
the 60 COOPs: 25 districts and 35 divisions, reviewed to validate BlIAs submitted, 2 of 25
(8%) districts and 2 of 16 (13%) Phase 1 divisions did not submit a BIA.

Incomplete COOPs
Further analysis of the 25 D/Ds’ BlAs included a review of COOP components and identified
the following:

= 5 0f 25 (20%) D/Ds’ COOP did not include all required COOP chapters.

= 1 of 25 (4%) division’s COOP was created and approved by one person.

GRPP

An agency-level GRPP, a list of processes in order of recovery priority, was last updated,
reviewed and approved with Administration, in May 2016. Prior to that, it had not been
updated since its creation in 2013. As a result, grants were not reprioritized prior to the
business interruption event that occurred in May 2020. This disruption shut down the grants
system for 17 days. Due to system unavailability, this disruption resulted in sub grantees
resubmission of grant reimbursement requests of approximately $1.6 million.
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Management Action Plan (MAP):

MAP Owner: Jamie Hahn, Continuity of Operations Program Coordinator, Strategic Planning
Division

MAP 2.1
Update the divisions’ sharepoint to include templates.

Completion Date: Action Completed

MAP 2.2:
COOP Program Coordinator will coordinate with
= The Austin and Amarillo Districts to update their MEF identification.
= The Communication, Finance Management, and Procurement Divisions to repair the
formulas in their BIA worksheet.
= The Amarillo District on their MEF worksheet.
= The Houston District and provide additional education to update their 2020 plan.
= Senior management annually or after a statewide event to update the GRPP.

Completion Date: January 15, 2022

MAP Owners: Jacob Wells, District Maintenance Admin, Austin District
Janet Williams, Business Operations Manager, Amarillo District
Tim Harriman, Business Operations Manager, Communications Division
Peter Sisson, District Maintenance Admin, Houston District
Melissa Jordan, Special Projects Coordinator, Support Services Division
William McLane, Director of Operations, San Angelo District
Brian Dodge, Maintenance Support Section Manager, Maintenance Division
Sylvia Mraz, Accounting Manager, Financial Management Division
Matt Jordan, Procurement Section Director, Procurement Division
Chris Reed, Director of Construction, Childress District
Raul Rios, Director, Flight Services, Aviation Division
Kevin Wagner, Systems Analyst, Information Technology Division

MAP 2.3:
Work with COOP Program Coordinator to update COOP/Business Impact Analysis to be
complete.

Completion Date: January 15, 2022
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Finding No. 3: Business Impact Analysis (BIA) Guidance

Condition
Relevant BIA guidance is deemed to be highly encouraged, instead of required.

Effect/Potential Impact

Without a summary of results and/or key findings and recommendations, including a risk
mitigation plan/tactics, and After-Action Report Evaluation, resources may not be
coordinated and critical activities not prioritized.

Criteria

Federal Emergency Management Agency (FEMA) Continuity Plan Template and Instructions
for Non-Federal Entities and Community Based Organizations states that BIA results should
be summarized noting how threats affect risk prevention and mitigation tactics. In addition,
each actual event should be followed by an after-action evaluation that allows participants
and observers to record their insights and recommendations for improvement.

Texas State Agency Continuity Planning Policy Guidance Letter specified that the elements
of a continuity plan include identification of essential functions.

Cause

Continuity of Operations Program guidance recommended that COOPs should be updated to
reflect ransomware and pandemic operational impacts but did not require an After-Action
Report Evaluation, Improvement Plan, or a Corrective Action Plan. Risk Mitigation or Risk
Reduction Actions are recommended, but not required, for BIA with risk values between 24-
30.

The State Office of Risk Management (SORM) has historically accepted a submission of one
division’s Continuity of Operations Plans (COOP) without these components so it was not
considered a COOP requirement.

Evidence
Sixty COOPs were reviewed to validate that all COOPs and BIAs for the fiscal year (FY) 2020
were submitted. Of the 60, 25 D/D COOPs in FY 2020 were judgmentally selected based on
demographics and priority levels for further review of COOP components, which identified
the following:
= All 25 (100%) D/D COOPs did not include a summary of results and/or key findings,
and recommendations. Risk mitigation plan/tactics were not required.
= 24 of 25 (96%) D/D COOPs reviewed did not include an After-Action Report
Evaluation/Improvement Planning and Corrective Action Plan.
While the above components are not required for COOPs, they are essential components to
mitigating any identified risks.
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Management Action Plan (MAP):

MAP Owner: Jamie Hahn, Continuity of Operations Program Coordinator, Strategic Planning
Division

MAP 3.1:

The COOP Program Coordinator will coordinate with the after-action report owners to receive
final reports of after-action reviews, improvement planning and corrective action plans. The
Continuity of Operations Program Coordinator will provide the reports to Continuity
Coordinators.

Completion Date: January 15, 2022

MAP 3.2

As part of the next plan update, due September 2021, a BIA with the 16 critical divisions
(Phase 1) and 25 districts will be compiled into a spreadsheet to consolidate by each
division or district. The COOP Program Administrator will use the consolidated spreadsheets
to compile the BIA line items with a cumulative risk scores above 24 into a master
spreadsheet for presentation and review with TXDOT Administration. This review discussion
will include which line items require mitigation plans.

Completion Date: April 15, 2022
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Observation and Recommendation

Audit Observation (a): Non-Phase 1 Business Impact Analysis (BIA)

Divisions identified as less critical or non-Phase 1 by TxDOT Administration and Strategic
Planning Division have not been required to complete a BIA. Of 35 divisions at TxDOT, 19
were considered less critical or non-Phase 1 divisions.

Effect/Potential Impact

Although the divisions were identified as less critical, non-Phase 1 divisions provide a
function to the agency, and without completing a BIA resources to help prevent business
interruption may not be prioritized. Or actions may not be implemented timely for the
division individually and could hinder further risk reduction across the agency.

Audit Recommendation

Although all divisions have completed a Continuity of Operations Plan, further coordination
with divisions that are considered less critical is needed to begin training and subsequent
completion of those divisions’ BIA.
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Summary Results Based on Enterprise Risk Management Framework

Audit Results Dashboard
TxDOT Business Impact Analysis

Business Objectives (Reporting, Operational. Compliance)

ERM Component

Control
Environment

Control Activities

Organizational Tone

Business Objective/Goal-Setting

Scope Areas Evaluated
0.¢C o

BIA Effectiveness BIA Event Impacts

Resource Capacity

Forecasting/Budget

Training and Development

Risk Identification/Planning

Risk Assessment/Impact Analysis

Risk A 1t

Risk Response/Cost-Benefit Analysis

Business Continuity

Control Activities

Policies/Procedure Development & Maintenance

Approvals/Authorizations

Supporting Evidence/Records Retention

Segregation of Duties/System Access

Safeguarding Assets/Security

Information &
Communication

Information Classification

Information Input

Information Processing

Information Output

Internal and External Reporting

Monitoring

Exception Reporting Review

Reconciliations

Root-Cause Analysis

Evaluations/Inspections

Management Action Plans

Scope Area Assessment

Rating Assessment Grid

Closing Comments

The results of this audit were discussed with the Director of Strategy & Innovation on May
19, 2021. The Internal Audit Division appreciates the cooperation and assistance received

from the personnel contacted during this audit.

Need
Exemplary Satisfactory Unsatisfactory
Improvement
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