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Contract Risk Assessment & Management TxDOT Internal Audit Division — Full Scope
Objective

To determine if contracting practices ensure adequate risk assessment input, review, and
management.

Opinion

Based on the audit scope area reviewed, control mechanisms require improvement and only
partially address risk factors and exposures considered significant relative to impacting
operational execution and compliance. The organization’s system of internal controls
requires improvement in order to provide reasonable assurance that key goals and
objectives will be achieved. Significant improvements are required to correct control gaps
and mitigate residual risk that may result in potentially significant negative impacts to the
organization including the achievement of the organization’s business/control objectives.

Overall Engagement Assessment Needs Improvement
Findings
Operating
Title Control Design Effectiveness Rating

I Contract Risk Analysis Form -
Finding 1 Initial Completion X X Needs Improvement

I Contract Risk Analysis Form -
Finding 2 Specific Events X X Needs Improvement

s Contract Risk Analysis Form -
Finding 3 Management Review X X Needs Improvement

Management concurs with the above findings and prepared management action plans to
address deficiencies.

Control Environment

The Contract Services Division (CSD) established risk analysis policy and procedures for
certain contracts and purchase orders (PO), as a result of legislation enacted September 1,
2015. The policy requires the procuring district or division (D/D) to complete a Contract Risk
Analysis Form (CRAF) for all contracts and POs with an expected maximum amount payable
exceeding $25,000. Excluded from risk analysis requirements are advance funding
agreements, grant agreements, and low bid construction and maintenance contracts.

Per the CSD Negotiated Contracts Policy Manual, the managing D/D must update the CRAF
throughout the life of a contract whenever certain factors change. Factors requiring an
updated risk analysis include, but are not limited to, preparing or assigning a work
authorization (WA) or a supplemental agreement (SA). The Procurement Division’s (PRO)
Purchasing Manual also requires a purchaser to complete a CRAF when performing a
Purchase Order Change Notice (POCN) to any existing PO $25,000 and greater.
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Summary Results
Audit testing completed resulting in management action plans.

Finding Scope Area Evidence

Contracts
16 of 31 (52%) contracts -CRAFs were not completed:
e 11 of 12 (92%) CRAFs were not completed for contracts
executed between September 1, 2015 and November 30,

2016.
Contract e 5 0f 19 (26%) CRAFs were not completed for contracts
1 Risk executed between December 1, 2016 and March 30, 2018.

Assessment | p,rchase Orders (PO)
16 of 40 (40%) POs - CRAFs were not completed:
e 13 of 14 (93%) CRAFs were not completed for POs created
between September 1, 2015 and November 30, 2016.
e 3 0f 26 (12%) CRAFs were not completed for POs created
between December 1, 2016 and March 30, 2018.
Work Authorization/Supplemental Agreement (WA/SA)
27 of 48 (56%) CRAFs were not created for work authorizations

Contract
Risk (WA)/supplemental agreements (SA).
2
Assessment | p,rchase Order Change Notice (POCN)
36 of 43 (84%) CRAFs were not created for purchase order change
notices (POCN).
Contract Management Review for Identified High Risk CRAFs (PO/POCN)
3 Rg;( fac 10 CRAFs had high risk(s) identified:
0 . .
Management e 4 0of 10 (40%) CRAFs had no evidence of further review by

Director of PRO or CSD.

Audit testing completed not resulting in management action plans.

Scope Area Evidence

Training

Reviewed Risk Analysis training material and noted it covered the
following subjects related to contract risk assessment:

S.B. 20 & Texas Government Code

Proposed Policy

Risk Analysis & Management

Proposed Procedures - Contract Risk Analysis Form

Contract Risk
Assessment

Reviewed risk analysis training attendance logs and noted that
employees from both procuring and managing D/D attended
training on November 17, 2015.

Management Review of ldentified High Risk CRAFs (Contracts)
10 of 10 (100%) CRAFs for contracts and WA/SA rated as high risk
had evidence of further review by CSD.

Contract Risk
Management
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Audit Scope and Methodology
The audit was conducted during the period from March 12, 2018 to June 6, 2018. The
scope and methodology used for this audit included:

Scope Area 1: Contract Risk Assessment - to determine if contract risk factors were
adequately identified, analyzed, documented, and reported.

Methodology included:

e Reviewed CSD and PRO policy and procedures related to the new Contract Risk
Assessment legislation.

e Interviewed CSD personnel, PRO personnel, and district and division (D/D) personnel
to understand the contract risk analysis process.

e Reviewed population of contracts and POs and judgmentally selected a sample of 31
contracts and 40 POs that were executed between September 1, 2015 and March
30, 2018

0 Notincluded in testing:
= Low bid construction and maintenance contracts, advance funding
agreements, grant agreements, and purchase orders with an expected
maximum value less than $25,000.

e Inspected CRAF for a sample of 31 contracts and 40 POs and verified if the risk

analysis process was completed.

Scope Area 2: Contract Risk Management - to determine how identified contract risks were
managed and monitored.

Methodology included:

e Interviewed CSD personnel, PRO personnel, and district and division (D/D) personnel
to understand the contract risk management process.

e Judgmentally selected and tested a sample of 48 work authorizations (WA) /
supplemental agreements (SA) and 43 purchase order change notices (POCN)
associated with the contract and PO samples obtained in Scope Area 1.

¢ Inspected evidence of management review of high risk CRAFs, including:

0 CSD review of contracts/WA/SA.
0 PRO Director and CSD review of PO/POCN.
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Contract Risk Assessment & Management TxDOT Internal Audit Division — Full Scope

Background

This report is prepared for the Texas Transportation Commission and for the Administration
and Management of TxDOT. The report presents the results of the Contract Risk Assessment
and Management audit which was conducted as part of the Fiscal Year (FY) 2018 Audit
Plan.

Effective September 1, 2015, Government Code 2261.256 required all state agencies to
develop and comply with purchasing accountability and risk analysis procedures. To comply
with this requirement, CSD developed risk analysis policy and procedures that were
incorporated into both the Negotiated Contracts Policy Manual in December 2016 and into
the Negotiated Contracts Procedures Manual in February 2017. CSD also created the CRAF
that consists of both a set of standard, prepopulated risk factor questions and blank cells
for the D/D to document other risk factors identified.

A procuring D/D has oversight of the initial procurement and risk analysis (e.g. CSD, PRO,
Professional Engineering Procurement Services Division, Right of Way Division, and
Environmental Affairs Division). A managing D/D is the end user of the procurement and
responsible for on-going risk analysis and management. While the procuring D/D and
managing D/D are typically different, they can be the same.

If either a procuring D/D or a managing D/D determines that a standard risk factor is
applicable to the contract or PO and also determines the standard risk factor to be high risk,
the procuring and/or managing D/D must notify CSD. If either D/D identifies other high risk
factors not in the standard set of risk factors, the D/D should record them in the CRAF and
be responsible for managing the risk. Either D/D may request risk management assistance
from CSD.

We conducted this performance audit in accordance with Generally Accepted Government
Auditing Standards and in conformance with the International Standards for the Professional
Practice of Internal Auditing. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. Recommendations to mitigate risks identified
were provided to management during the engagement to assist in the formulation of the
management action plans included in this report. The Internal Audit Division uses the
Committee of Sponsoring Organizations of the Treadway Commission (COSO) Internal
Control - Integrated Framework version 2013.

A defined set of control objectives was utilized to focus on operational and compliance goals
for the identified scope areas. Our audit opinion is an assessment of the health of the
overall control environment based on (1) the effectiveness of the enterprise risk
management activities throughout the audit period and (2) the degree to which the defined
control objectives were being met. Our audit opinion is not a guarantee against operational
sub-optimization or non-compliance, particularly in areas not included in the scope of this
audit.

November 2018 5



Contract Risk Assessment & Management TxDOT Internal Audit Division — Full Scope

Detailed Findings and Management Action Plans (MAP)

Finding No. 1: Contract Risk Analysis Form (CRAF) - Initial Completion

Condition
CRAFs were not completed for applicable contracts and purchase orders (PO) signed after
the effective date of the law (September 1, 2015).

Effect/Potential Impact

If a CRAF is not completed and retained, TxXDOT may execute contracts and unknowingly
accept high levels of risk common to contract management, such as product, process,
financial, and schedule risk.

Criteria
Senate Bill 20 (S.B. 20) Effective Date: September 1, 2015
e Section 16 states:
0 Amended Government Code: 2261.256 - “Accountability and Risk Analysis
Procedures; Contract Management Handbook” states:
=  “Each state agency shall develop and comply with a purchasing
accountability and risk analysis procedure.”
e Section 30 states:
0 “The changes in law made by this Act apply to a contract entered into on or after
the effective date of this Act”

The Negotiated Contracts Policy Manual Publication Date: December 1, 2016
e Chapter 1, Section 2 states:
0 The procuring D/D must complete Contract Services' CRAF at the beginning of the
procurement process.
0 As part of the procurement process, the procuring D/D must perform a risk
analysis for each contract to be procured having an expected maximum amount
payable exceeding $25,000.

Cause

Risk analysis policy and procedures were implemented fifteen months after the law
requiring performance of contract risks analysis went into effect. Contracts executed in the
interim between enactment of the law and implementation of procedures were also not re-
evaluated for risk.

In addition, Contract Services Division (CSD) began to enforce implementation of risk
analysis procedures in September 2017. CSD and Procurement Division (PRO) did not
monitor contract or PO activity to identify applicable contracts and POs subject to risk
analysis requirements.

Evidence

To determine if CRAFs were completed between September 1, 2015 and March 30, 2018, a
judgmental sample of 31 contracts and 40 POs was selected. The following was noted:
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Contracts
16 of 31 (52%) contracts - CRAFs were not completed for contracts executed:
e Between the effective date of the law and before CSD policy publication date
(September 1, 2015 and November 30, 2016):
0 11 of 12 (92%) CRAFs were not completed.
e After the CSD policy publication date (December 1, 2016 and March 30, 2018):
0 5 of 19 (26%) CRAFs were not completed.

Purchase Orders
16 of 40 (40%) POs - CRAF were not completed for POs created:
e Between the effective date of the law and before CSD policy publication date
(September 1, 2015 and November 30, 2016):
0 13 of 14 (93%) CRAFs were not completed.
e After the CSD policy publication date (December 1, 2016 and March 30, 2018):
0 3 0f 26 (12%) CRAFs were not completed.

Management Action Plan (MAP):
MAP Owner: Kenneth Stewart, Director, Contract Services Division (CSD)

MAP 1.1: CSD does not review all contract documents or even all contracts. For each
document or contract that CSD reviewed, verification that a Contract Risk Analysis Form
(CRAF) has been completed is performed. However, absent an electronic contract
management system that provides visibility into district and division contracting activities,
CSD is unable to “remotely” enforce that a district or division updates the CRAF unless that
district or division is sending a contract document in for CSD’s review.

CSD will submit emails to appropriate districts and divisions reminding them that the duty to
update risk assessments is ongoing and to conduct risk assessments on all contracts.

Completion Date: November 15, 2018

MAP Owner: Kenneth Wood, Director, Procurement Division (PRO)

MAP 1.2: PRO will remind staff a Contract Risk Analysis Form (CRAF) is required on
purchase orders (POs) over $25K. Leads and managers will be reminded to verify
purchasers are requesting a CRAF and including a copy in the PO file. PRO director will send
a reminder email to all PRO staff, leads and managers.

PRO will not go back and complete CRAFs for POs completed prior to the completion date
noted below. PRO will complete a CRAF at time of renewal or any material change for all
applicable POs.

Completion Date: December 15, 2018

MAP Owner: Dan Neal, Center of Excellence Section Director, Professional Engineering
Procurement Services Division (PEPS)
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Contract Risk Assessment & Management TxDOT Internal Audit Division — Full Scope

MAP 1.3: PEPS will remind staff a Contract Risk Analysis Form (CRAF) is required on all
contracts over $25K. PEPS service center managers will be reminded to verify staff are
requesting a CRAF and including a copy in the contract file. This will be discussed during a
monthly PEPS strategy board meeting.

For all active contracts that do not have a CRAF, PEPS service center managers will verify
that a CRAF is requested for each of the following activities: a new work authorization,
supplemental work authorization, supplemental agreement, or change in project manager.

Completion Date: December 15, 2018

MAP 1.4: Professional Engineering Procurement Services Division (PEPS) will review the
existing Contract Risk Analysis Form (CRAF) and develop PEPS specific risk questions to
facilitate risk analysis and management process. These risk questions will be discussed
during a monthly PEPS strategy board meeting. PEPS will email the new CRAF form to PEPS
staff and Division and District project managers. The new CRAF form will be posted on the
PEPS website.

PEPS will update its training materials for CTR615 to direct staff to the changes in the form
and the PEPS specific risk questions.

Completion Date: December 15, 2018

MAP Owner: Rose Wheeler, Contracts and Finance Director, Right of Way Division (ROW)
MAP 1.5: The Contract Risk Analysis Form (CRAF) has an effective date of December 2,
2016 in the footer. For right of way contracts executed after December 2, 2016, ROW
completed CRAFs. ROW will not go back and complete CRAFs for contracts executed prior to
implementation of the CRAF. ROW will continue to direct staff to use a CRAF on all contracts

over $25K as required.

Completion Date: Action completed
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Contract Risk Assessment & Management TxDOT Internal Audit Division — Full Scope

Finding No. 2: Contract Risk Analysis Form (CRAF) - Specific Events

Condition

Managing districts and/or divisions (D/D) did not complete a CRAF for specific events
required by the 2016 Negotiated Contracts Policy Manual. Specific events include activities
and/or milestones that could impact the completion of contract elements.

Effect/Potential Impact

In the absence of performing a risk analysis when specific events occur, risk management
strategies (i.e., assessment and response) may also not be addressed accordingly by the
D/D. In addition, the managing D/D of the procurement may not review and re-evaluate the
risks throughout the life of the contract, which may result in insufficient oversight or
acceptance of risks that exceed risk tolerance levels.

Criteria
The 2016 Negotiated Contracts Policy Manual states:

e The managing D/D must update the risk analysis throughout the life of the contract
or whenever factors outlined in the risk assessment change or new risks are
identified.

e The timing of updates may be periodic or based on specific events (e.g., selecting a
contractor, preparing or assigning a work authorization, amending the contract,
completing a milestone, receiving a deliverable, or starting a new phase of a project).

e The managing D/D must immediately notify Contract Services Division (CSD) if an
updated risk analysis raises a contract’s risk level to high risk.

e The D/D should use the risk analysis to prioritize risk, plan risk responses, control
risk, and develop (and update) project plans. To control risks, the D/D should
implement risk response plans, track previously identified risk, and continuously look
for emerging risks.

The 2017 Negotiated Contracts Procedure Manual states:

e Risk assessment is an ongoing process, and the procedures used to assess and
document risks should be regularly reviewed and managed by the D/D in
coordination with CSD.

e Risk should be reviewed and re-evaluated by the contract manager on a continual
basis until the contract is fully performed and final payment is made.

e After the contract is executed, the managing D/D should routinely review and update
the CRAF. As new risks are determined, they should be added; if risks are no longer
present, they should be removed; and if risks increase or decrease, the risks levels
should be updated. All iterations of the CRAF must be kept on file.

The 2017 Purchasing Manual status:

e Purchaser to complete the CRAF when performing a Purchase Order Change Notice
(POCN) to any existing PO $25,000 and greater.
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Cause

Neither the Negotiated Contracts Policy Manual, the Negotiated Contracts Procedures
Manual, nor the Purchasing Manual provided clear guidance for participation and
communication between a procuring D/D and the managing D/D to help assist in the on-
going and complete risk assessment process. For example, while a procuring D/D
completed the initial CRAF for contracts or purchase orders (PO), the managing D/D was not
required to participate in the initial risk assessment. Once the contract or PO was awarded
to a contractor, the procuring D/D sent the contract or PO related documents to the
managing D/D; however, the original CRAF was not included and was instead kept on file by
the procuring D/D.

Evidence
Work Authorization/Supplemental Agreement
Testing of 48 work authorizations (WA)/supplemental agreements (SA) was performed to
identify if CRAFs were completed for specific events as required by the 2016 Negotiated
Contracts Policy Manual. The following results were noted:

e 27 of 48 (56%) CRAFs were not created for WA/SA

Purchase Order Change Notice
Testing of 43 purchase order change notices (POCN) was performed to identify if CRAFs
were completed for specific events as required by the 2017 Purchasing Manual. The
following results were noted:

e 36 of 43 (84%) CRAFs were not created for POCN

Management Action Plan (MAP):

MAP Owner: Kenneth Stewart, Director, Contract Services Division (CSD)

MAP 2.1: CSD will propose to Senior Leadership that language be included in the Negotiated
Contracts Manual or a stand-alone agency directive instructing the procuring divisions to
develop their own policies for gathering and making available to end users the risk
assessments that have been developed for individual contracts.

CSD will update its training materials for CTR104 and CTR615 to direct students to any
operational guidance developed by the procuring divisions.

Completion Date: December 15, 2018
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MAP Owner: Kenneth Wood, Director, Procurement Division (PRO)

MAP 2.2: PRO will remind staff a Contract Risk Analysis Form (CRAF) is required on Purchase
Order Change Notices (POCNs) for Purchase Orders (POs) over $25K. Leads and managers
will be reminded to verify purchasers are requesting a CRAF and including a copy in the PO
file. PRO director will send a reminder email to all PRO staff, leads and managers.

PRO will not go back and complete CRAFs for POCNs completed prior to the completion date
noted below. PRO will complete a CRAF on all POCNs at time of renewal or any material
change for all applicable POs.

Completion Date: December 15, 2018

MAP Owner: Dan Neal, Center of Excellence Section Director, Professional Engineering
Procurement Services Division (PEPS)

MAP 2.3: PEPS will remind staff a Contract Risk Analysis Form (CRAF) is required on all
contracts over $25K and that a CRAF is to be completed and maintained for each contract,
work authorization, supplemental agreement, and supplemental work authorization. PEPS
service center managers will be reminded to verify staff are requesting a CRAF and including
a copy in the contract file. This will be discussed during a monthly PEPS strategy board
meeting.

For all active contracts that do not have a CRAF, PEPS service center managers will verify
that a CRAF is requested for each of the following activities: a new work authorization,
supplemental work authorization, supplemental agreement, or change in project manager.

Completion Date: December 15, 2018

MAP Owner: Rose Wheeler, Contracts and Finance Director, Right of Way Division (ROW)
MAP 2.4: To facilitate better risk management, ROW will work with Contract Services
Division (CSD) to assess addition of right of way specific risks questions in the Contract Risk
Analysis Form (CRAF). The Right of Way Change Advisory Board will review right of way
specific questions during a monthly meeting. The Right of Way Contracting Playbook and

Resource Library will be updated as needed.

Completion Date: December 15, 2018
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Finding No. 3: Contract Risk Analysis Form (CRAF) - Management Review

Condition

Purchase Orders (PO) with a high risk factor identified in the CRAF had no evidence of
management review by either the Director of the Procurement Division (PRO) or the Contract
Services Division (CSD) to provide assistance in determining risk management strategies.

Effect/Potential Impact
Without proper identification and additional management review and assessment of high
risk POs, TxDOT may not be best positioned to manage or monitor the level of risk.

Criteria
The 2016 Negotiated Contracts Policy Manual states:

e Any contract procurement identified as high risk must receive enhanced contract
monitoring; and therefore, the procuring D/D must notify CSD of the high risk
contract procurement.

e For contracts valued at $1 million or greater, other than low bid construction and
maintenance contracts, CSD normally reviews these agreements under existing
policy and notification can be achieved through the normal contract review process.

e Other agreements, not normally subject to CSD review or that are high risk are
required to be communicated to CSD at the earliest opportunity.

e The managing D/D must immediately notify CSD if an updated or on-going risk
analysis raises a contract’s risk level to high risk.

The 2017 Negotiated Contracts Procedures Manual states:
e [f the completed CRAF indicates that the procurement or the contract is a high risk,
CSD should be notified immediately.

The 2017 Purchasing Manual states:

e Prior to posting a solicitation, if the answer is “yes” to any question on the CRAF, the
purchaser must submit the solicitation through the lead, manager, and the Statewide
Procurement Director for review. The form is routed to CSD for review.

e For each vendor awarded a new PO, if the answer is “yes” to any question on the
form, the purchaser must submit the PO to a lead, manager, and the Statewide
Procurement Director. The form is then routed to CSD for review prior to issuing the
PO.

Cause

For POs below $1 million with high risk(s) identified in the CRAF form, a purchaser will send
the POs and the form to the PRO Director for review via email and both documents are then
routed to CSD. However, in the absence of monitoring the completion of management
review, PRO was not able to find and provide the emails as evidence to show that the
management review was completed as required. Secondly, there is no inventory list,
prepared or managed by PRO, of high risk POs that required PRO Director approval.
Therefore, PRO was not aware that management review for those high risk POs was not
completed. Additionally, there are no automated controls in PeopleSoft to notify PRO of the
high risk POs that need the management review.
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Evidence
Testing of 10 CRAFs with high risk factors for POs and purchase order change notices
(POCN) were sampled to determine if review by Division Director of PRO or CSD was
performed as required by the 2016 Negotiated Contracts Policy Manual and 2017
Purchasing Manual.
e 4 of 10 (40%) CRAFs that were rated as high risk had no evidence of further review
by Director of PRO or CSD.

Management Action Plan (MAP):

MAP Owner: Kenneth Wood, Director, Procurement Division (PRO)

MAP 3.1: PRO will provide training to all PRO purchasers once new Contract Risk Analysis
Form (CRAF) form and procedures are received from Contract Services Division (CSD).
Training will include information on how to properly identify risk, the process for proper
review of the CRAF and what is required to be maintained in the purchase order file in

OnBase.

Completion Date: April 15, 2019
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Observation and Recommendation

Audit Observation (a): Efficiency of Risk Management Process

Contract risk analysis and management processes are not integrated with other risk
management processes and do not provide a coordinated approach for identifying and
managing risks at various levels across TxDOT.

Effect/Potential Impact

Without a coordinated and consistent risk analysis and management process, risk owners
may manage risks independently, resulting in duplicated risk management efforts for the
same risk. Procuring divisions and districts (D/D) utilize standard contract risk questions
listed in the Contract Risk Analysis Form (CRAF), while project managers in the managing
D/D (i.e. Transportation Programming Division) use a division-specific risk register to
manage project risks.

Audit Recommendation

Contract services division should coordinate with procuring D/D and managing D/D to
develop an integrated risk assessment methodology at the division and district level.
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Contract Risk Assessment & Management

Summary Results Based on Enterprise Risk Management Framework

Audit Results Dashboard
Contract Risk Assessment and Management

Business Objectives (Reporting, Operational. Compliance)

ERM Component

Control
Environment

Control Activities

Organizational Tone

Business Objective/Goal-Setting

Scope Areas Evaluated

0.C

Contract Risk Assessment

0.C

Contract Risk Management

Resource Capacity

Forecasting/Budget

Training and Development

Risk A 1t

Risk Identification/Planning

1. (a)

Risk Assessment/Impact Analysis

1,2

Risk Response/Cost-Benefit Analysis

Business Continuity

Control Activities

Policies/Procedure Development & Maintenance

Approvals/Authorizations

Supporting Evidence/Records Retention

Segregation of Duties/System Access

Safeguarding Assets/Security

Information &
Communication

Information Classification

Information Input

Information Processing

Information Output

Internal and External Reporting

Monitoring

Exception Reporting Review

Reconciliations

Root-Cause Analysis

Evaluations/Inspections

Management Action Plans

Scope Area Assessment

Rating Assessment Grid

Closing Comments
The results of this audit were discussed with to the Contract Services Division and

Procurement Division on August 17, 2018. The Internal Audit Division appreciates the
cooperation and assistance received from the Contract Services Division and the
Procurement Division during this audit.

Exemplary

Satisfactory

Needs
Improvement

Unsatisfactory
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