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Prohibited Technologies  

Overview 

The Texas Department of Transportation (TxDOT) has established the 

following list of prohibited technologies in accordance with TxDOT’s 

Acceptable Use of Information Resources Technologies Policy and to comply 

with the Texas Covered Applications and Prohibited Technologies 

requirements. This list is derived from the current Texas Cyber Command 

Prohibited Technologies list, last updated February 4, 2026. 

Section I, Prohibited Developers and Section II, Prohibited 

Hardware/Equipment/Manufacturers, list companies or organizations 

whose entire catalogs of products are prohibited. Any subsidiary or affiliates 

of an entity listed in the sections below are also prohibited. 

Section III, Prohibited Software/Applications, is a list of applications 

that are prohibited on any TxDOT-owned devices. This list is not exhaustive, 

as the developers and hardware/equipment/manufacturers can release new 

applications every day. 
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I. Prohibited Developers: 

• Alibaba 

• Alipay (Hangzhou)  

• Baichuan/Beijing Baichuan Intelligent Technology Co. Ltd. 

• Baidu 

• Beijing Academy of Artificial Intelligence (BAAI) 

• ByteDance Pte Ltd. 

• CloudWalk Technology 

• DeepSeek 

• iFlytek 

• INTSIG Information Co., Ltd. 

• Kaspersky Lab Switzerland GmbH 

• Kingsoft Office Software Corporation 

• Megvii/Megvii Technology Limited 

• MiniMax 

• Moomoo Technologies Inc. 

• Moonshot AI 

• PDD Holdings 

• RedNote 

• Shein 

• SenseTime/SenseTime Group 

• SHAREit Technologies Co. Ltd. 

• StepFun 

• Tencent Holdings Ltd. 

• Tiger Brokers 

• TikTok Ltd. 

• Vmate 
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• WeBull: Investing & Trading 

• WeChat 

• Yitu Technology 

• Zhipu (Z.ai) 

NOTE: Includes any subsidiary or affiliates of an entity listed above. Contact 

Information Security for clarification. 

II. Prohibited Hardware/Equipment/Manufacturers: 

• Autel Robotics 

• Contemporary Amperex Technology Co. Ltd. (CATL) 

• Dahua Technology Company 

• Gotion/Gouxuan High-Tech Co. Ltd. 

• Hangzhou Hikvision Digital Technology Company 

• Hisense Group Co. Ltd. 

• Huawei Technologies Company 

• Hytera Communications Corporation 

• NucTech/Tongfang NucTech Technology Ltd. 

• RoboSenseTechnology Co. Ltd. 

• SZ DJI Technology Company 

• TCL Technology Group Corp. 

• TP-Link 

• Uniview/Zhejang Uniview Technologies Co. Ltd. 

• Wuhan Geosun Navigation Technology Co. Ltd. 

• Xiamoi 

• ZTE Corporation 

NOTE: Includes any subsidiary or affiliates of an entity listed above. Contact 

Information Security for clarification. 
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III. Prohibited Software/Applications: 

Alibaba: 

• 1688 - B2B Market 

• Alibaba 

• AliExpress 

• Alipay - Simplify Your Life 

• AliSupplier 

Alipay (Hangzhuo) Technology Co., Ltd.: 

• 灵光-全模态ai助手 (Mobile App) 

Autel Robotics: 

• Autel Explorer 

• Autel Explorer V2 

• Autel Sky 

Baidu: 

• Baidu 

ByteDance Pte Ltd: 

• CapCut: Photo & Video Editor 

• Dreamina AI: Image & Video Maker 

• Hypic - Photo Editor & AI Art 

• Ulike - Define trendy selfie 

DeepSeek: 

• DeepSeek - AI Assistant 

Hisense Group Co. Ltd.: 

• HiScreenShare (HiScreenCast) 

Docusign Envelope ID: 990B1D28-A8FD-4DDB-BDAF-33C11EF86206



 

5 PUBLIC 2/23/26 

• Hisense Comfort Hi-Tech 

• VisionInfo 

Huawei Technologies Company: 

• Huawei AI Life 

• Huawei Audio Connect 

• Huawei CDN 

• Huawei Cloud 

• Huawei Cloud Space 

• Huawei Family Care 

• Huawei Health 

• Huawei Mobile Cloud 

Hytera Communications Corporation: 

• Hytera 

• Hytera Radio 

INTSIG Information Co, Ltd.: 

• CamCard AI Business Assistant 

• CamScanner - PDF Scanner App 

• CamScanner HD 

INTSIG PTE: 

• CamCard for Salesforce 

• CamScanner + | OCR Scanner 

Kaspersky Lab Switzerland GmbH: 

• Kapersky Password Manager 

• Kapersky Protection 

• Kapersky Safe Kids with GPS 
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• Secure VPN & Proxy – Kapersky 

• SubsCrab Subscription Manager 

• VPN & Security - Kaspersky 

Kingsoft Office Software Corporation: 

• WPS Office: PDF, Docs, Sheets 

Megvii/Megvii Technology Limited: 

• FaceID 

MiniMax AI: 

• MiniMax 

Moomoo Technologies, Inc.: 

• moomoo token 

• moomoo: Investing & Trading 

Moonshot AI: 

• Kimi 

PDD Holdings: 

• Pinduoduo 

• Temu 

RedNote: 

• RedNote (Also a Covered Application) 

Roadget Business PTE Ltd.: 

• Shein 

SHAREit Technologies Company Ltd.: 

• SHAREit Pro 
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• SHAREit: Transfer, Share Files 

• SHAREitVault (Lock Video & Pics) 

StepFun: 

• StepFun - StepFun AI Assistant 

SZ DJI Technology Company: 

• Airworks 

• DJI Fly 

• DJI Home 

• DJI Mimo 

• DJI Pilot 

• DJI SmartFarm 

• DJI Virtual Flight 

• RoboMaster 

TCL Technology Group Corporation: 

• Electronic Service 

• Remote control for TCL 

• TCL Connect 

• TCL DRM 

• TCL Home 

• TCL Share+ 

• TCL-Partner 

• T-ITMS 

• TMS Smart 

Tencent Holdings Limited: 

• Bubble Pup's Feelings 

• Game Bonfire 
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• miniStation 

• Multiple Other Apps in Chinese 

• Nishan Shaman 

• pubg-mobile 

• QQ 

• QQ Wallet 

• qq浏览器-ai办公学习助手 

• qq通讯录-最快最智能的通讯录 

• qq邮箱 

• storycam-for-wechat 

• WeCamera-for-everyday-life 

• WeChat Pay 

• WeChat Voice 

• wecom 

• 企业微信-私有部署 

• 公众号助手 

• 微信听书 

• 微信小店助手 

• 微信读书 

• 微信输入法 

• 微日历 

• 政务微信 

• 秒剪-视频创作-live-实况制作 
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• 章鱼助手 

• 腾讯博物官 

• 腾讯听听 

• 腾讯小微 

• 腾讯特效达人 

• 腾讯翻译君-多语言翻译 

• 腾讯视频-一人之下6-全网独播 

• 闲贝 

Tiger Trade Technologies Pte Ltd.: 

• Tiger Trade - One stop trading 

• Tiger Trade: Invest Globally 

• T-Key 

TikTok Ltd.: 

• Lemon8 – Lifestyle (Also a Covered Application) 

• PineDrama 

• TikTok (Also a Covered Application) 

• TikTok - Videos, Shop 

• TikTok Shop Seller Center 

• TikTok Show Seller Center 

• TikTok Studio 

TP-Link: 

• Kasa Smart 

• KidShield 
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• OmadaGuard 

• TP-Link Aginet 

• TP-Link Deco 

• TP-Link Festa 

• TP-Link Filebank 

• TP-Link Omada 

• TP-Link Tapo 

• TP-Link tpCamera 

• TP-Link VIGI 

• tpMiFi 

• TP-Partner 

• tpPLC 

• Wi-Fi Navi 

• Wi-Fi Toolkit 

Uniview/Zhejang Uniview Technologies Co, Ltd.: 

• EZView CIS 

• EZView UNV 

• Uniarch Care 

• Uniarch Life 

• UniEase 

• UniTools Pro 

• UNV Guard Connect 

Vmate: 

• Daily Expenses 6.0 

• SnipTalk 

• Vibe Lives: Mental Health 

• Vmate - Snoppa gimbal camera 
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• Vmate Lite 

• Vmate Live 

WeBull: 

• Webull Pay: Crypto Buy & Sell 

• Webull Tablet-Advanced Trading 

WeBull: Investing & Trading: 

• WeBull 

WeChat: 

• WeChat 

Xiaomi: 

• Mi Fitness (Xiamoi Wear Lite) 

• Xiamoi Earbuds 

• Xiamoi Home 

• Xiamoi Interconnectivity 

Zhipu (Z.ai): 

• Z.ai 

ZTE Corporation: 

• CloudNext 

• Install Helper 

• iSupport 

• RAIS 

• TrueMeet+ 

• ZTE iSupply 

• ZTELink 
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NOTE: This list includes all variations of these applications, whether 

browser-based, mobile, or desktop.  
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